DIGITAL GOVERNMENT
DEVELOPMENT AGENCY

YBNIVUAVBULIAVBI9IU (Term of Reference: TOR)
Nudagainsnisldauuinsasiaaunazlasiunislaufguuuy Distributed Denial-of-Service

V84 AUNMUNAIUITTUIEAINEA (29ANITURIYL)

.................................................................................................................................

1. auduun

Wedlulagussuvansaunaniag Inslduiniseguulassasianugiun ans liuiniseggadu
szuuliusnisiuninsy wasuseansunily sudsldnislumiiesues wu Web application azdied
augaliszuuIatieludnidls Fwenadudesnidlivszasdanueg fugldnumluinslaug

WuviiiAawmedades vsevihlrssuunuviaudiag viieldasnsaliuinisld siudmsansnssy

Joyateendazneliiinanudeiussiiuyarilila

v O A [ [y & 1 =< o & £ [ = P [ a
PNUU L‘WEJL‘U‘L!ﬂ’]i{]@\‘iﬂum{i}ﬂqﬁmﬂflﬂﬁ']'] R dufesinnasosdlansiadeunazUoeiunislaus

JULUU Distributed Denial-of-Service (DDoS) Wanunsadesiuwmsiienaiatule

o/

2. IngUuszaed

dednmszuuosiunslaufiuuu Distributed Denial-of-Service (DDoS)

mum;ﬁﬁmuﬂ‘uamﬁumamu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e TZER I Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) SNV PG L T KT B

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



wa

3. AuauURlEudalEuD

35

3.6

3.7
3.8

3.9

3.10

3.11

fAUENNTINIUNY YN
Liduypaaduazane

Llegseninadnianis

v 1

Liduyrnadiegseningnsziunisiudeauenievidyyidunuisnuvessglitins

o

WesamdugildriiuinusinisdssidiunanisujiRauvesdusznounisaiussileud

FUUATIINITNTENTNNITATIAINUANIUAUTEN AN LN T IS UULATDUIUANTHUN AV DY

v A

ATUUYBNAN

' (%

=

ldfuyaradegnszudelilutydsnetednenuuayldusadsugelmu

9 Y 9 Y

A UVDIRUIYIU

I Y]

yae3glussuuATavIgaIsaumAvoInsUT YN Bestudeliiynna

). X

2/: [ 4 !
WU T U UEIY

ANTT NITUNSHIANS EUIVNT Jildwnalunmsanliuauluianisvesiiyanaiuciie

3

§
fnnautfuarlifidnuazdesiumuiinaznssunisuloviensiatodninuaznisuimaian
AASFITUALUSIBRAYUN

Juyprasssunmsedfiyanaglendnsudnsuiang
Lifufinausslovismiuiviiudeiaenedunddudeiausliun ans. vieluiifudnsei

msdudunstnveniswisiuegradusssulunistudoauenssil
Lidudldsuendvdvionuduiu Jsenaufiaslisontumalve uussguravesdudaaue
Iagmdslviaaziondnsuasanuauiuguintu

1%
v A v v

Adudeiausdasamalounideyagndesmsuilussuuindedadnaninsgiedidnvseiind

=

(Electronic Government Procurement: e - GP) 989n5uUsIanNand

AEudelaueroilyariansuesianis sl
(1) nsdhduidfyaraidnadumunguinelveddldaamadewiunii 1 U desdyarianives
A9N15 ANKEANTENINNEUNINdavEvinmenilduansnusng lusulanegiusnsRung

N303295UT09A7 Jaazdouanialuuin 1 Yaameneuiuudaaus

¥
a o =

2) nsdlfdutaiauaduiifiyarainununguunglve Jadeldinssenusuianigiue

N13RUAUNTUIMUIIAINTAT AeadluaanzilouniSondissyan1iuund o Jundu

Jaiauslitosnin 1,000,000 U (MEAILUINGIY)

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



taue

(3) n3dififdudeiaueliiiyarignivesianisvieyuannudeou viedunliifoame §ou
forausdosiiaiuduideisuinsnislulszima wious¥ntunundeuieniiugy
vanninglisuayneliusznouiansiunuiionsnidled wagdsynaugsiadseiu
muUsEnAYeIsLIMIWIUsEmAlnY ausieTeuTinRuyuiisunmsuissemelneuds
Feulvmsnu Inefloentusiumenaiududolitosnin 856,000 vm WUALEUTE LA

v médau) Andu 1 Tu 4 vesgarilassnisusesenisiiduausluusasass Jednineu

o w o

IngySuseaseddnauainisuses (nsalldsuueuduanndidnaulvg) eenliuny
Budorausiviviubudoauslaiiiu 90 Tu
v oy

@ nsdfiudoausduyanasssunvzfotuanmiladesusesiaydtulinlidiiu 90 Ju nou

Y

Fubudeaus nefaadiluiinaunisludydsuinsiuyarilddesndt 856,000 v

wUakausimiunniuumdn) Andu 1w 4 gesyadnulszuinvedlasinisvse

ensigutoiaueluuiazass wasmnduivuznsdngedadnwiedudlasunisdnden
v v A v v A a A | v ! a :j = [ (%
efananmiladesuseslydRurnifiyaddenandnasmilsluiuasunuludya

AuauUAludell sniunsdingdudaiaualuniisnuvessy niedfiyanandnds@uniy

a Y] va ¥

ngvanelnefegseniramsituiianisaunseydyaRduazaty (@Uui 10) w.a. 2561

Y o
312 feudeauengudeaueluguiuures "Manssiudn’ Aedlnaaudfnal
a ' Y ad v Y oy 1% D wa v B A o
AamsTiAmngudeiaus ginniuamnevdesdinuaudinsuiunuteuluimnualily
NaIWyy Huwdlunsdifanisinenidennassnineidrsimmvualigiinsiuasels

(%
Y

3’1wﬁuﬁwgvﬁﬁmﬁmé’ﬂ 19N153UATUAN IO IEH AUV TINAMEN 8L e W
NAIUYDININITIIUANTUTDLEUD
ma‘jﬁ%@mﬂaqas‘mf’mﬁvﬁﬁauﬁﬁﬁﬁwumiﬁﬁt,ﬁﬁwiamﬁﬁwimﬂwﬁqL%;ﬁﬁﬁ%ﬁﬁ%é’ﬂ%@ﬂm

= o

naagAedinIsimuadadiuninn uazauiuiiaveululsuiuny daves nseyad1ny

>¢

Fouayn AN INANTIEBUYNTIY

[ 7 7 '
v A aa v !

7191 AAN1FIIUAT NUIBDS “ﬁf\]miwmamﬂaﬁzmwQ’L%’ﬁi'amﬁwL%umﬂé’ﬂmié’ﬂm’h%

aunsHuiudunnsavsemmlsssnitaussniuuiem vsdniuisiudiudfivana s

! a %4 ! a

Mudiyaratureiuduliiuana vseseniteusdnua/viemsiudiuiifynaaduyana

9 9

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024



P Y Y
= U

555UR1 AzyARandlYiAuana inauduady dRynaadu vieliiuanannWunungraneg
YourUszva Inedennasiuanamuunlidiidisiuamanils”
313 fuesiaazdedinanuiieiiunisindmseguassuunuiuasaeadevndlsues Turadull

(% a

1198131 1,000,000 UMW (MTEAUUINEIU) 937U7U 1 Hau nedeuTunanudyyhed

e

Foundsliiiy ...3... U duannfuiinuuduadeudeiufiduenans s?iqﬁ]uwamuﬁlﬂuﬁjﬁigzpﬂ
Tngasafumheaunaiy viemhonuenyuil ans. Wede lasazfoauudiumisdeiuses
NaULazE LU w%f@:u%’maqﬁﬂngﬂéf@qmw’iauﬁuiui’u?iusﬁmauaimﬂmi

314 fauenadosldsunmssdidusunusmieniedliuing mndiveswdedasivieas

YIANVBINANAUNUUTENALNE UTBFILNUVDIIVIHAR T U senalne (Distributor)

4. F19a299AVDUIAUANTIUIIY

4.1  szuuNuiausfadliusnIsuLsyuU Cloud WUU Software as a Service (SaaS)

4.2 Juinsaseungulifesndt 100 PoPs (Point of Presences) vilan uazdosdl PoP ludszine
Ingagsiies 5 9m
a o v [y v & [ 1 v . 1o @
43 szuuidnauedesaunsasesiunistesiuivledliegneies 10 Domain tnglyidaiin Sub-

Domain %39a111509895UUSuu Network traffic b9 10 TB #iaLfiau

4.4  STUUNULEUBARIANNSaURINUNTRNAINNlUSEAULAIEYNY (DDOS attack) N15¥eu Network

layer 3, 4 uag 7 @14 OSI layer
45 szuulsusnsdeeliusnisUeaiunsaufluseauLAseane (DDoS attack) kuuliudnnduIu
A59

46  awnsansadusaslosiudunnmiusne delull Command Injection, Cross Site Scriptine,
Local File Inclusion, Remote File Inclusion, SQL Injection, Web Attack Tool, Web

Platform Attack, Web Policy Violation wag Web Protocol Attack latdusgeiiae

47  a@unsavin Whitelist waz Blacklist 19 lagaunsannuaa iy IP address way Geo Location

Toduadnatioy

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



4.8  @w10muuAAIIe9 Web Application Firewall (WAF) leioeinstios 100 WAF Custom Rules
wag TszuutieUTuuss WAF Rules Tvidasiusduanaalval wu CVE lval w3e Zero day

Attack (rapid rules) laaen9onludf

4.9  @u150v1n15au Cache Mavualaviudl vsannuakaulunisau Cache w@w1g URL, Host

name Wag Tag 1A

4.10  @unsansivdeunazlesiu Bot @misanivium Action 9 1wu Monitor, Deny, Skip uag
Custom Deny lapgsilas

4.11 1 Dashboard WaRISI89UUIELAN Security WUU Real-time %38 Near Real-time lnganunsa
LLamﬁﬁauﬂaLma'qﬁmmmmﬂwa 9 IP Address %130 hostname 7ilaulasi. Browser 3o

WAF Attack Groups, Country lnganansauanswadeunasialitesnii 90 Tu
4.12 1 Dashboard Wanss1891UUsZLAN Analytic WUU Real-time %58 Near Real-time

4.13  @u150n529@UAUN APl Rinslaulawuusnlus® wemnuduladn AP Aldaulasunis

nyvaevdasiuduanay wazanunsalesiu APl Attack laaenegnluda

4.14 @I IYnTEULLINeYININISNAdeU Security Configuration Tuinauazdnisldauaiela
(Staging Test) 508 License LiuiAndmSusassu Staging/UAT uled dwsuuday

hostname A3IN15kGI1U

4.15 SEUUTEUBLINSBUAUUSNNSIaNIATUNYI8 Recommend n15USU Tune False

Positive %38 Exception laidusenatios

4.16 5993UN1389 Raw log H1UMA Logpull REST API uag Logpush e LUdsaunsainsessuy

SIEM o nule

4.17 annsavihnsudadeudauasyu WeliensaliiatumuReulunidmuald diunis E-mail
Ipluegaton

4.18  FPUVUIMIIANT Aosaunsaldanuniu WebUl 1w HTTPS wagsadanunsommunans

I}ﬂ%’ﬂm (Role-based access control) wazdududiinuaieis Two-Factor Authentication L

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



o

N

4.19 gliusnmssesdalniniseusumsidaussuulviurimihiives ans egreles 1 Ju
4.20 gliusnisaedliuinmsfuudamvadadaauy 24x7 (24 Falue x 7 Ju) lnerudeamnsdsioluil

- @AaseNIU E-Mail

- AnsaRulnsAny (Hotline 5o Helpdesk 138 Call Center)

- AeseulnsAniiAdoun

ANUATTEZIAEINDUNER
Auiefesdsaunuiannigly 60 Ju dudnaniunasunaludyayr waglnilssoznaldam 1 U

PUAnNTUNNTIITULAIESD

naninuginsiasanAndandaiaue
ans. aeisunAnaen endetaueriutelausniinuandivazdulenalsnangiuasuiu

ansios Ingldinausisen

2 UIUUIZUN

melusrunuiiuaauy 3,424,000.00 U (@uduanauaemiiudiuumaiy) fadusiandisw
aByaruRunarailiT e
INULAZAITINYLEY

AMUUANITAILDUIULAZNITINYRUNINLAYD LR85 188LLDUALALTIABIFINDULALDNTINITINBRU

€

De

N

oo 2

1 Amualrgdsuauauaiuge 4 aelu 60 Tu dudaanniuasunludya uag ans Iviovaz 100
Y0IA13eNdYY Weksudvdweununude 4 uaznssunslansaunanads lnelionais

A91DU A9t

AUUFIVUAYDULIA VDY
U5e81UNTINNTT (We Uiy Wus )
NIIUNNT (We algna anesa)

NITUNTWALLAUIUNNT (W18 AVET wasd)

SP-502-012 Rev.1

AU Ulis U WUse.............
AW ATNA AT e

AU, ANDVY WA,

Effective date: 19/06/2024

taue



- ENENTWARNITEEZIIAN Software Support UB9TEUY

- Username / Password @wsuidnldeanuszuulusedu Administrator 138 Super
Administrator

- swnumsiesssyuunude 4

v A Y a
- UBLEUBLULDY 9 (27U)

9. Ay
AuevzdestisyAlsulivedusefuludnsifosas 0.20 vassiadvanisliaus ndaildsuey

Y
Tuinaniuasumnuaaiudyeyr audedunguielddidnsnisldous andweuliuigaeaugndes

ASUNIU

10. M3dnvindaiaua
fiudaiauadosinvindaiauamusionis ogstios fail
101 LenansuansnuaNdAaluvasBudaiaus Tidavhausenisienasdnguiidinun uas
lenansudngIusasuvesiudeiausnunuandivesiutoiaus Tute 3
10.2 enasdaiauasumaidaviadeiausiu Usznaudag

[

10.2.1 1®nA15N1589USUALTUNUANLYDNINUA AUAIB819RN51USBUBU F9i

. . - wWiguguvauwnnIg
YBUWANTTANHUY | vauwansatiueu | | " . -
. 3, AHUNUAEUDIINT | 1BNE5D19D
ANS. N1RUA lauasAn LEue
LU
Ivvaulwanmsaiiuey | ssyveuwnns IiseyaniAnd v3e Tisey
7 d1dnanunInun ANMIUIUN WU LNANTD19D9
HLAUDIIANAUD (213)

aQUWNQﬁWWUWUBUWWHaNWU
U5¥5UNTINNIT (Wy Ualsu Wua1ue) AU YIS WU, Sudh.....21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e p3........ Lo

NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



11.

12.

10.2.2 giudnesesdannunisvianligindenieglu 30 Ju dudnaniuasnaludyan

103 guiesestasunisadlidudunudmihenndivemdndun vieavivesdveandn Sty
Uszinrlng

10.4  UBLEUBNIIAIUTIAN

fiudeiauersdonauonamiureuunau uaztauasiailussuuindedadnaniaigiie
Sidnnsedinduasnsutiydnans munvuuasiteulsdifmuslutenarsnisszninsimdidnnsedind
(e-bidding) Tnsiauesandudrdtesiuidy fsnunByasuiuasalidnetsli3ouosudn
fadlaidosdavinienatsuanuasseazidoaUsznousnbuaue sndu uiddudoiausdiliiunis
AadendzdiosiaiienansuanuasssazidenUsznousimilaussiuunmuuszinnuese el
aonadosfuTiaiiaue awd ans. wimfeurusuusmeandeamindliaenndasiusaiiiaus
yioAndununanisasavieses il fiudelauovsdenaustmundunalitosnit 90 Ju §iu

JalaunfassunnvausIAneulsauslitazaznaunisiauasiaile

2 o v o @
nsiusnerdayaniduaudy
Auigagdesdnnisiiusnedoyasig o MAgatunsandunumudygringuiglasuangae

Faswdedayane 9 7 f@elddaviduilesannmsduliunuiegialumiudu uwaz/miennudun

[ %
a v a

N3ANYeIRTe wagguiedeuinsnslunsiniuteyaiduaudulifinde vl duieassesas

e3¢

« Y 1Ay ¥ A v, 14 o
willy “dyanldidametoyaiilunnudu” wiaudyan

tannasUszudanatayadiuyana

v

Meanassurinululasinis 4 Fdunisandunisdena grelaueuninevseunsliguig

[ g

A
Y
Fandunisnszurunisiiusivne I vielawme doyadiuynna (“n1sussinanadeys”) wiu

Y

vieluuinvesdde A guiglugiuguszananateyadiuynnadziesljuinudennainis

Uszananatoyadiuyana mudeivualy “dannasseuianadayadiuunna” Auuuvinedyan

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



13. Soulvdy 9

13.1

13.2

13.3

13.4

135

13.6

13.7

13.8

(%

ans. n3sliFedvsnavendnmsanidunisiidegliinsandndrvaefldanudaziansun il

[y

= ¢ )
WeUszlovtvasmesvnisiludfgy

[ N

ans. anudnsnazaiilunisdnindygiliolasunsdnasssuUseanamavintu

o

1 o o

HLEuaT1AT B9 ang. ladadenliuas lduvihdyayvsedennasnmeluiivuaiad Tnalidive

a 1

JuauAls ans. anudnsiazinnsaninfauesauu Wugisuiasudsdeulidiusvns

A 9 N3usly

v

ans. anudnsnazunluiudutouly vsedermvualuwuudyanlnduluaiuanudiuves

Y

ddnaugensgegn (i)

diauasiafilasunisdadentiluvindygiasdesnmantseiudygidiuiuiosas 5 vaq

yaA ey
AEutoauailasunisAnidondssasliionnuiauavsowsusdiuuiadyy iluineedn

AN HuuansIgrnuwiusduilasuaugmdunildonn ans. uda

Avy v

Toyauazionasta 9 NEsudalasunsunselasuain ans. 13egnAIYed ang. SIUVIINAIUT

Y

! Yo Y v A < v 1o 9 v < v v ' Yo
daeu f3udneazsesdiailuanudu lhilumeunsivyanalansiududunn duudaglasy
ey mduaeanualsnusIn ans.

[y

ANT. VOAVUANTNILYNENNTTLRWINT wag/vTeRuntuay ngFudndianunsadeuey
nuldnudernuauasioulun1sdng (TOR) dendstelaid Vuwinisiigsuinddaunsods
waunulininarndunanianmagaids Anuinves ans. wisllalAnaineuiinvesdiey

ORTAREIS

14. BAULIUNSURAYAU

uufurnisnishiusmsauanuiuaslasndenislaues dheanuduaslasndenislaues

drinnuiaunizuiaddva (eadnsumuw)

aﬂmuﬁﬁmumaummmmu

UsgsUNIIUNIS (We Ydlsu Wudune) AU UiE 1Y WUT Y. TU.......21/8/2567...
NIIUNNT (We algna anesa) AW ATNA AT e AT Lo
NIFUNMTUALAUIUNTT (W18 EVSTY uash) R TRV VL (S TR K R

SP-502-012 Rev.1 Effective date: 19/06/2024

taue



15. @0TUNANADLNBVINTIUTIUALLDYALNULAY

Y]

10

- ddnnuiRusguandTa (esAnsumvw) 1w 999 Tu 4 enansantiuliien1syRsTIILIe

Uszmelng (83ANTUMTY) AUULIITAILE UUIYIa0IviDd WANANE Ngawmne 10210

- E-mail: cmp_division@dga.or.th

- Website: www.dga.or.th

- Insdwy  0-2612-6000

AUUFIVUAYDULIA VDY
U5e81UNTINNTT (We Uiy Wus )
NIIUNNT (We algna anesa)

NITUNTWALLAUIUNNT (W18 AVET wasd)

SP-502-012 Rev.1

AU

AU

NUU...

Uflsu 1 Wue

MW

QFNA AT

@y waan

Effective date: 19/06/2024

taue


mailto:cmp_division@dga.or.th

