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45  ssvuiinauedediivimsdeyafoanaulevesldegsiosdal
- doyasuanemmnsluiveiiiseasBoslubdn fdoyafudiuanau (indicators of
Compromise - 10Cs) ‘U@Qﬁaﬂﬂﬂmﬁu 9 19kA Domain name, IP Address, Location,
Vulnerability, Malware Type, Hash 1Jusgnatios
- Jayasgazidendadunindensing AReFungueansmaleiues (Threat Actor) 52l
%’%msﬂaaﬁuﬁaﬂﬂmmmmﬁu oA Yoyarlaum, 35n1slaud, Joslilaus, Lﬂmmaﬁgﬂ
Toud Hudu
- doyaseanemntinesing q Adedestunduemansmslaives idlusfauarilagty
- Jayawaidansvaena (Phishing) Ineld Email viseniniuludvasy
- doyadeanauleiuaivetesns (Brand) 1y Yeyaldeuluunasnas, 3e31e, Uasuulas,
waud, $1lva, dnaeulasnssy numawng 9 1wy dsaueeulay (social media), Google
Play, App Store, Paste Site, Deep/Dark web Dudu
4.4 aanserumdeyadeanaiuleues die Keyword w38 I0Cs 1u IP Address, URL,
Vulnerability, Domain, Hash, Malware, Threat Actor, Company, Hashtag, Product, Email
Address, Common Vulnerabilities and Exposures (CVE) Wag Bank Identification Number
Fugu Tnglisinsuiundimaenszesiavesdya
45 aunsouanstoyastanaulaued Sisenousemeandenedieondl
- Yeyanuazideaidaduiindeusing 9 17{L?’imﬁ’uﬂzjmawapﬂimﬂsmua% 10995013 Uasiudy
@ﬂmmméﬁﬁ?u wiu Toyanquetveynsnislaiues (Threat Actor), 38n151auR (Attack Vector),
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toslmililand (Vulnerability), W vsnedignlasd (Target) Wudu Tusuuuu Tactics,
Techniques, and Procedures (TTPs)
- Gﬁazﬂasﬁaﬂm (Vulnerability) snununaiay CVE, iwﬁ’ummgmm (Severity) Way AZLUUAIIU
‘@84 (Risk Score 3o Risk Rating) tJusu
- doyasuanenumnsluivesifeasdesludedn fdoyafusdfuanau (indicators of
Compromise - 10Cs) %aﬂﬁﬂﬂﬂmmﬁ?u 9 oA Domain name, IP Address, Location,
Malware Type, Hash \Juegatios
- Sﬁja;ﬂa Hunting Tool %38 Hunting Package 1A Yara rules, Sigma rules way MITRE
ATT&CK (TTP) titegelun1siumdeyafonnenuiidesnisle
- fszuudyusehivg (Al Insight) Lﬁaﬁaﬂumiaw LLafsmeﬁﬁmﬂmuﬁé’umLﬂumw’ﬂ,wa
16 videfidmihitatuayumsium uazasudoyaidunwilnemasasyoznaivesdyan
1.6 Yeyaduanaaluieifodldiunmsuszifiumiutndete (Reliability) vesuvasdoya wazs
AzLULAIALABS (Risk Score ¥3D Risk Rating) iiletaelun1smsiaaeudeya
4.7 aunsasernsudaiieu (Alerting Rule) tiliishinsuiusaenszoziavesduya tned
Template oo
- Uayavaenais (Phishing) #58 Domain Abuse
- Malware
- Exploit
- Threat Actor
- Application W@gULUUKIBNADNAN (Suspicious or Rogue or Fake Application)
- psnanenetaniisay tewn Twduledun®, Dark Web wag social media Wusgnetio
- msnlnavestoyamieau luduledund, Dark Web uag social media 1usestios
4.8 Yeyafunnaaluieiiiuansuasnmsdumdesldiumsnsisasuanugnies uaziinsdnsdads
uasTanvesdoya
4.9 annsndeeenteya (Export) luguuuuves PDF w3e CSV 1
4.10 iaa%’ummaﬂLﬂ?iawﬁa%aﬁsaﬂmﬂ%wa% (Threat Intelligence Sharing) Tuguuwuudnluila fg
119551UEINA LU Structured Threat Information Expression (STIX) %389 Trusted
Automated eXchange of Indicator Information (TAXII) %38 OpenlOC 1Jusu
8.1 3833Un"3 Integrate Saufusyuusng o Tieeeossiil
- Security Information and Event Management (SIEM)

- Security Orchestration, Automation and Response (SOAR)
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4.12 szuuiidnausaunsayinsimuesenisasavaeulisets (Watch list) wazyinisudasiould
lganinsnseyTen1seng 9 loun 1P Address, laiy, brand name, glaud, T5l9ud,
Tech Stack, ¥aslu3, W, Industry w3edu 9 sauiulalddesnit 10,000 $18A13

4.13 @unsavinnisal file wag URL lUAAsesiuu sandbox 16 laganansainisnageulauussuy
OS windows 10, windows 11, macOS, android kag Linux L9

4.14 Namﬁm%ﬁ'ﬂ’nauaﬁmaﬁlu The Forrester New Wave Usglnn External Threat Intelligence
Services Tud 2023

4.15 fnesiadliuimasuudavmndecuuy 2ax7 (24 $alus x 7 Fu) Taeshudesmadeseluil

- Ansian1u E-Mail
- AesoRulnsAni (Hotline %50 Helpdesk wise Call Center)
- AR ulnsAnviadoud

5 AMUATZELLIAENUNUNER
Huefesdsaunuiannigly 60 Ju dudnaniunasunsludya waglnlissoznaldam 1 U
Wudnniuinsaiuuaiasa

6  waninueinsRaTanAnGandaliue
ans. aziTaAndendendatauey dudeiausilanautivazduenaisndngiuasuaiy
anfed agldinauaisnan

7 29kusuUsTana
M8lUTIUIURUNIEY 14,954,855 U (BUFR LN WAL ALUENUWUAS DS D8N EUTIUINED IU)
%ﬂLﬂuﬂmﬁiamm@aﬂaﬁhLﬁmLLazﬁﬂ%ﬁiwﬁmeé”a

8  9IAIULASNITINYLEY
AMUUANITAINDUIIULALNNTINYRUNIAALYY LALITI8aZLDUNLALNADIAILDULALDNITINITINLIU

be

1
muualAdsauunINte 4 Aelu 60 Tu dudnainiuasuinludye way @ns 3nesevaz 100
YoerdnNdaya Wedsuddaeuaumude 4 wagnssumslansinsuudnasa
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- dihauiann$guiaiava ednsmmnu) il 999 du 4 ermsaaniiuiionisyfisssuusis

UsewmAlng (29AN15umL) auUKASTAILY UYIYRaRIvias WAVEANE NTunns 10210

- E-mail: cmp_division@dga.or.th

- Website: www.dga.or.th
- Insfn  0-2612-6000
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