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Agenda
❖ What is Incident Drill? 
❖ Why we need? 
❖ Objectives 
❖ Overview scenarios 
❖ Tools 
❖ Tasks
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Incident Drill
❖ Incident Response Process 
❖ Exercises 
❖ Methodologies 
❖ Communication channels 
❖ CSIRT 
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Incident Response Process
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User Incident

EGA Contact Center
G-CERT

1. Someone report or you 
found by yourself

2. Solve the problems

3. Inform to  
ECC to keep 
recording or ask  
for help from EGA

4. ECC will forward 
your requests to G-CERT



Incident Response Process
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EGA CC User

Servers and  
Network

G-CERT

2. ECC notify User 
via E-mail and Phone

3. Check the 
system deeply

5. ECC inform 
to G-CERT

4. User reply to ECC 
- receive already 
- fix already 
- accept the risk 
- require EGA’s help 

1. G-CERT 
inform to 
ECC



Why we need?
❖ To test and improve the incident response process 
❖ To check the readiness of our staffs and 

stakeholders 
❖ To find the most suitable communication channel 
❖ To build the community to exchange knowledge 

among members
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Objectives (for this drill)
❖ Know more each others 
❖ Focus on the communication methodologies 
❖ Little technical  
❖ Test communication among all stakeholders 
❖ Learn some simple techniques to investigate cases 
❖ Discuss about responding process and others
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How to investigate?
❖ We will focus on .... 

❖ Mail header => for every cases which are related to 
email  

❖ IP address => One of our target which we want to 
find 

❖ Need to understand about IT (a.k.a. Computer, 
Network, OS, etc.) 

❖ Depends on our imagine and creative idea 
❖ Maybe need to guess attacker’s behavior
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Mail header
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Find the “Received”
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We can see the mail route!!!!



IP Address
❖ Dotted Decimal 

❖ 192.168.20.59 
❖ Binary 

❖ 11000000.10101000.00010100.00111011 
❖ Decimal 

❖ 3232240699 
❖ Hexadecimal 

❖ 0xC0.0xA8.0x14.0x3B
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What can we know more about IP?
❖ IP Owner’s name or Provider 
❖ Contact point 

❖ Email address 
❖ Telephone number 

❖ Route 
❖ Active or not? 
❖ Opened ports 
❖ Vulnerabilities
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Recommended tools
❖ Whois – IP address information 
❖ Tracert/Traceroute – Determine the path to another 

host 
❖ Ping – Detect if another host is reachable 
❖ nslookup – Resolve DNS 
❖ Dig – Utility for checking DNS resolution 
❖ Wireshark – Network sniffer (use with cares) 
❖ Nmap – Port scanner (use with cares) 
❖ Nessus – Vulnerability scanner (use with cares)
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Whois
❖ IP registration database 
❖ http://www.dnstuff.com
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http://www.dnstuff.com


Whois result
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Tracert / Traceroute
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Ping
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nslookup
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Dig
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Wireshark
❖ Formerly known as “Ethereal” 
❖ Free 
❖ Official website :http://www.wireshark.org/ 

❖ Requirement 
❖ Need to install winpcap  
❖ (On Windows Vista) Need Administrator privilege to 

capture 
❖ GUI
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http://www.wireshark.org


Wireshark

21



Nmap
❖ Port scanning tools 
❖ Both GUI and Command line 
❖ Free download at http://www.nmap.org 

❖ Compatible with Windows, Linux and MacOS 
❖ Last version is 5.6x
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http://www.nmap.org


Nmap (Windows)
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Nessus
❖ Free download at http://www.nessus.org  

❖ Vulnerabilities Scanner 
❖ Last version is 5 
❖ Compatible with both Linux and Windows 
❖ 2 Softwares  

❖ Nessus Server 
❖ Nessus Client
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http://www.nessus.org


Nessus
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Overview Scenarios
❖ 3 Tasks (2 incident cases and 1 report) 
❖ Cases 

❖ Spam mail 
❖ Hack
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Tools
❖ Mail server 
❖ Web server 
❖ Wifi (intranet)
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Task 1
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Task 1
❖ Investigate mail header 
❖ Find the sender 
❖ Inform EGA Contact Center to contact the attacker 
!

❖contact@ega.or.th 
!

!

❖ Remind: mail.server1.go.th is the mailer engine 
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http://mail.server1.go.th


Task 2
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Task 2
❖ We will receive the case from EGA Contact Center 
❖ Investigate our web server 
❖ Find the Message ID in the server (to prove) 
❖ Find the attacker ’s IP and how to hack 
❖ Find the solutions 
❖ Report back to EGA Contact Center (G-CERT)
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Task 3
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Task 3
❖ Make some presentations about cases 

❖ Who are your attackers? (both cases) 
❖ How do the attackers attack? 
❖ What will you do to fix and prevent? 
❖ Feedback about the scenarios 

❖ Share your feedback about this event 
❖ Present tomorrow
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