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Agenda

“* What is Incident Drill?
< Why we need?

<* Objectives

% Overview scenarios

% Tools

% Tasks

G-CERT




Incident Dirill

% Incident Response Process
< Exercises

< Methodologies

% Communication channels
% CSIRT

EGA

e-Government Age

G-CERT



Incident Response Process

1. Someone report or you
found by yourself

< >

User 2. Solve the problems Incident

3. Inform to

ECC to keep
recording or ask
for help from EGA

EGA Contact Center

EGA

e-Government Agency




Incident Response Process

2. ECC notify User
via E-mail and Phone

EGA CC
ilﬁfcc);r-n(iEtET 5. ECC inform
ECC to G-CERT

4. User reply to ECC
- receive already

- fix already

- accept the risk

- require EGA’s help

User

3. Check the
system deeply

Servers and

e-Government Agency



Why we need?

To test and improve the incident response process

To check the readiness of our staffs and
stakeholders

To find the most suitable communication channel

To build the community to exchange knowledge
among members

G-CERT



Objectives (for this drill)

Know more each others

Focus on the communication methodologies

Little technical

Test communication among all stakeholders

Learn some simple techniques to investigate cases
Discuss about responding process and others

G-CERT

EGA N2

e-Government Agenc 7



How to investigate?

We will focus on ....

Mail header => for every cases which are related to
email

IP address => One of our target which we want to
find

Need to understand about IT (a.k.a. Computer,
Network, OS, etc.)

Depends on our imagine and creative idea
Maybe need to guess attacker’s behavior

G-CERT

EGA 4

e-Government Agenc 8



Mail header

From:
Subject:
Date:

To:

Reply-To:
Return-Path:
Delivered-To:
Recelved:
Recelved:

Recelved:
Recelved:
Recelved:

Recelved:
Recelved:

X-lronport-Anti-Spam-Filtered:
X-Ironport-Anti-Spam-Result:

Dkim-Signature:

Domainkey-Signature:

Message-id:
Mime-Version:
Content-Type:

X-Mid:

X-Job:

X-Orgid:
List-Unsubscribe:

STA Travel <newsletter@statravel.co.za> Hide
[MARKETING] Get 20% off selected tours. See Cambodia from only R5050!

April 24, 2555 BE 9:38:58 PM GMT+07:00

kitisak@nectec.or.th

newsletter@statravel.co.za

<v-fapofm_bncflpgeo_Inaagke_lInaagke_a@bounce.mkt293.com>

kitisak@nectec.or.th

(gmail 19830 invoked from network); 24 Apr 2012 14:39:03 -0000

from unknown (HELO mailgateway2.nectec.or.th) ([10.226.48.170]) (envelope-sender <v-
fapofm_bncflpgeo_Inaagke_Inaagke_a@bounce.mkt293.com=) by nectec.or.th (NectecNet Mail) with SMTP for
<kitisak@nectec.or.th>; 24 Apr 2012 14:39:03 -0000

(gmail 22183 invoked by uid 98); 24 Apr 2012 14:39:03 -0000

from 203.185.132.74 by mailgateway2.nectec.or.th with Mailgateway-Engine-1.0 24 Apr 2012 14:39:03 -0000

from unknown (HELO imail.nectec.or.th) (203.185.132.74) by mailgateway2.nectec.or.th with SMTP; 24 Apr 2012 14:39:03
-0000

from mail1240c.mkt293.com (HELO mail1240c.links.statravel.co.uk) ([74.112.64.14]) by imail.nectec.or.th with ESMTP; 24
Apr2012 21:39:00 +0700

by mail1240c.links.statravel.co.uk (PowerMTA(TM) v3.5r16) id higtgaOiiksm for <kitisak@nectec.or.th>; Tue, 24 Apr 2012
14:38:58 +0000 (envelope-from <v-fapofm_bncflpgeo_Inaagke_Inaagke_a@bounce.mkt293.com>)

true

AogCAGGtIkSKCEAOMWdsb2JhbABEgkYMgxMDmjylOQGFOYQCAQEBAQEICwWsHFCeCEyAKEWMBAQgDKQEFPRKCA|
EbGQsdAQOHbgumZQFuK4MegUB0OKAEGIniDNIINgRiVfoERkhaBVgY

v=1; a=rsa-shat; c=relaxed/relaxed; s=spop; d=statravel.co.za; h=Date:From:Reply-To:To:Message-ID:Subject:MIME-
Version:Content-Type:List-Unsubscribe; i=newsletter@statravel.co.za; bh=tlhhygmW4MbasQj3d4IQJJuSKHg4=;
b=fed5y6hsUi9YH2GyYBsiadS50ICmYonaDUmRNJJSLpbAIBIESXK2GmVIEThAObYle0DtucVKzMc8 uHAUNSaEfw==
a=rsa-sha1i; c=nofws; g=dns; s=spop; d=statravel.co.za;
b=QAp9GYa234rH6dvbegCzxWewnfiurKGayKtkCE2EKSD]YJViPdjyTXwSS5ILyZpZRHxKV1BnpSNV0 Bb3UNyqR6A==;
<122461090.210335951335278338097 .JavaMail.app@rbg32.atlis1>

1.0

multipart/alternative; boundary="---=_Part_75301_962745790.1335278317907"

5307996

5307996

11147
<mailto:v-fapofm_bncflpgeo_Inaagke_Inaagke_a@bounce.mkt293.com?subject=Unsubscribe>

EGA

e-Government Agency

N\

~
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EGA
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Find the “Received”

From:
Subject:
Date:

To:

Reply-To:
Return-Path:
Delivered-To:
Recelved:
Recelved:

Recelved:
Recelved:
Recelved:
Recelved:

Recelved:

~Spam-Filtered:

STA Travel <newsletter @statravel.co.za> Hide
[MARKETING] Get 20% off selected tours. See Cambodia from only R5050!

April 24, 2555 BE 9:38:58 PM GMT+07:00

kitisak@nectec.or.th

newsletter@statravel.co.za

<v-fapofm_bncflpgeo_Inaagke_lnaagke_a@bounce.mkt293.com>

kitisak@nectec.or.th

(gmail 19890 invoked from network); 24 Apr 2012 14:39:03 -0000

from unknown (HELO mailgateway?2.nectec.or.th) ([10.226.48.170]) (envelope-sender <v-
fapofm_bncflpgeo_Inaagke_Inaagke_a@bounce.mkt293.com>) by nectec.or.th (NectecNet Mail) with SMTP for
<kitisak@nectec.or.th>; 24 Apr 2012 14:39:03 -0000

(gmail 22183 invoked by uid 98); 24 Apr 2012 14:39:03 -0000

from 203.185.132.74 by mailgateway2.nectec.or.th with Mailgateway-Engine-1.0 24 Apr 2012 14:39:03 -0000

from unknown (HELO imail.nectec.or.th) (203.185.132.74) by mailgateway?2.nectec.or.th with SMTP; 24 Apr 2012 14:39:03
-0000

from mail1240c.mkt293.com (HELO mail1240c.links.statravel.co.uk) ([74.112.64.14]) by imail.nectec.or.th with ESMTP; 24
Apr2012 21:39:00 +0700

by mail1240c.links.statravel.co.uk (PowerMTA(TM) v3.5r16) id hiqtgaOiiksm for <kitisak@nectec.or.th>; Tue, 24 Apr 2012
14:38:58 +0000 (envelope-from <v-fapofm_bncflpgeo_Inaagke_Inaagke_a@bounce.mkt293.com>)

true

We can see the mail routel!l!ll

o~

. G-CERT
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IP Address

< Dotted Decimal
% 192.168.20.59
< Binary
% 11000000.10101000.00010100.00111011
< Decimal
< 3232240699
% Hexadecimal
< 0xC0.0xA8.0x14.0x3B

EGA

e-Government Age

G-CERT
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What can we know more about IP?

< IP Owner’s name or Provider
< Contact point

< Email address
“ Telephone number

“ Route

% Active or not?
% Opened ports
“* Vulnerabilities

G-CERT

EGA N\

e-Government Age 12



Recommended tools

“* Whois — IP address information

“* Tracert/Traceroute — Determine the path to another
host

“* Ping — Detect if another host is reachable

“* nslookup — Resolve DNS

< Dig — Utility for checking DNS resolution

“* Wireshark — Network sniffer (use with cares)

“* Nmap — Port scanner (use with cares)

“* Nessus — Vulnerability scanner (use with cares)

O~

G-CERT

EGA N

e-Government Age 13



Whois

< IP registration database
% http://www.dnstuff.com

® 00 DNS tools | Manage Monitor Analyze | DNSstuff.com
L‘ 1 B’J (+ d http://www.dnsstuff.com/ 3

T o Y v TP g Y v TP

Your IP Address: 171.100.120.43
Located near: -, - (UK)

JADNSstuff

MANAGE | MONITOR | ANALYZE

Username

Home
WHOIS Looku > Traceroute , IP Information » |
p & :} ormatio :}
Get contact info for a domain/ip Shows network route to host Shows info about an IP
enter domain/IP - enter hostname/IP - enter IP -

3 -_— G-CERT

EGA N2
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http://www.dnstuff.com

Whois result

Using O day old cached answer (or, you can get fresh results).
Hiding E-mail address (you can get results with the E-mail address).

% [whois.apnic.net node-1]

% Whois data copyright terms http://www.apnic.net/db/dbcopyright.html

inetnum: 171.100.0.0 - 171.100.127.255

netname: TRUENET-BB

descr: TRUE BROADBAND

country: TH

admin-c: TIA6-AP

tech-c: TIA6-AP

status: ASSIGNED NON-PORTABLE

remarks: Abusing network please contact : ******®@trueinternet.co.th
mnt-by: MAINT-AP-TRUEINTERNET

mnt-lower: MAINT-AP-TRUEINTERNET
mnt-routes:  MAINT-AP-TRUEINTERNET

mnt-irt: IRT-TRUEINTERNET-TH
changed: wmmmr@trueinternet.co.th 20120111
source: APNIC

EGA

e-Government Agency

w-CERT

“EGA

15



Tracert / Traceroute

/N kitisak — bash — 95x34

MYy frnnh:~ L1t1sak$ traceroute www.google.com
tracer c Warning: www.google.com has multiple addresses; using JUH.GJ."
traceroute to www.l.google.com LJUH.uq.l .147), 64 hops max, 52 by
1 10.23.224.1 (10.23.224.1) 9.650 ms 8.920 ms §.236 ms
? 10.92.229.177 (10.92.229.177) 86.528 ms ©§.469 ms 11.302 ms
203-144-128-26.static.asianet.q ; (203 .144 .125.26) 11.363 ms
.”-37-4 46 .static.asianet.co. th LJS..:.'.4HT ll 628 ms
13-144-128-30.static.astanet.co.th (203 . o TTT 9. f
97-4-45 static.asi1anet.co.th (58.97.4 ¢ . s 9.913 ms 10. luh ms
3-144-193-75.static.as1anet.co.th (203.: R 9.814 ms 10.288 ms 9.400 ms
-97-38-42 .static.asianet.co. th (58..1.*“.'7j ms 9.498 ms ©8.953 ms
-97-38-41 static.as1anet.co.th (58.97.3 lH huf ms 9.471 ms 10.174 ms
91-210-5.static.asianet.co. th (61.;'.:lu.5) 10.952 ms 11.785 ms 9.631 ms
tig-net28-157 . trueintergateway.com (122.144 . 28.157) 14.734 ms 15.071 ms 11.747 ms
th-1cr-ttl-26-129. trueintergateway.com (122.144.26.129) 14 903 ms 11.450 ms 12.408 ms
.14.215.181 (72.14.215.181) 36.610 ms 37.179 ms 36.253 ms
242 .244 (209 242 .244) 17 .336
242 .236 (209, 242 .236)
142
H

Iy 08

n
|r1 lﬂ rJoUn r '

|£|
61

[ |

= 0O 0

209 .
209 .
209

242 .244 (209, .244)
.:EU.EJT (209 . 1.237) 39.135 ms
250,255 (209, 50.255)
.94 186 ( . .94 186)
.94 166 (66.249.94 166)

5.249 .94 186 (66.249.94 186) 49
hx-1h-7147 . 1el@@ net (209.85.175.147

lytronz:~ kitisak$ B

[
- =
I

[

(S g L g By B By |
L g L g By B B |

0O Q0 OO0 QD o

=
(F'n)

™
0 L

1:1




Ping

e OO0 /N kitisak — bash — 95x28

Nytronz:~ kKitisak® ping .goo0gle.c
s RIS S

PING www. l.g

64 by
64 byte:
64 byte:
64 byte
64 [

|__f'
(D

from
from
from

Trom

icmp sec
icm eSS
1cmp Ssec
icmp sec

o Co Co o Co O
oo o o O

o1
(D

t

1‘
|2
y E|

.« 7 e S
T e,
V - v

»

G-CERT

EGA N2

e-Government Agenc 17



nslookup

Nytronz:~ kitisak$

¢\ kitisak — bash — 95x31
nslooku p (AT AT

e W S

Got recursion not available from 203

Non-authoritatiwv

203. 144, 206
)3, 144, 206

~
) (-
e W

o

pls
v LA

Sy ey

answer:

G-CERT

EGA
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Nytrgﬂz;w

e o W [ (ET = > Wi

, global options:

Got answer:

->>HEADER << -

i aio s aipearsd et ERY e
recursion re

+cmd

WARNING:

QUESTION

R R AT

SECTION:

ANSWER

SECTION:

10 msec
203,144, 206, 49#53

25 A5 =

v LTime:
SERVER:
WHEN :
MSG SIZE

Query

2939

e d Apr

[EECl

10

Nytronz:~ kitisak$

QUERY,
ANSWER:

SRS

but

1k

Nnot

A

£ kitisak — bash — 95x28

NOERROR, 1id:
UTHORITY: @,
available

31344
ADDITIONAL:

(203,144, 206.49)

2012




Wireshark

< Formerly known as “Ethereal”
“ Free
% Official website :http://www.wireshark.org/
“* Requirement
“ Need to install winpcap

* (On Windows Vista) Need Administrator privilege to
capture

Network Protocol Analyzer >
G-CERT

EGA o2

20


http://www.wireshark.org

Wiresh

ark

X\ Capturing from en0 [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]

e OO0
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
S G ee EEXSE A @

T+ X

Q-

Filter: | v | Expression... Clear Apply
No. |Time Source | Destination | Protocol | Lengtk_l_J_Info g
3 0.640072 203.144.206.29 192.168.1.42 DNS 99 Standard que m
4 0.921111 fe80::25fb:2665:790:39da 71 e Pl DHCPv6 152 Solicit XID:
5 2.969175 feB80::25fb:2665:790:3%9da b DR DHCPv6 152 Solicit XID:
isisabT sl pasalle o e Rl gl | 192.168.1.42 TLSv1 705 Application
8 4.432431 192.168.1.42 224.0.0.251 MDNS 152 Standard que
9 4.432541 feB80::62c5:47ff:feOb:91ea ff02::fb MDNS 172 Standard que
10 6.962819 feB80::25fb:2665:790:39da RO DHCPv6 152 Solicit XID:
11 8.295804 209.85.175.83 192.168.1.42 TLSv1 118 Application
b s Bt s B SRR L P S S R L b e ss T s g TCP 66 51285 > http
13 14.950169 fe80::25fb:2665:790:39da 1 o P b DHCPv6 152 Solicit XID:
14 16.078333 199.47.219.150 192.168.1.42 HTTP 233 HTTP/1.1 200 v
< &= - >

D Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

P Ethernet II, Src: 60:c5:47:0b:91:ea (60:c5:47:0b:91:ea), Dst: CiscoSpv_e4:3d:35 (38:c8:5c:e4:3d:35)
P Internet Protocol Version 4, Src: 192.168.1.42 (192.168.1.42), Dst: 199.59.148.241 (199.59.148.241) *

v

b Tranemieeinn rantral Pratnrnl Qrr Part: R172Q4 (R12Q4Y Net Part: httne (443 Cen- 1 Ark - RAN | &

<« - e

0000 38 c8 5c e4 3d 35 60 c5 47 0Ob 91 ea 08 00 45 00 8.\.=5 . G..... E. - :

0010 00 34 8e aa 40 00 40 06 8e la cO a8 01 2a c7 3b .4..0@.@. ..... *.: @'

0020 94 fl c8 5e 01 bb 25 23 bb 2d 11 dS 7d 65 80 10 AR~ S T =
wweRT

EGA

e-Government Agency

21



Nmap

“* Port scanning tools

< Both GUI and Command line

“* Free download at http://www.nmap.org

< Compatible with Windows, Linux and MacQOS
* Last version is 5.6x

)

AR

EGA

e-Government Age


http://www.nmap.org

Nmap (Windows)

e - T

Scan Tools Profile Help

LOmpLeTea AKF F1Ng SCan atl 1u:l/, U.BUS elapsed
(1 total hosts)

Initiating Parallel DNS resolution of 1 host. at
10:17

Completed Parallel DNS resolution of 1 host. at
10:18, 16.50s elapsed

Initiating SYN Stealth Scan at 10:18

Scanning 172.19.24.196 [1000 ports]

Discovered open port 443/tcp on 172.19.24.196
Discovered open port 80/tcp on 172.19.24.196

Target: | 172.19.24.196 v | Profile | Intense scan v| [Scan
Command: { nmap -T4 -A -v -PE -PA21,23 80,3389 172.19.24 196

w Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans

0S ¢ Host 4 nmap -T4-A -v -PE -PA21,23,w,&389 1721924196 o Details

e

m

EGA

e-Government Agency



Nessus

“* Free download at http://www.nessus.org
“* Vulnerabilities Scanner

% Last version is 5

< Compatible with both Linux and Windows

» 2 Softwares

“ Nessus Server
* Nessus Client AL/ {

()

Nessus
At

)

AR

G-CERT

EGA N\

e-Government Age 24


http://www.nessus.org

Nessus

v wfls e amid Ay wledde  goaabe
. 72 QAR 1riee Nocamon sa
g oobmnies O B . sveee T Gening and Buldng o
* Neswn
8 2 Nessus

Reports

Dowrioad Report

Show Fiters

Heae! ¥ oy

Active Fllors

Mo lowviayeann locahont.

EGA

 e-Government Agency |

B L E—
Chck everydey [A Toovel - Manager Ondine [ Toovien 0 & Losen Spanh, Franch . ) Welcome 1o Jonuden C.. EJ Thas Funng Fo Tonved

-

>

aaT

“EGA
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Overview Scenarios

< 3 Tasks (2 incident cases and 1 report)
< Cases

“ Spam mail

“ Hack

G-CERT
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Tools

“* Mail server
* Web server
< Wifi (intranet)

EGA

e-Government Agency

G-CERT
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Task 1

G-CERT

EGA <




Task 1

Investigate mail header
Find the sender
Inform EGA Contact Center to contact the attacker

contact@ega.or.th

Remind: mail.serverl.go.th is the mailer engine

o~

G-CERT

EGA N\

e-Government Agenc 29


http://mail.server1.go.th

Task 2

G-CERT

EGA <




Task 2

We will receive the case from EGA Contact Center
Investigate our web server

Find the Message ID in the server (to prove)

Find the attacker ‘s IP and how to hack

Find the solutions

Report back to EGA Contact Center (G-CERT)

G-CERT

31



Task 3

G-CERT

EGA <




Task 3

Make some presentations about cases

Who are your attackers? (both cases)
How do the attackers attack?

What will you do to fix and prevent?
Feedback about the scenarios

Share your feedback about this event
Present tomorrow

EGA

e-Government Agenc

G-CERT
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