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ana E-Commerce [ne Social Media NYNSSUgDQdQ

B2C E-comme (Billion USD)

, Facebook Users

33 MILLION 38.MO"60N _‘

e-COMMERCE 2014

B 860,200 2,0335
\ _BILLIONBAHT ... BILLIONBAHT

S AuT: steviuwanmisaisaoyaAdidnnsatndluds:inaAlng 2558 Tau awso.




Value of e-Commerce in Thailand 2013-2015

2,107,692.9

ETDA 1CY

21033r493'4 Unit : Million Baht

Growth Rate
768,014.00

Ll \= 3.65%

Remarks :
2013 surveyed by National Statistical Office of Thailand
2014-2015 surveyed by ETDA

< Value of e-Commerce ) Source : ETDA, The Survey of Value of e-Commerce in Thailand, 2015
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andnganmulsivasiul 2558

ThaiCERT handled
4 371 incidents

@) ThaiCERT
Thailand Computer Emergency Respanse Team
a member of ETDA

Report by Incident Type

L. _ Malicious code 1,546 (35.3%)
_, - Fraud (Phishing) 1,141 (26.1%)
) - Intrusion 1,005 (22.9%)



= ThaiCERT Statistics

1

1,745
2556 NN

shrevuIlssuiiguandnsanAmunlneidsaldsunsviul 2556 2557 lla: 2558

4,007
2557 \l\A 1,738
2558 — 4,371 1,546
1,141
1,007 1,005
709
694 664 631 —
504
316
73
138 8 10 8 6 8 29 0 0 4 1
L
Abusive Availability Fraud Information Information  Intrusion Intrusions Malicious
content gathering security Attempts code

W 2556 [2557 [ 2558
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Brunei
Laos
Myanmar
Cambodia

Vietnam
Malaysia
Philippines

Thailand

Indonesia

andnganAU Web defacement fu ASEAN U 2558

i ilin

10

2,823

0 500 1,000 1,500 2,000 2,500 3,000

KUNEIKQ: JoyadIns:uU ThreatWatch vovinaigsa



adaneanmuInednuiSulsd .th ul 2558

ac.th

co.th

go.th

in.th

mi.th

or.th

3,909

1,367

1,272
1,510

1,014

1SulsduavKudgvIUNIASY TTUdU
148 shgvIUNYANAILUSIAN Malware URL
22 lla: Web defacement a\)nao

7

AMUIUIYNU

T T T I

10 100 1,000 10,000
B Malware URL @ Phishing E Web defacement

Proprietary and Confidential



ThaiCERT Statistics

swamuuﬁawﬁauaﬁﬁn‘aqnmuUs:mnmsTouﬁlﬁuTUd (Web Attack)
YOVYKUDuYIUIuUS:INATNeA ThaiCERT IdsSusieviu

Ku28vIUNIANISANUA la:
KU28gvIuUN1IASY

81.56%

*Web Attack = Malware URL, Phishing, and Web Defacement
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‘®) ThaiCERT

. i 1Asvn1s CERT Readiness
Incident Response . 1Asvnas ThaiCERT Government
P Alerts and Warnings Monitoring System (GMS) R
. Us:ugavlk3iSulsdruiovu
Artifact Ha nd"n ildi * Government Threat Monitoring (GTM) 290 S:uuU s
g Awareness BU|Id|ng « Government Website Protection (GWP) * @570 Cyber Expert Us:N

K.UE)SDWU 30 AU
* WIAgLYQQAL Sector CERT

Education or Training

1UKU®

* A0 1v:aadvaunsailkAsu 280 Kusevu Mulut 2560

- Uovnunsios:uuiialoud DDoS yoviSulsciuovkudgvuuasy

« Sector CERT fundulasvasiowugiudiAty 15u anuunisidu
aaranu Us:Aung na:wavoviu

Us:Toudno:ldsu

L]
| 22INIAAWA  gaowazaq
gnovzzny
g
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Cybersecurity Digital Forensics Incident Drill Publication
Operation Center Center (DFQ)
(CSOQ)

=
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1. Wwudaadwaiuisalunisiyvdu World Competitiveness &a 15 Sudunisn
A1oAuilan GDP IWuZusoga: 25

Us:zs1sunnAUIdndiv internet A2WISOEY

2. asolonanazpduiniAgunivdvay _ - o
ICT Development Index QaQ 40 auqQuiisn

3. Wayulnuuuuddanadna Uszsrsudadiuas:Kungiazigafo

4. UQsunASY UN E-Government Ranking @a 50 duquiisn
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Digital Economy Law
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379f 1 (2558)

1. NAKUI8aUANS
« A1sUndovunasnis
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(O\)IIO 2541-2558
= 17 UI14V)

Cybersecurity
J0Av awso.

y¥ovon 3

1. NMSYQBOIAINY
2. ssuuaisussaudlannsodnd
3. NNSSNBADIWAaU

4. MssnyiAIUUanany
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5. NAKUIYTDYAUIDaISUDV
S8NS

6. NAKUNY e-Government ?

7. Online Consumer
Protection

¥ovn 4
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3. E-transferable Record
. ANSS:VUYDOWWINNIY

ooulau (Online Dispute
Resolution)

. Internet Governance - IGF

16



nalnfunisasiv Trust na: Confidence

Key Success Factors

with Fundamental Rights

Balance Privacy / Freedom of Expression

Transparency Open Data & Monitor by User

Multi-
Share Experiences

Stakeholders

™ Soft Law : Self-Regulation
™ Co-Regulation : Standard (NSNS

. : C te & Set N
™ Binding Law : Legislation Collaboration POpEraTE & SE oI

17



= udltiudany/usuninns:daulkiiadwnualena:aoandavuindu
(Legal Harmonization & Modernization)

« nudltivdani Soft Law Mo tRn1sUSuUTdngrunebus:ansnw
(Legal Implementation) 13U Guideline, Recommendation, Best Practice

unulnyav Soft Law

iWunudnivnyrefkKunjualdaaandavaiunngkuie

e Social Media

 Data Protection

* Information Security
e Critical Infrastructure

Trust Mark 15U TRUSTe, Privacy Policy
1ISO 27017 Cloud Security

1SO 27018 Cloud Privacy

ISO 27001 Information Security
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W.FI. 2544
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ADIUWDIQDS W.FA. 2550

NAKUIYAUASDVYDIAdIUUAAA . . N .
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W.FI. ....
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SV W.S.U.

SV W.S.U.

SV W.S.U.

SV W.S.U.
SV W.S.U.
SV W.S.U.
SV W.S.U.

SV W.S.U.
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nans. @uUun .)

§SNSSUNVAIaNNSsaUNE (QUUA ..)
N1sns:rfANUAQIAYIAUADUWIINDS (QUUA ..)
AUASDLUoaddIuyAAa
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dWSO.
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+ INFORMATION ECONOMY REPORT 2015 lag UNCTAD il

Annex II: The three pillars of the Digital Single Market

* Digital Single Market lag EU

* |nformation security and privacy lag OECD

e-commerce telecoms and media data economy
OECD RecommendatK)n On DlC“tal parcel delivery online platforms standards
Security Risk Management o e e Lot = et

copyright %
2013 OECD Prlvacu GUIdellneS 35S Environment Economy and Society

Creating a #DigitalSingle\Market


http://www.oecd.org/sti/ieconomy/digital-security-risk-management.pdf

$1Y W.S.U. n1sSnunAduluavUaaanslsivos w.A. ....

» AgAnAUlBIuaSSUISLUINTU

N = S:UU IT dould la:KkudgvIUEIUlKeY
Tuauf IT Security

Policy & National Capacity

NationalFlow i CERT Aiareness

National Security VS

Privacy / Freedom of Expression
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AkuaurasnisfunisUoviiuna:
Usauusiunisns:n1AURQINYIAU
ADUWDIQDS

ANsSnuUanNIw

ANSSNUN
ADIUASUODU
(integrity)

Kan C.I.A.
Y U U

ANSSNUIADILAU

wsauldoau
(confidentiality)

(availabilit
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S0 W.S.U. AUASDVYDaddIuUUAANA W.A. ...

A WIdudoudd NSYSSSUUTYAUASDOD

Jolyadouunna as WolkOurasmulunisqua

SOVSU Data Flow

Uoyadouynna KUNNWAJUAUTDYA dnsImnyovIola

AREGEHIVe Soft Law &

UEISARYL SR Joyadouunna Self-Regulation
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NNKUNYAUASDVUDYAdIUYAAA

SYSSSUULY W.A.

SYSSSUULY W.F.

2534 2540
I I
| | I
w.s.U. Joua . WSU. W.S.U. §UnIw
41781SS15N1S AUASDVION K18 W.FA. 2550
W.A. 2540 W.FA. 2546

W.s.U. N1sUs:nou
ssnodoyalnsaa

SYSSSUULY W.A.
2550

W.S.U. duniwda
W.A. 2551

W.S.U. N1sUs:nou
oNISNS:EIFYV
nazAonisinsnieu

W.A. 2544

SV W.S.U. AUASDVIDA
douunna (2549)

W.Fl. 2545

I I
Us:nN1A ANN.SSNSSUNTL
d1dnnsoiind 1ISov nusulsuie
naznusujualunisAuAsoL
JoayadouunnaydvKLogvIUu
YoVSTY W.A. 2553

S0 W.S.U. AUASDYD
Uoayadouunna (2558)

Thailand
Digital Economy
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A29819N1ISVANISTDYAEIUUAAQUDVIVANS (I osue o

v'S:UllavaKudQKYUovUoya (Personal Data Inventory)
v ikuaulguiglkaoandovalukanicuriannana=ngluds:ine (Policy)

v'Us:10UADWIED (Risk Assessment Tools) IWOS:UNIa:dANISAIWIFUY
NINgdYoLNUUDYadIUUAAA

v'ausulRAUS ANUAS:KUN IIfuAaINsAINgdTovlUDVANS (Training)

v fkuanusnuvnsdltuviuibaifaikanisaiasiiadoya (Breach Handing)
15U 1IDVIDYDVYDNA KUDYVIUNINYIUDY

v Rdoyadnaisiiwevwalduananelula:niguan Idaifiaika(Communication)

v QuiafRiyUs:udawadoya (Data Processor Management) fkUnnaudaanaw



SV W.S.U. Ssassunivdlannsatind (@uun ..) W.A. ....

Party

Autonomy

= goddodnrialumsuvAuld Functional
= UsunalnmsmAuqnalk Practical Equivalent

_ ) Approach
= Harmonize Law sovsussnssuooulall

L ] Technology
S:KIIVUS:INF Neutrality

Model Law on E-Commerce
Model Law on E-Signature

UN Convention on E-Communication n1sinanvnnkuigyavdayadiannsalind

wauulKanineumn
doanadovaina

Input-error, Automated Massage System,

ysupaln usulASVLESIv

nmsmAuQna  PRUSSDABESHASAGY
invitation a0NNS:NNASSAD ssnssuooulau
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WaIUINISNAKUI8SSNssUN1valannsailinduoving

Model Law on
Electronic
Commerce

N

Model Law on
Electronic
Signatures

Transition Period
Paper -> Electronic
Electronic -> Paper

The United Nations
Convention on the Use of
Electronic Communications
in International Contracts

W.S.U.J1008S5SNSSU
nvdlannsalnd
W.A. 2544

NNKW1Y IT avulisnuoving

n1swasurfusuina

W.S.U.J1028S5SNSSU
nvdlannsolnd
(QUUR 2) w.A. 2551

Electronic Transferable
Records

W.S.U.J1028SSNSSU
nvaiannsodnd
(Quun ..) w.A. ....

Online Dispute
Resolution

33



[ e-Transferable Record (ETR)

lonanshivasutioldnivaidnnsotnd

@ UNCITRAL WG 4 fdb darh “Siokanincurisovsu ETR”

(15U Model Law) AKUQlRASUILasuaLd3auaw ETR
Tus:uudidnnsatnd

(

o

@ 0o00U UssinARDNAKNESoVSUEoL ETR 1&1diA
IMKAICI (e-Promissory Note) 50vnv (e-Cheque)

-~



NS Implement s:UU e-Cheque fudovnv

S:UU e-Cheque [ugoono

: &
Generic [ 11 Jos [ 204 | E]L.lr'IUﬂ"ISmIl'.iFI
BANK ns:anucialu 1 ; HKD

w FriE TR AR n]
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| 3 s
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: £y Lt Doy Lageed o Ta i
HAPPY BLISINESS MAGATINE PUBLISHING LTD :;m%:ﬁ'"? ﬁmﬁ.m; =

U IR D LT T

Difalus-uu

~ 500,000

auuciodu

1ZM3 WA HEL 1T F'Tepa Ganeric Bank
[l1l1-r[l]' 16 16:17:10

[ — fm ey e g e
Rarmark b= ey b g e

e BTG OGS D TR Lveion :-_. j_o—mu&:lﬂuwz:aﬂs{wq%pm—
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[ OVAUS:NOUYDY e - Cheque

13 digital signature INOSUSOVCIOU 11A:052980UAUQNCDY

Cy Generic ERERETE
BANK DarE Monk I Yerd

~  FBRAT DI AT R A —

zm=em TWO HUNDRED THOUSAMND t'.:!:i‘JL"r“ ) —
~= us$||200,000.00 Suouiu

unt Ps

tiall;ET\}mE.l HAPPY BUSINESS MAGAZINE PUBLISHING KD.

s — -
tf-!llh‘m wuydnsg'rrnuun:ns n;ﬁﬂ?ﬁuw“r Dlglta I.Slgna re
MACATIME BUSLEHING LTO. UACATIRE FUELISHING LTCL

Doxeer 0040795 1601721 D 30 14-37-1E 16:17-10 '

23455 X1 HS FR4CEA0E Frepared L2 Thd
' B Datgéﬂm Eﬂ?-ﬁ 16:17:10
KLNBIKC PRI Campis e cnenues by Carszen Les EoE et by Digital Signature
L UDUSLNAMSHAD Y
Digital Certificate vaagdsdng KyC lae CA dauiulu Smart Card

Digital Certificate vaasu1AsdTe  KyC lausunans smiulugunsal Hardware Security Module 33




W.S.U. SSNSsUNvalannsalng w.fA. 2544

E-Document

Party (V.8)
Autonomy
Functional Print out
Equivalent (V.10 DSSA 4)
Approach
E-Payment
Technology (KU2a 3)

Neutrality

(U.25)

E-Signature
(V.9 1a:KudOQ 2)

E-Evidence
(U.11)

E-Government
(KU2Q 4)

IT Security, Critical Infrastructure
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W.S.U. SSNSssUN1valannsatnd w.A. 2544

(asufRrinfusunuudiannsadndld)

15U W.S.U. N1S31Ud8AIUEQdNTUNIS
W.S.U. 31039§SﬂSSU WDISUNI2UY1QUDILNIVSIBNIS

navalannsaund | s _
(S'\\) W.S.U. ﬂ']SDOUE)OOO']\)ﬂ']ﬂSQ”I)

N NNKUIESSNSSUNVBIaNNSatNAIUIBAU (1) sSsnssUINgIAUASOUAS)

(2) SSNSSUINEIAULSAN
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NNKUIgAKUQIUU duadau douly ag1vlstno

(KIinnnKkuledalkuo:buguassa/lusnbudiksus:uudiannsalnd
doviauannlunnkuie)

N

Business Process UsuvasulRikun:auius:uusiSnnsadng

Juaaun1eluyovisifinkua Business Process [3ogvls

(mnUumauTKu|UuaUassm/Tum|Uuamsus uudlannsoind
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