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A2IUNIN8ATU Cyber-security was Privacy

Cybercrime is rising significantly
in Europe

Europe dominates over other regions in detecting security
incidents, reporting a 41% jump over 2013.

Global security incidents
(GSISS 2015)

Global smartphone users
(eMarkater)

Security incidents

phone growth

Global GDP

outpace GDP and mobile

The percentage of growth for global

Incidents are more costly to large
organisations

Organisations reporting financial hits of $20 million
or more increased 92% over 2013.

30.41

million

1.3
$10 millian

rmilion

$0.65

million

Global State of Information

(OECD) security incidents is more than double

users combined.

global GDP and global smartphone

Security Survey 2015 By PWC

Cybersecurity has
been rising
continuously.

$5.9

mion

$3.9

million




News

JPMorgan hack exposed data of 83 million, among

biggest breaches in history From 2014'2016

the largest theft of customer data from a U.S. financial institution.

The Washington Post EENEE

EEE 2015
Hackers just stole data on 15 million T-Mobile Sony Pictures computer system hacked in
customers

online attack

Hackers got the names, addresses, Social Security numbers,
and identification numbers.

X0 ABC P CBR 2015

VTech data hack: Private details of 5m parents stolen Ukrainian power grid cyberattack reveals
from popular electronic toy maker widely used Trojan malware

Hackers have stolen the private details of nearly 5 million people. The incident left the town, Ivano-Frankivsk, without electricity for several hours.

2015
US government hack stole fingerprints
of 5.6 million federal employees

Some 20 million people had their name, home address, and Social Security

FYA LN 2016

Time Warner Warns Customers Their
Emails and Passwords May Have Been

StOIen 320,000 customers may have had their emails and
number stolen. 5.6 million fingerprints were also taken. e

passwords leaked.



2015 Cost and Impact of Data Breaches by EUROSTAFF

‘.F P JP Morgan Chase (2014) Target (2014) Home Depot (2015)
@ Cost - $250 Million | Cost - $148 Million | Cost - $53 Million
L Nl #H 8 n

Cost and Impact of ﬁ\ h Users affected - 80 Million Users affected - 100 Million | Users affected - 56 Million

Data Breaches

Source: || : Source: nytin n Source:

“The number of companies using and relying Zappos {2012) Sony (2014) Ebay (2014)

0 i e likedd Cost - $106,000 Cost - $170 Million | Cost - $18 Million

- so too are the numbers of those wishing to

steal that information.” s - = " " “ " " "
Users affected - 24 million Users affected - 24.6 Million Users affected - 145 Million

Source: intos ; ! Source: U . Source:

The cost of a Data Breach
£1.46m - £3.14m

The average cost of a data breach
to a large organisation - up from
£600k - £1.15m last year

£600k - £1.15m

50%

ffik‘f:'l'lsk / £75k == £311k

The average cost of a data breach
to a small business - up from
£65k - £115k last year

25%

YEAR1 YEAR 2 YEAR 3 YEAR 4

Source: www.pwc.co.uk

http://www.eurostaffgroup.com/news/post/the-real-impact-of-hacking



2014

EVERY
DAY
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RECORDS BREACHED IN 2014
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NUMBER OF BREACH INCIDENTS

1,541

>
O
—
w
=)
(o]
w
o
w
O
=
=
(e}
-
e~
o
[V
w
- =
—
I
=
=
=
w
-}
O
-
wv
o
o
—
v
o
4
w
o
w
=
1%
o
o
O
O
w
o
<
=
<
o




BREACH LEVEL INDEX & & More and more organizations

are accepting the fact that,
despite their best efforts,
security breaches are

THE NUMBERS unavoidable. 55

RECORDS BREACHED IN FIRST HALF OF 2015

243,193

BREACH LEVEL INDEX 8 2 o/o

FONEREREE PERCENTAGE OF BREACHES
mtox WHERE NUMBER OF COMPROMISED
ea i b e Toxd RECORDS WAS UNKNOWN

00%
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HEALTHCARE .

GOVERNMENT .

TECHNOLOGY .
RETAIL

EDUCATION

OTHER .
FINANCIAL .

NUMBER OF BREACH INCIDENTS

Findings from the

BREACH LEVEL INDEX BY INDUSTRY OVER TIME

OO R 1 2013 | H2 2013 | H1 2014 | H2 2014
72 e 26 20 e

o™ Governmer:_ JRC IR SR ¥

0 58 42 83 112 115
sacurity to ba free

7 28 1 84 94

Technology 56 54 72 65 47

Other Industries 151 113 142 131 161
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donnuanAulYuaslul 2558

ThaiCERT handled
4,157 incidents.

Malicious code 1,496 (36%)
- Fraud (Phishing) 1,066 (25.6%)
- Intrusion 950 (22.9%)

Report by Incident Type

, United States

1,808 incidents (43.5%)
were discovered by ThaiCERT
ThreatWatch System

»

@LEE etdaoin 3 '@'ﬂ*@
RN 't'fmgwlmzuu ThreatWatch waslne@3n dausi 1 1.n. 58 - 30 w.e. 58 T eda or th
41



Cybersecurity Trend

Cybersecurity

Protecting the Nation's
economic prosperity,
national security and our came to the NCCIC and

individual liberties by . .. .
securing cyberspace announced his Administration's

On January 14, President Obama

support for more cybersecurity
Information sharing

Limit liability
Data breach notification

Enforce eriminal -
penalties Cybersecu rity

legislation

» National Cybersecurity Protection Act of 2014
(codifies the authority of DHS to assist the private sector)

Cybersecurity Legislation In USA

DHS 2015 : The Secretary’s Progress Report * Federal Information Security Management Act
of 2014
(codifies authority of DHS to assist other federal agencies)

The Need for Cybers ecurity » Border Patrol Agent Pay Reform Act of 2014

(ensures DHS'’s ability to hire and pay cybersecurity workforce)

Legislation

-4 Homeland
¥ Security
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[52UUUIWITIANTS 18U ticketing, email, web]
[szuunAT1z9 WU malware, vulnerability)

1 & Vel } 4
vinunugiidaulaide
& #imun Incident Handling Flow nunisanudAy i

> 4 wirsulungusuias wuirsaulunguisauldngmune
<o v e
= MITUAMUNSDULAZIEN 5274
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= /f waz Standard Operating Procedure (SOP)

[s2UU Government Monitoring System)]
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A21UYIIN18A1U Cybersecurity Wag Privacy

WaNIsIIWUILaN reputational risk WUINNNTALATEAUUTEINA
ﬁULﬁaemn loT, cloud financial risk o fvuaulouelazLEuiitaay
* JANTNITUNNSLAENUILUSURATDU

° Yy = - - .
mvivgniuae Usziliunnuideaive _ .
o JolAnNTLLAY gualuszauuszing Waulguewaz U)o
Y u
* fnmsusmsiamsneu s wazuduiaumg

U lUmewns/v1e : :
operational risk

o Zolndlngleaiua * JuUanLNUIINISUSUNSIANISNeauSULA

o [ffaurivluedeya* legal risk | * Junvualnefmanzay
other risks

(519) W3U. ANATANTaYadIuYAAA \ (519) WIU. Anuduaslaanneleuas

* MvualiAfienunaiaves “Joyadiuunna” * nalnmynsuleunsleuesfi alignment
A1VRTBYA LavkauaTaYa TINfEnSuay FENINNUIBUY
wihAitAeteq * WHuUFTR wHuuile uay command center 7

* Muuananinaaitunsiu 14 wasilamedeya donndesiusyAuveIiunnAIY
duyanaiaenndosiuLuIMIENg * ymhgnunaiteUszifivaniunisel

. ﬁ’l‘l/iuvﬁﬂaiﬂm'ﬁ@LLaGﬁaﬂJuaﬂg\iLLUU%Jg WaY Lenyuy Uszanuanu wagndeuiuilofuanay 24 alus
KUY Self-regulation * 91AEAUTINLBIINIF Uag LBNYU ATEUARY

N13QLAKUU Self-regulation

* {fawIs13e malware 11370 malicious software visetonALITUsTAsATETdNAzingAnTsuvluetoyalusyuunuiiumes w38 smart phone



379 W.5.U.ANATDIVBYAFINYAAS W.A. ...

dnnteymn n15asLila privacy JULSIUINYU WU loT, Cloud, Big Data
anudlulunts  AmueInIMsANATESTIiBINBLaTLAL T A
AINVNY JauuAluNfsEAuUsSEIAlanSnanalne  OECD / EU Directive (Supra-national)
UN / APEC / Privacy Commissioner
ngvnglulssinaiiogtng uiliasy uay YIPHUINTNIINITANATOINUNI A
U9AINUETUeY (VIANgVInenans)
GUEH LY Privacy (Personal Information) fieegls?  dayaigniuyaraduilaiunsassusiiunna

va o v

NALA8UD 9 LASUNY?

&

lve3veYa (Data Subject)
HAIUANTRYa (Data Controller)

nsrUILMINAgItesiudeya?

lasgua?

Julaladn “n1ense” ¥ “n1edan”

AalyAnansuazvinany

v 19 Uawe gualidunsUaensde
(ludszme/sslszme)

53 50 NVUNIU Self-Regulation
(InelimnudAiiseasunuin)
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[ A13EAIAYVRITNNTE VU RANATOIYOYAFIUYAAR W.A. ... ]

Junguunenanslddunisnaly

- sndungranednmenisusenaugsnateyansie 1Uusu

ANATDIYBYAFIUUARATIEUINTEAUAING

- duannisaina OECD Guidelines way APEC

é’uﬂsaaasjwmmzaunn%’uﬂau Privacy Framework 1nUaysialing1sasuaiu

- fiealisuAuBugeNINveayadIuyARalLUYN

Fumeuitsnsifiuriusin 1 uazndaume 1UINTN13E9LE3UNTT Self regulation

o . . - ; AMUALIATNTANLASULAZASIANUATENUNTUNTANATDY LU
A15AINIUYBUATELRINNUISNANUAINNY AL YU Y o . !
i 3 - WlgwgnsAuasesaulududa (Privacy Policy)

- d9nAa DY APEC Cross Border Privacy Rules System _ Lﬂ%’awmﬁmmmmgm (Trust Mark)

- M8USUTBIRTIdeUANIUTIlE (Accountability Agent)

a Y v = Ao a Aa <
NANTUIVDIDIUIYIUNUUTSENTNINLLAZTINLS

_ Yy - w NUYIUNINUALAN AU AT IVIULRNE
- ‘Wzﬂqiﬂﬂsﬂ@i@ﬂLiEJUIﬂEJﬂﬂ.J%ﬂiillﬂdL‘UEJ'J‘U']?QI@EJLQW']% Y Y <

- AMvUALIRsNISinanastazilseuiieuusu - WdhinauenuiuasUaendelawes dainnuianginu
(technical expertise) NAUANATOIUBYAAIUUAAR (Privacy)

anusupsaons (Cybersecurity) uazu1n531u (Standard)
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d1svdnnny
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419 W.5.U.1155nw1AuluAsUannne lutuas w.a. ....

foAnaulgluasTURTIUINTWS DL

srUUoaULe nussudlngluaula IT Security

ielvitinalnvszaunisinusuiulugegn wesulewasudlamagesingy nsAnaIuma

pouladiinssnuAsegnalunmIn wastdy linkage MU INAURIAIUIUAIIEAIINTIAL

MsfavaunANULEsElae1n FedesdimusiasinaranusnielunIsInnIg

Policy Level :

AMZNISUNTISULEUY

Action Plan :
WHUUHUANT wae

National Flow

Implementation :

KRUYIIUNAY

Stakeholder

o aulguieeulyiues Fudunnsiuvesslssvetiieainaniiu

Wuwdavesszuulunnaiy

U U W

NITRUNYANATULASANANITNY

D

TR uU{URNY dazurusuile

ULtuMIALAMANANaNSENURBLATYIRLaYHIAY
Command Center EJW&JLﬁﬂLWﬁ’]EJLLN

fgudnantoya WesuTImdeua AT Useilluaniunisel
Uszanuaumnaiu uazyaainsnsausuile 24 4alus

a1figANsTIIaaINNNAAELluNITTIUTINTRYA
Self-Regulation
asanuaseniln daasuanuilumsldaunnsedu

nsaliun1sluunensalanansenudadnd/iasnnvesyana J9Aaeia5UINIAINITRENTUARY Lazdaslaaunasendng

n33neIANiuAIUaeniy & EnSvuauszunvy lagaguuiNuguvamanaIng

(Legality / Necessity / Proportionality / Legitimacy / Nationality / Non-Discrimination)
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