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CIO studda lnu
ClO: Does IT Matter?
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THE CIO’S PORTFOLIO

Statutory/
Regulatory

Visionary/ Customer
Thought Needs
Leadership




President’s Management Agenda —

George W. Bush 2002
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EXECUTION: The Discipline
of Getting Things Done

U

a tﬂ' Y o
wgAnssunany / dszmsvesdin

Wi landnauwazgsnarasasans (Know your people and your business)

ganunuanuiluaa (Insist on realism)

muuathuanaftaausaszanaisuanxdan (Set clear goals and

priorities) W

ansanmuna (Follow through) _

u

Twsnedagifjineu (Reward the doers) E% E c u T I ﬂ N

wuyaains (Expand people’s capabilities) 1ifianuanunsaiiiaidu
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[ lanuras ninuuu laldarsual (Know yourself... (it takes emotional

fortitude)) & R A M CHARAN



New Trends of Core Competence for ClOs in the Private Sector in US and
Japan-Based on the Surveys on CIO - Core Competences for ICT Value-added
by Toshio OBI, Professor, Waseda University, Japan
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New Trends of Core Competence for ClOs in the Private Sector in US and
Japan-Based on the Surveys on CIO - Core Competences for ICT Value-added
by Toshio OBI, Professor, Waseda University, Japan — Continued
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1) nsulaaulasmamalulagilnasaidmannisinnuilaqiiuunnay (change of the
era and society associated with the evolution of IT)

2) dannvusaasngunny Sarbanes Oxley swflunguniedinniuaniuiataues

fisnsuaziiaeuiinyd (the new range by implementation of SOX Act)

3) answavesitsssnTnAuazienanisanguussiinauies (influence of the
situation anxiety such as natural disaster and terrorism)




New Trends of Core Competence for ClOs in the Private Sector in US and
Japan - Based on the Surveys on CIO - Core Competences for ICT Value-added
by Toshio OBI, Professor, Waseda University, Japan — Continued
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Information
Policy and Leadership and Process/Change Resources
Organization Management Management Strategy and
Planning
HEIITENEE Capital Plannin
Assessment Project/ Program P 8 .
and Investment Acquisition
:Models and Management Assessment
Methods
e-Government / 0 Securl’Fy/ Enterprise Technical and
e-Commerce / e- Information ;
: Architecture User
Business Assurance

Prediction



New role of CIO in US and Japan

nN9LsMNIAANITEUANNUALaaaft LAz ETANAs (Security Risk Management)

nistismzanagluesans (Knowledge Management)




What is EA (Enterprise Architecture)?

Enabling
Stak holders /ﬁ Context

usmess
Value

Mrise
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& Validation
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Actionable EA

' ment Portfoli
Businéss Strategy Investment Portiolio

EA Outcomes
Actionable Business Capabillitie
EA
Performance |
Management IT Capabilities

Knowledge Capabilities
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What is IT can do for
you?
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Uselaiinatndnaz lass

Reduce cycle times

Remove middle parties

o
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A9YNMTMHUANITIA

(Measurement & Optimization of ICT
Contribution & Benefit)

- Cost saving Initiative with following drivers:
e streamline process
* Retain customer
* Reduce non value job
* Use electronic instead of paper
* Secure environment
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Measurement & Optimization of ICT
Contribution & Benefit

- Optimize business operation Initiative with
following drivers:

* Improve collaboration

* Enhance communication

* Improve productivity

* Improve decision making

* Secure access
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Measurement & Optimization of ICT
Contribution & Benefit

- Employee productivity Initiative with
following drivers:

e Standardize process

* Improve efficiency and accuracy

* Talent management

* Create sharing culture



Measurement & Optimization of
|ICT Contribution & Benefit

- Grow revenue Initiative with following
drivers:
* New differentiate products and services
* Pricing competitiveness
* Attract and retain new customer
* Generate revenue from assets



Measurement & Optimization of
|ICT Contribution & Benefit

- Improve customer service Initiative with
following drivers:

* Profit center rather than cost center

* Improve productivity and effectiveness

* Improve multi-channel customer experience



What is the Strategic Impact of IT7?

ARDIUleN FesAnmINaLNg



* Time compression

e Customer expectations

* Organizational cycle time

* Global competitors

* Shorter product cycles

* Consolidation

* Governance, Risk Management and Compliance
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Industrial Model Information Model
e sense and respond
* make and sell e mass customization
* mass production e customer focused
e channel focused ® processes are

e processes are externally focused

internally focused @ ® customer measures

¢ financial
measures
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Industrial Model

e make and sell
e mass production
e channel focused

® processes are
internally focused

¢ financial measures

Information Model

e sense and respond
e mass customization
e Customer focused

e processes are
externally focused

e customer measures
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Managerial

Organizational Technological



Lﬁ’ﬂ%ﬁ@\uﬂaﬂu - > Creative Destruction

The innovation process is sometimes called the
process of creative destruction.

NS

If | get into a market first with a new product, you
must do better than me to take away my profits.

NS

You create, and in so doing, you destroy my
profits.
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Managerial Change

Mass

Prg/ldeli,lscstion> >>[ Product ]>) Customization

Contro> >[ Order ]> Coordination

Multi-Nationsl farket scopd )l /002!

Pri OdUCti0n> >>[Orientation ) Customer
Formal Plan> >[ Planning ]>

Visioning

| | | | |
1960 1970 1980 1990 2000 2010



Technological Change

Inherent Consequential
Connectivity > >>[Appli°ati0ns]> Interoperability
lechnolog Business Strategy

M t
Focusedy> >[ anagemenD) Focused
Extended

Departmental> >>[ Scope D’Enterprise
Suppon‘ > >[ Role ]>

Strategic

| | | | |
1960 1970 1980 1990 2000 2010



Organizational Change

Internal > >>[ - ]>) External
Large> >[ Scale ]> Flexible

Strategic

. Economic
Multi-National E Relationships 1>) Alliances
Paper > [Communications}) Electronic

Networked

Functional Hierarchy> >[ Structure ]>

| | | | |
1960 1970 1980 1990 2000 2010
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® How do we leverage our position in this changing

environment?
® What moves do we anticipate our competition making?
® What adjustments should we make to our strategies?
® What is the impact on our value proposition?

® How will this affect my operating model?
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Defines Customer-Facing

Business Strategy

Information
Organizational Processes Define GRC

Technology

Strategy Sirat Requirements
rategy

Determines the value and role
of information within the

organization



Value of Information ARRAUULANRLL

Physical Supply Chain for the

Marketplace

e Inbound logistics, production processes,
outbound logistics, marketing, sale and
distribution, service

Virtual Supply Chain for the

Marketspace

e Gather, organize, select, synthesize,
distribute
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Successfully designed and implemented
business

Systems enabled by information technology
can deliver these results:

Optimize value Differentiate or I X
chain create new mprO}? cos
relationships products/services position

High Medium Low



nsouLUINA NI - GRC

Governance

Risk Management
Compliance

AIBIELLT )



What is GRC? source: wikipedia

e Governance isthe responsibility of senior executive management

and focuses on creating organizational transparency by defining the
mechanisms an organization uses to ensure that its constituents follow
established processes and policies. A proper governance strategy
implements systems to monitor and record current business activity, takes
steps to ensure compliance with agreed policies, and provides for
corrective action in cases where the rules have been ignored or
misconstrued.

e Risk I\/Ianagement is the process by which an organization sets the

risk tolerance, identifies potential risks and prioritizes the tolerance for risk
based on the organization’s business objectives. Risk Management leverages
internal controls to manage and mitigate risk throughout the organization.

e Com lea NCe is the process that records and monitors the controls, be

they physical, logical or organizational, needed to enable compliance with
legislative or industry mandates as well as internal policies



What is Governance and management ?

Responsible for Board of
e Governance Directors and can be delegated.

— Governance ensures that stakeholder needs, conditions
and options are evaluated to determine balanced,
agreed-on enterprise objectives to be achieved; setting
direction through prioritisation and decision making; and
monitoring performance and compliance against agreed-

on direction and objectives.
Responsible for CEO and
[
Management can be delegated.

— Management plans, builds, runs and monitors activities
in alighment with the direction set by the governance

body to achieve the enterprise objectives.
COBIT
Souree: 1“)



GRC Mindset

* LUIAA “GRC”

o A4 S d [13 1
— 91 I PRIANTLAANDNAANLTIN “Good Governance

v 1 di A v o 6 a v a
— A3 NNANUNTRDA MANLBIANT ALAN LAZLITNNT

o v 6 v 1 QI a v =\
— 7 15e9ANIA1N13043 19 AN AN TURNALAZLENS
— #5190 LAFaulun1slunnswaedys (Competitive Advantage)
— YINANEAWINLLLIAT194373A (Creative Destruction)

a o o‘aid v o 6
— LATHNNANEINA WINURIANT

— a39andHN lun1sdfiRunA R untinaunnAL (GRC DNA)



As information is a key resource for all
enterprises, we ‘executives’ strive to.

Maintain high-quality information to support business decisions.

Generate business value from IT-enabled investment — achieve
strategic goals and realize business benefits through effective and
innovative use of IT.

Achieve operational excellence through the reliable and efficient
application of technology.

Maintain IT-related risk at an acceptable level.
Optimize the cost of IT services and technology.

Comply with ever-increasing relevant laws, regulations, contractual
agreements and policies.
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Sarbanes Oxley Act,
International Laws

SEC GRC Framework

Thai E-
Transaction
Laws

Y2
Organization
Requirement

AN

>

COSO

Business Process Oriented

(The Committee of Sponsoring Organizations of the
Treadway Commission) - Financial Reporting &

Y,

Thai OAG

(Office of The Auditor General)

A\

7,

CobiT 3" Edition, CobiT4.0, CobiT 4.1, COBITS

Control Objectives for Information and related Technology IT oriented bridging
the gap between business processes and IT controls

A3ojouydal

A\
>
ITIL

(IT Infrastructure Library)

\

ISO/IEC

17799/2700X

The Code of Practice for

ISM

Nz

Lessons Learned
[other Standard
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What is IT Risk
Management?



Fanasadiiiums lumsusmsanuaea

* Health Check
* Threat
* Organization and process
* Continuity

* Enterprise Risk management
* ICT Risk Management
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Enterprise Risk Management (ERM)
Defined:

“... a process, effected by an entity's board
of directors, management and other
personnel, applied in strateqy setting and
across the enterprise, designed to identify
potential events that may ajg‘ect the
entity, and manage risks to be within its
risk appetite, to provide reasonable
assurance regarding the achievement of
entity objectives.”

Source: COSO Enterprise Risk Management — Integrated Framework. 2004. COSO.

(Committee of Sponsoring Organizations of the Treadway Commission)



WHAT IS COSO?

COSO = COmmittee of Sponsoring
Organizations

® American Accounting Association ( AAA )

® American Institute of CPAs ( AICPA)

® Financial Executives Institute ( FEI )

® The Institute of Internal Auditors ( I11IA )

® The Institute of Management Accountant ( IMA)

48



WHAT IS COSO ?

[~
* AMNLLUNT

° ’&'LILu’ﬂﬂ'ﬂﬁﬂ’)ﬂqﬁlﬂﬁﬁﬂ']iLN’ﬂQLLﬂuLﬁiﬂﬁﬂ@ﬂﬂﬁﬂM‘iﬁﬂtﬁJiﬂ’]
Tudaeila.A.1970 auluile.@.1977 amjmmﬂﬁvmﬁngummtm
ﬂgummmm_lmwlumm"lum'ﬂuauuum\‘r’mm (the1977
Foreign Corrupt Practices Act — FCPA)"Nﬂ’Juﬂ’]ﬂmﬂ’JuMud
muyumiﬂumsmmmmzl El’rlﬁJ’]Lﬂ’ﬂUﬁl@’]ﬂN A.A.1985 &Iﬂ’]ﬁ
@ﬂﬁ]ﬁ@\iﬂﬂi@'&‘é‘u Ag ﬂmuﬂﬁ“é‘uﬂ’]ﬁ‘LW@ﬂ’]‘i‘ﬁ"\ﬂﬁ’]%ﬂ’]iﬂ@iﬂ
LL‘I/N‘II"IEI (Natlonal Commission on Fraudulent Financial Reportlng
UsaLsENea Trgadway Commission LW’ﬂdl‘mnEl?ﬁl Mr.Stephen R
Treadway Nﬂ’ﬂﬁl\‘i‘ﬁ\‘iﬁlWNWi’]ﬂ\‘l’]uﬂidLLiﬂdlu‘iJ A. ﬂ 1987 ﬂ’]EIdlﬁl
mmuuauummﬂmvnsﬁumewwwamvau e]‘1/]£°']@3\|’]L‘il‘EIﬁ'J’]
The Commlttee of Sponsoring Organization of the Treadway
Commission (COSO)

http://en.wikipedia.org/wiki/COSO#Key concepts of the COSO_fram
ework



Why ERM |s Important

Underlying principles:
- Every entity, whether for-profit

or not, exists to realize value for
its stakeholders.

- Value is created, preserved, or
eroded by management
decisions in all activities, from
setting strategy to operating the
enterprise day-to-day.




Why ERM |s Important

ERM supports value creation by enabling
management to:

« Deal effectively with potential future events that create
uncertainty.

e Respond in a manner that reduces the likelihood of
downside outcomes and increases the upside.



Enterprise Risk Management —
Integrated Framework

This COSO ERM framework defines
essential components, suggests a
common language, and provides
clear direction and guidance for

enterprise risk management.



The ERM Framework

* Entity objectives can be viewed in
the context of four categorles

e F &L &
* Strategic P e <
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The ERM Framework

ERM considers activities at all levels
of the organization:

Enterprise-level
Division or sub5|d|




The ERM Framework

Enterprise risk management
requires an entity to take a

portfolio view of risk.

- Management considers how
individual risks interrelate.

- Management develops a portfolio
view from two perspectives:

- Business unit level
- Entity level



The ERM Framework

Internal Environment

The eight
components

of the
framework

are interrelates
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Internal Control

A strong system of internal

control is essential to
effective ERMI.



Key Implementation Factors

( rganizational design of business

(
| Establishing an ERM organization

Performing risk assessments

Determining overall risk appetite

ldentifying risk responses

Communication of risk results

Monitoring

Oversight & periodic review by management
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Avoidance Control
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Risk management Guide for IT
Systems

1.

2.

Integration of risk management into SDLC

Initiation

Development or acquisition
Implementation

Operation or maintenance
Disposal

Risk management
Risk assessment
Risk mitigation
Evaluation and assessment

7

ro‘\
T
S
5
&
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7 >
&

NIST

National Institute of
Standards and Technology

Technology Administration
U.S. Department of Commerce



Matrix of Risk Level (Risk Map)

Impact

lem d Low Medium High

(10) (50) (100)

High (1.0) Low Medium High
10X1.0=10 50X 1.0=50 100X1.0=100

Medium (0.5) Low Medium Medium

10X0.5=5 50 X 0.5=25 100X 0.5=50

Low (0.1) Low Low Low
10X0.1=1 50X0.1=5 100X0.1=10

Risk Scale: High (>50to 100); Medium (>1010 50); Low (1 o 10)°




Matrix of Risk Level (Another

Firm)
Impact
Li;;{ﬁf.‘od Low Medium High
(10) (50) (100)
High(1.0) Low Medium
50 X 1.0= 50
Medium (0.5) Medium
50X 0.5=25
Low (0.1)

Risk Scale: High (5010 100); Medium (>10 10 50); Low (1to 10



T Risk

Turning Business Threats into
Competitive Advantage

Harvard Business School Press



T RISI( — Turning Business Threats into
Competitive Advantage — HBsP

* The 4A Risk Management Framework
* Availability

* Keep the systems and business processes running, and recover
from interruptions

* Access

* Ensure appropriate access

* Potential for misuse of sensitive information
* Accuracy

* Provide correct, timely and complete information that meets
stakeholders’ requirement

e Agility

* Posses the capability to change with managed cost and speed



3 Core Disciplines of IT Risk
Management

A well-structured
foundation of IT assets

A well-designed and
executed risk governance

process

A risk-aware culture




Key IT Risk Factors

* Availability
* High IT staff turnover
* Infrastructure not standardized
* |neffective patch/upgrade management
* Old technology
* Poor backup/recovery
e Poorly understood processes and applications
* Missing skills for new initiatives
* Regulators would find deficiencies



Key IT Risk Factors

* Access
e Data not compartmentalized
* Applications need standardization
* Lack of internal controls in applications
* Network not reliable at all locations



Key IT Risk Factors

* Accuracy
* Applications do not meet business requirement
* Manual data integration required

 Significant implementation under way or recently
completed

* Agility
e Poor IT-business relations
e Poor project delivery



IT Risk Governance process

Risks
assessmen
Policies
and
standards
Prioritized
risks and

assignments

Ongoing Status of
measureme actions
nts and

status

Source:
Gartner
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I'T Governance &
T Best Practices
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WHAT IS IT GOVERNANCE?



r -
Overwhelming Demand:
o Unstructured capture of requests and ideas

o No formal process for prioritization and
trade-offs

[ ° Reactive vs. proactive

IT Seen as Black Box:
o Business lacks visibility
e Poor customer satisfaction

73



Disparate Systems
Reduce Efficiency

e NoO Single System of Record
for Decision Making

Hard to Obtain

[ e Relevant Metrics

o Disparate Systems Costly
to Maintain and Upgrade

74



Efficiency

Comprehensive Project Portfolio Management

Priorities

Projects

IT Processes

75




IT Governance Landscape

Blueprint
for
Success

76



IT Governance is about :
Improving Engagement and Efficiency

What is What is |
Engagement? | Efficiency?
Doing the Doing

Right Things Things Right




Consequently management functions also
need to focus on:

= WHERE the market is going

= WHERE your firm is relative to this changing
market and competitors, and

= HOW you may need to re-position yourself to
ensure continued competitive relevance.

We or
We or

We



IT GOVERNANCE RESOURCES AND
IMPLEMENTATION STEP



ICOSO — Internal Control for Corporate Governance




What is COSQO?

Committee of Sponsoring Organization

(COSO) of the Treadway Commission

“Internal Control — Integrated Framework”
(http://www.coso.org/)

Organization-wide applicability

Reporting target is Executive Board

Created by professional auditor
associations



http://www.coso.org/

COSO and IT Governance

e COSO is the most widely recognized
framework for Corporate Governance

e COSO However, did not provide
sufficient details on IT

e CobiT has become the control
framework for IT Governance




Internal Control Framework

In 1992, COSO developed a model for evaluating internal controls

Defines internal control as "a process, designed to provide reasonable
assurance of the achievement of objectives in the following
categories”:

— Effectiveness and efficiency of operations

— Reliability of financial reporting

— Compliance with applicable laws and regulations
COSO has become the definitive standard for internal control

In "effective" control systems, the objectives are supported by
— Control Environment
— Risk Assessment

— Control Activities

— Quality of Information

— Monitoring /

Compliance rules do not specify which framework companies must
use (others include CoBIT, CoCo, ACC, Turnbull Report)

A.G1LN.




COSO Framework

Information

Information .

K,  —

Communicatio Communication




Changed in Auditor Point of View

REACTIVE PROACTIVE

FOCUS ON PEOPLE FOCUS ON OPPORTUNITIES
DETECT/CORRECT PREVENT/MONITOR
INSPECT IN QUALITY BUILD IN QUALITY

SURVIVAL OF FITTEST EVERYONE CAN CONTRIBUTE

AUDIT DRIVEN SOLUTIONS OPERATIONS DRIVEN SOLUTIONS

85



SOX, COSO and COBIT®

_ IT controls should consider the overall
governance framework to support the
quality and integrity of information.

—» CoBIT Objectives

7
1
1

: _ .
Control Environment

Risk Assessment

Control Activitie

mation and Communication

» C0SO Components

Monitoring

Controls in IT are relevant to both financial reporting
And disclosure requirements of Sarbanes-Oxley.

—— Competency in all five layers of COSO’s framework are
necessary to achieve an integrated control program.



IT Processes & Best Practices

Released on 16 March 2006 : Controls for IT
IZU1 T

1
‘‘‘‘‘ " 1+ Investment and IT portfolio management IT
B vl v2 v3 va ‘_l:l'/
. » ® @ @ > GOVERNANCE
INSTITUTE®
P BS ISO 1SO ISoNec |
—— *® .. 7799-2 177991 17799-2 | 27001:2005 Iﬁ
D:. 7799-1‘ @ ® ® - NI
BS 1SO I
15000-1 20000-1 AT
g
vl V2 v3 S E—
IT Service Management @ ® *—>

1985 1990 1995 2000 2005  Today



http://www.isaca.org/cobit
http://www.isaca.org/cobit
http://www.itgi.org/Template_ITGI.cfm
http://www.itgi.org/Template_ITGI.cfm

Roles of “Best Practices”

COBIT

ISO 17799

CMM |

ITIL |
| | |

I

Waork Instruction Process Execution Process Control

Standards

Strateagic

88



What is COBIT?

Control Objectives for Information and related
Technology (COBIT)

COBIT is an IT governance framework and
supporting tool set that allows managers to
bridge the gap between control requirements,
technical issues and business risk.

COBIT emphasizes regulatory compliance,
helps organizations to increase value attained
from IT, enables alignment and simplifies
implementation of the COBIT framework.



History of COBIT

Governance of Enterprise IT

Management
(2008)

Risk IT
(2009)
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What is CobiT?

e Controls for IT Governance

— Add value while balancing risk versus return for
IT and its processes.”

* Format

— “The control of IT Processes which satisfy
Business Requirements is enabled by Control
Statements considering Control Practices”



What is CobiT?

Evaluation of CobiT controls

— Assessment of maturity rating described for
each control, ranging from O (non-existent) to 5
(optimized),

— Performance measurement

* Business goals
* |IT goals

* Process goals
 Activity goals
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CobiT Control Domains

* Planning and Organization Controls

PO1
PO2
PO3
PO4
PO5
PO6
PO7
PO8
PO9

Define a strategic IT Plan

Define the Information Architecture

Determine the technological direction

Define the IT processes, organization and relationships
Manage the IT investment

Communicate management aims and direction
Manage IT human resources

Manage quality

Assess and manage IT risks

PO10 Manage projects



CobiT Control Domains

e Acquisition and Implementation Controls

All ldentify automated solutions

Al2 Acquire and maintain application software

Al3 Acquire and maintain technology infrastructure
Al4 Enhance operation and use

AI5 Procure IT resources

Al6 Manage changes

Al7 Install and accredit solutions and changes



CobiT Control Domains

* Delivery and Support Controls
— DS1 Define and manage service levels
— DS2 Manage third-party services
— DS3 Manage performance and capacity
— DS4 Ensure continuous service
— DS5 Ensure systems security
— DS6 Identify and allocate costs
— DS7 Educate and train users
— DS8 Manage service desk and incidents
— DS9 Manage the configuration
— DS10 Manage problems
— DS11 Manage data
— DS12 Manage the physical environment
— DS13 Manage operations



CobiT Control Domains

* Monitoring and Evaluating Controls

— ME1 Monitor and evaluate IT performance

— ME2 Monitor and evaluate internal control

— ME3 Ensure compliance with external requirements
— ME4 Provide IT governance



COBIT 5 - 2012

COBIT 5 - 2012

COBl'lg

AN ISACA® FRAMEWORK




What is IT Governance?

Governance ensures that stakeholder needs,
conditions and options are evaluated to determine
balanced, agreed-on enterprise objectives to be
achieved; setting direction through prioritisation and
decision making; and monitoring performance and
compliance against agreed-on direction and
objectives

In most enterprises, overall governance is the responsibility of the board of
directors under the leadership of the chairperson. Specific governance
responsibilities may be delegated to special organisational structures at an
appropriate level, particularly in larger, complex enterprises.

Source: COBITS5



What is IT Management?

Management plans, builds, runs and
monitors activities in alignment with the
direction set by the governance

body to achieve the enterprise objectives.

In most enterprises, management is the responsibility of the executive
management under the leadership of the chief executive officer (CEO).

Source: COBITS5



5 Principles for Governance and management
of Enterprise IT

Principle 1: Meeting Stakeholder Needs

Principle 2: Covering the Enterprise End-to-End

Principle 3: Applying a Single, Integrated Framework

Principle 4: Enabling a Holistic Approach

Principle 5: Separating Governance From Management

Source: COBIT5
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Governance and Management Key Areas

Figure 15—COBIT 5 Governance and Management Key Areas
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Process Reference Model

Figure 16—COBIT 5 Process Reference Model
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Component of the Life Cycle

Figure 5—Components of the Life Cycle




Implementation Guide
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Figure 6—Seven Phases of the Implementation Life Cycle

@ Programme management
(outer ring)

@ Change enablement
(middle ring)

@ Continual improvement life cycle
(inner ring)




Maturity Model

Figure 19—Summary of the COBIT 5 Process Capability Model
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Processes and Measurements

e N
=
-?ﬂ ® |nternal * Intrinsic Quality ¢ Plan * Process Practices,
= Stakeholders * Contextual Quality * Design Activities, Detailed
E * External (Relevance, ¢ Build/Acquire/ Activities
S Stakeholders Effectiveness) Create/Implement » Work Products
- * Accessibility and * |Jse/Operate (Inputs/Qutputs)
@2 Security * Evaluate/Monitor
= * Update/Dispose
=
= Generic Practices for
Processes
. J

+ +

Are Stakehulders Are Enabler Is Llfe Cycle Are Good FFECHCES
Needs Addressed Goals Achieved? Marﬂged'? Applled‘?

Metrics for Achievement of Goals Metrics for Application of Practice
(Lag Indicators) (Lead Indicators)

" Enabler Performance
Management




Sample
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IT Best Practices Alignment

Evaluate, Direct and Monitor

-




What’s 1SO / IEC 27001 ?

e A set of control base on the best practices in
information Security;

e An international standard covering every
aspect of information security:

— Equipment;

— Management policies;
— Human resources;

— Legal aspects.




What is ?

ISO/IEC 27000
Series

SO/IEC 27000

SO/IEC 27001

50/1EC 270032

SO/IEC 27003

SO/IEC 27004

50/IEC 27005

SO/IEC 27006

vocabulary and definitions
terminology for all of these standards

the main Information Security Management

System
requirements standard (specification)

currently known as ISO 17799)
this is the Code of Practice

implementation guidance

will be a new Information Security
Management Metrics and
Measurement standard

a new Information Security Risk
Management standard

a new standard: “Guidelines for information and
communications technology disaster recovery
services”


http://www.iso27001security.com/html/iso17799.html

What is ITIL? (“eye-till”)*

IT Infrastructure Library
(http://www.ogc.gov.uk/)

Descriptions of IT processes and controls,
especially Service Management

Reporting target is CIO and IT senior
management

Created by British Gov., using set of IT best
practices from public and private sectors
worldwide

«* US pronunciation. In the UK, this is pronounced “it-ill”



ITIL - IT Infrastructure Library

Business IT

Alignment Strategy

Tactical Planning

Service Daily Operation

Support

Service
Delivery

117



ITIL Service Management Best Practices

Service Support

Release Management
IT Customer

Relationship Change Management
Management Problem Management

Configuration
Management Incident Management

Service Level : |
Management [~ Capacity Management I‘
' Financial Management  ITService
for IT Services — Continuity Management

| : - | & Availability
Service Del ivefrfy’ | Management

|

Security Management



*Service Support *The Business Customers or Users

-Management /
“Tools *Difficulties -Communlcatlons
*Queries «Updates
N *Enquiries “Work-arounds
Incidents 4
N sIncidents = <Service Desk «Changes
*Incident |
oManagement Customer
~N *Survey
/ *Problem sreports
*Service reports «Management *Releases
sIncident statistics
*Audit reports ! = «Change
*Problem statistics -Management
*Problem reports
*Problem reviews | N
'Diagnostic aids oChange schedule .Release
«Audit reports «CAB minutes *Management
*Change statistics I \

*Change reviews
*Audit reports

*Release schedule «Configuration
*Release statistics

*Release reviews *Management
*Secure library’
\ *CMDB reports
*CMDB statistics
*Policy standards
*Audit reports

*Testing standards
*Audit reports

Problems Cls
*Known Errors Changes Releases *Relationships

-CMDB

*|[ncidents




*Service Delivery

~ -Business, Customers and Users
s /

*Queries ~ «Communications
*Updates

*Enquiries
*Reports

*Service
Level

*Availability plan
*AMDB

*Design criteria
*Targets/Thresholds
*Reports

+Audit repg

*SLAs, SLRs OLAs

*Requirements )
ment *Service reports
*Targets

) *Service catalogue
+Capacity plan ERENEments *SIP
-CDV *Exception repg
*Targets/thresholds il
*Capacity reports
*Schedules

-Audit repg *Financial plan

*Types and models
*Costs and charges
*Reports
*Budgets and forecasts
«Audit repaLia *IT continuity plans
*BIS and risk analysis
*Requirements def’n
*Management "Alerts and N
*Tools *Exceptions *DR contracts
*Changes *Reports




IT Management — Lessons Learned

nitiate SEC GRC Framework
mplement IT Governance within SEC
ssue Regulations for Securities Companies



GRC Framework
- Displayed in Integrated Approach
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Implementation Steps Within SEC

Develop IS
initiatives
framework
Form joint
working
group

Conduct
gap
analysis
and
develop
proposal

Ask for
approval
from top

executive/
board
level

Implement
through
PPT

Review by
external
auditor
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Implementation Steps

gegulgt_ing Identify Risk Categories |
ecurities & Develop RBA —— Develop
Companies Notification:

Audit With Industry

Imglement for ch

With ce Peri . :
Conduct Public Hearing &
Issue Notifications




SEC Roles — Securities Companies

Adopt Risk-Based Approach
ldentify Securities Companies Risk Categories

Prudential Risk

Control Risk

Consumer Relationship Risk

IT Risk

Business Risk




I'T Risk Categories

Integrity
Access Risk
Risk
Ao
V=
Infrastructure
Availability Risk

Risk



Regulation

Guideline
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* Technologytrends * USSEC :
O Mobility 0 Sadominneu TCOE Information System
O Cloud computin I .
o Big data P & @ Develop key application architecture
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O Cyber attack/crime * |T restructure (application / data)
O Strategic partner © BYOD o w
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thisganuduie ain Lessons Learned

-

Top Executives Involvement

-

Business Partnership, not IT Alone

-

Facilitating rather than Regulating

I~

Business Incentives, not Legislation

Aiming to Best Practices, not Minimum Requirements
R — e — e —— I

Not Reinventing The Wheel

-
>

Processes and People rather than Technology

-

Alert Mode / Always Paranoid

Employee Disciplines / Mindset / Privacy

-

Continuous Enforcement / Improvement
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