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• Computer security

– the protection of computer systems and information from harm, 
theft, and unauthorized use.

– as a part of information security

• Network security

– is any activity designed to protect the usability and integrity of 
your network and data. It includes both hardware and software 
technologies.

– consists of the policies and practices adopted to prevent and 
monitor unauthorized access, misuse, modification, or denial of 
a computer network and network-accessible resources.a computer network and network-accessible resources.

• Information security (Infosec.)
– is a relative term. It is effective only when it is balanced with 

business requirements, cost, and risk mitigation.

– means protecting information and information systems from 
unauthorized access, use, disclosure, disruption, modification, 
or destruction.

– is concerned with the confidentiality, integrity and availability of 
data regardless of the form the data may take: electronic, print, 
or other forms. 



•• Cyber securityCyber security

– Refer to Information security

– (superset of Information security)

– (ability to control) {(access to network system) 

(information)} (in effective)

• {(preventprevent) (detectdetect) (responseresponse)}

• {(peoplepeople) (processprocess) (technologytechnology)}• {(peoplepeople) (processprocess) (technologytechnology)}

• {(confidentiallyconfidentially) (integrityintegrity) (availabilityavailability)}



• Cyber security

– is the protection of internet-connected systems, 

including hardware, software and data, from cyber 

attacks.















Conclusion

• Cyber security

– "Availability, Integrity and Secrecy"

– of information systems and networks 

– in the face of attacks, accidents and failures – in the face of attacks, accidents and failures 

– with the goal of protecting operations and assets"

• Organization must have clear objectivesclear objectives first

and then can create and carry out a security security 

policypolicy.



Can’t manage what Can’t measureCan’t manage what Can’t measure.

No one-size-fits-all strategy.

If you measure compliance with standards, you If you measure compliance with standards, you 

will get compliance with standards.

But, will not get security goal achievement
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"Security leader now need to also be a business leader and to 

be a business leader you have to look at your peers and 

leadership and all of those folks have metrics that they use 

every day to run and manage your business you need 

indicators of  the health of what you're doing and so if you're 

running a security organization and you don't have some type running a security organization and you don't have some type 

of metrics package then you don't really know how effective 

your organization is at accomplishing its mission."

David komendat VP and CSO for Boeing



3.3 Industrial Framework and Models

• A hybrid security framework is customized to meet 
business objectives, and to define policies and 
procedures for implementing and managing controls in 
the organization. It should be tailored to outline 
specific security controls and regulatory requirements specific security controls and regulatory requirements 
that impact the business.

• Common Security Frameworks are such as;

– NIST SP 800-53

– COBIT

– ISO 27000 Series and 

– CISQ





























ตวัอยา่งการจดักลุ่ม  Security









ตวัอยา่ง Cyber Security Framework





The Five Functions

• Highest level of 

abstraction in the core

• Represent five key 

pillars of a successful 

and wholistic and wholistic 

cybersecurity program

• Aid organizations in 

expressing their 

management of 

cybersecurity risk at a 

high level
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