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(Government Cloud Security Standards)
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» What is Cloud computing ?
» EGA G-Cloud Roadmap

» EGA G-Cloud Solution

» Cloud Control for G-Cloud
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Gartner Top 10 Strategic Technology Trends i
2015 2014

@ Computing Everywhere @ Mobile Device Diversity and
@ The Internet of Things (loT) Management .
s 3D Priniting @ Mobile App and Applications
@ Advanced, Pervasive, Invisible * The Intemet of Everything .

Analytics @ Hybrid Cloud and IT as Service
@ Context-Rich Systems Broker
e Smart Machines @ Cloud/Client Architecture
» Cloud/Client Architecture * The Era of Personal Could
s Software-Defined Infrastructure and ® Software Defined Anything

Applications ¢ Web-Scale IT
@ Web-Scale IT ¢ Smart Machines
@ Risk-Based Security and Self- @ 3D Priniting

Protection




Merging the Real 1
World and the @ 2
Virtual World 3

4
5
6
7

8
9

10

Computing Everywhere
The Internet of Things

- 3D Printing

Advanced, Pervasive and Invisible Analytics
Context-Rich Systems
Smart Machines

Cloud/Client Computing
Software-Defined Applications and Infrastructure
Web-Scale IT > 4 =
Risk-Based Security and Self-protection

il
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E-mail Service Scenario

IT Plan/ Projec?-' .
I will support you, after

| get PO.
W Procurement
BA BA BA _\/

Iﬁ iﬁ v % 4 LW e
IT Support/Supplier ﬂ \ w
Customers/Users @}

Vendor/3™ Party
\ Finish I /

SIR(ETONE Provision

Hey, we need E-mail




E-mail Service Scenario

Hey, we need

Perfect E-mail

e
sk

Customers/Users

S—

Aa

Sir Yes sir,

-V

Y

IT Support/Supplier

Finish !! /

IT Plan/Project

Provision

Procurement

BA BA BA

Hi, See you Again

\/
o

Vendor/3™ Party



E-mail Service Scenario

Hey, we need Sir Yes sir,

More Perfect F-mail, But sa (Again!!i)

v

me budget.

/

IT Support/Supplier

Customers/Users

Faster Provisioning
Lower Scale-up cost
Wide Access

Lower initial cost
More flexible

More automate



>Googte said

“Taking applications and running them on infrastructure other than your own.”

» Cloud describes the use of a collection of services, applications, information, and
infrastructure comprised of pools of computer,

network, information, and storage resources.
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THAILAND MOBILE MARKET, 02 2014

45% 679 MILLION.©.

rm '

LA 44.6 MILLION =~
30% _INTERNET USERS __ 4
28.0M
BRAGRERS O 94.3 MILLION L

TOTAL MOBILE DEVICES

23.2M
S rEr— SMARTPHONE USERS

dtoc. TrueMove finoncial results Q2 2014

&a
& 25%

Source: AIS. dtoc. TrueMove financial results Q2 2014
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MOORE’'S LAW

I Shrinking chips
Nomber and leagth of transistors bought er §

My [l
.-¢ —
86%

use PC to access | B3 Ld
the internet daily Rl tonones

Sousce: irleyGrosp

Shrinking chips
Nemmber and ength ofranistors bught per §

VIRTUALIZATION

HIGH SPEED INTERNET

) - .
4'§A W CiTRIX vmware

=T ‘% & fiw;gglqwsServer
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John McCarthy

2014-Next
Private/Enterprise Cloud
Cloud Security/Cloud
Eco-System

LD | 2097-2008 :
ﬁ Market Disagrees in understanding Cloud

2008-2010
Blg Company is in the CIoud/Open source Cloud Software

amazon 2006
 Websenvoes” AWS was lunched Cheaper/Faster Computing &
Network Cloud find its NICHE
y 2000 Dot-Com Bubble; Hybrid Cloud
; , Amazon Develop Cloud Computing
1950s Mainframe computers 1990s “Cloud” borrows from telephony term.(VPN)

“Cloud Computing” was in a 1997 lecture by Dr. Ramnath Chellappa



Broad ; 3 On-Demand
Rapid Elasticity Measured Service Self-Service
Resource Pooling

Software as a Platform as a

Service (Paa$)

Infrastructure as a
Service (laaS)

Service (Saa$)

Essential

Characteristics

Service

Models

Deployment

Models

Y MOBILE




Broad .- ; ’ | | On-Demand
Rapid Elasticity Measured Service Self-Service
Resource Pooling

N

Based on NIST Concept

— Resource Pooling — Measured Service
— Broad Network Access — On-Demand Self-Service

— Rapid Elasticity



The act of creating a virtual (rather than actual) version of something, including but not

limited to a virtual computer hardware platform, operating system (OS),

storage device, or computer network resources.

Application Application -
I Application

i

J Application |

I )}

] Operating System . I Operating System |
B _ _ | - -— M

i

VMware Virtualization Layer



http://en.wikipedia.org/wiki/Virtuality
http://en.wikipedia.org/wiki/Computer_hardware
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Data_storage_device
http://en.wikipedia.org/wiki/Data_storage_device
http://en.wikipedia.org/wiki/Computer_network

Software as a Platform as a Infrastructure as a

Service (SaaS) Service (PaaS) Service (laa$) : '
Cloud "
Consumer

Based on Demand of Cloud

consumer & Supply of Cloud provider

Xaa$S : Everything as a Service
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Infrastructure Services

- Amazon S3 & EBS r— Amazon EC2 Scalr
I~ Rackspace Cloud Files |- Serve Path GoGrid CohesiveFT
[ Nirvanix - Rackspace Cloud Servers |- Yiastic
|- ATRT Synaptic +- Joyent Cloud CloudFoundry
- Zetts r Flexiant Flexiscale NewRelic
- Elastichosts Cloud42
+ Terremark Amazon CloudWatch
= ITRICITY Amazon VPC
Cloud Broker - LayeredTech
I- RightScale - Sawvis Cloud Compute
I~ enStratus — Verizon Caas
I~ Kaavo I ATAT Synaptic
- Elastra - Enterprise Cloud
- CloudKick - Navisite
CloudSwitch

v ’ ’ .
—
Platform Services

General
Purpose

[~ Force.com

- Etelos

- Longlump

(- Rollbase

(- Bungee Connect
- Google App Engine
- Engine Yard

- Caspio

- Qrimp

(- MS Azure

t~ Mosso Cloud Sites.
[~ VMforce

= Intuit Partner
Platform

- Joyent Smart
Platform

@#(‘) Ope

Business

Intelligence Integration
- Aster DB Amazon SQS
— Quantivo Amazon SNS
- Cloud9 Analytics [~ Boomi

K2 Analytics Snaplogic

- LogIXML 1BM Cast Iron
+~ Oco gnip

- PivotLink Applan Anywhere
= Clario Analytics HubSpan

- ColdLight Neuron  Informatica

L vertica On-Demand

nCrowd

Cloud Software

SaaS Data Data Compute Cloud Management
Security  10Gen MongoD8 Globus Toolkit CA Turn-key Cloud -]
Navajo-| Apache CouchDb Xesound OpenNebula

PerspecSys Apache HBase |  Sun Grid Engine Open.ControlTier —

Hypertable Hadoop Enomaly Enomalism —
Tokyo Cabinet OpenCloud VMware vCloud
T VPN Cubed —
memcached DataSynapse Hyperic
Clustrix Eucalyptus —
FlockDB Puppet Labs _|
Gizzard File Storage Appistry —
Redis EMC Atmos 18M CloudBurst —
BerkeleyDB ParaScale Cisco UCS |
Voldemort Zmamda Zenoss
Terrastore CTERA Surglent -
Appistry

Software Services

Content Desktop
Financials Management Collaboration Sales Productivity

Concur
Xero

Clickability
SpringCM
CrownPolnt

Billing
Aria Systems
evapt
Redi2
Zuora

Box.net | Xactly Zoho
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Traditional

Application

Data

API/Runtime

Middleware

Virtualization
Server

Storage

Network

wn

IaaS PaaS SaaS
: API/Runtime API/Runtime
: Middleware : Middleware
[ OS ] : OS : OS
[ Virtualization J : Virtualization : Virtualization
[ Server J : Server : Server
[ Storage J : Storage : Storage
[ Network J : Network : Network




Public/Private/Hybrid/Community

° Based on Trusted/Untrusted accessible and consume.
° Multi-Tenancy Concept
* Infrastructure Managed/Owned/Located

° Jericho Cloud Cube Model



External

Internal







EGA

o S
e-Government Agency 886

ISO/IEC 20000 s /
~
CSA STAR 1 =
ISO/IEC 22301 Self-Assess .
ment

—



ISO/IEC 27001 is an information security management standard. It was

developed to establishing, implementing, maintaining and continually improving an

information security management system within the context of the organization.

" ™\ g PI ) r ™)
Plan T ]

Information security an Act Information security

requirements and managed as
expectations expected
Do f
Interested parties “ Check Interested parties
(customers and (customers and
business partners) Ch business partners)
eck
. v "y A




> Increased/appropriate level of Information security

> Systematic approach to risks
» Informed decisions on security investments: cost-effective security
> Better work practices that support business goals
» Good marketing opportunities
> Credibility with staff, customers, and partner organizations
» Due diligence
> Compliance with corporate governance requirements
> Appropriate action comply with law.
> Manage Business risks
> Industry best-practice security

> Internationally recognized good security practice



This part of ISO/IEC 20000 requires the application of the methodology known as
Plan-Do-Check-Act (PDCA) to all parts of the SMS (Service Management
System) and the services. The PDCA methodology can be briefly described as
follows

Service Manageme

nt System

Service Manage

ment Process

Services




Reduction in incidents and improved incident management

Improving corporate image and credibility

Adoption of an integrated process to the delivery of IT services
Reduction in response times and interruptions to IT service
Improved management of cost leads to financial savings

A culture of continuous improvement

Greater understanding of roles and business objectives
Ensuring legislative awareness and compliance

Protecting the company, assets, shareholders and directors
Increased customer satisfaction from internal and/or external customers
Provides you with a competitive advantage

Enhanced customer satisfaction that improves client retention

Consistency in the delivery of your service or product



The full name of this standard is ISO 22301:2012 Societal security — Business

continuity management systems - Requirements. This standard is written by leading
business continuity experts and provides the best framework for managing business

continuity in an organization.

One of the features that differentiates this standard from other business
continuity frameworks/standards is that an organization can become certified by an
accredited certification body, and will therefore be able to prove its compliance to its

customers, partners, owners and other stakeholders .



d Identify and manage current and future threats to your business

d Take a proactive approach to minimizing the impact of incidents
d Keep critical functions up and running during times of crises
 Minimize downtime during incidents and improve recovery time

(d Demonstrate resilience to customers, suppliers, and tender requests



The CSA Security, Trust and Assurance Registry (STAR) Program is a
comprehensive set of offerings for cloud provider trust and assurance.
STAR consists of three levels of assurance, which currently cover four unique
offerings all based upon a succinct yet comprehensive list of cloud-centric
control objectives in the CSA’s Cloud Controls Matrix (CCM).

Open Certification Framework
BASED CERTIFICATION

3RD-PARTY
ASSESSMENT-BASED
CERTIFICATION

SELF-ASSESSMENT

TRANSPARENCY & ASSURANCE



https://cloudsecurityalliance.org/group/cloud-controls-matrix/

L] Already certified ISO/IEC 27001 certificate

O Auditing requirements for CSA-STAR the same as for ISO/IEC 27001
Q Scope for CSA-STAR can be subset of ISO/IEC 27001

Q Security, Trust & Assurance Registry (STAR) Certification Program is a comprehensive audit solution for

cloud provider



STAR assessment criteria includes the Cloud Controls Matrix (CCM) and the ISO

27001 requirements The management capability of the controls in an area will be scored

on a scale of 1-15.

Score and award

Maturity score Level 10-15 Gold Award
scoe | TypeofAward 7o siver Award
1-3 No formal approach 4-6 Bronze Award
4-6 Reactive approach 0-3 No Award
7-9 Proactive approach
10-12 Improvement-Based approach

13-15 Optimizing approach



Cloud Controls Matrix (CCM)

is specifically designed to provide fundamental security principles to

cuide cloud vendors and to assist prospective cloud customers in as
sessing the overall security risk of a cloud provider. The foundations
of the Cloud Security Alliance Controls Matrix rest on its customized
relationship to other industry-accepted security standards, regulatio
ns, and controls frameworks such as the I1SO 27001/27002, ISACA CO
BIT, PCl, NIST, Jericho Forum and NERC CIP and will augment or provi

de internal control direction for service organization control reports

attestations provided by cloud providers.



CONTROL AREAS 3.0

Application & Interface Security

=

2. Audit Assurance & Compliance

3. Business Continuity Management & Operational Resilience

4. Change Control & Configuration Management

5. Data Security & Information Lifecycle Management

6. Datacenter Security

7. Encryption & Key Management

8. Governance and Risk Management

9. Human Resources

10. Identity & Access Management

11. Infrastructure & Virtualization Security

12. Interoperability & Portability

13. Mobile Security

14. Security Incident Management, E-Discovery & Cloud
Forensics

15. Supply Chain Management, Transparency and
Accountability

16. Threat and Vulnerability Management

Based-on ISO 27001 , ISO 20000 with special control for Virtualization

133 Controls / 16 Domains

CCM v3.0.1 DOMAINS

Application & Interface Security

Audit Assurance & Compliance

Business Continuity Mgmt & Op Resilience
Change Control & Configuration Management
Data Security & Information Lifecycle Mgmt
Datacenter Security

Encryption & Key Management

Governance & Risk Management

m Human Resources Security
Gl Identity & Access Management

Infrastructure & Virtualization

m Mabile security

m Sec. Incident Mgmt, E-Disc & Cloud Forensics
Supply Chain Mgmt, Transparency & Accountability

WKLY Threat & Vulnerability Management
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Trusted ASEAN Cloud Framework
Goal: Supporting ASEAN single cloud market
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Core Connectivity Delivery Core Connectivity Delivery Core Connectivity Delivery
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Data services G-Cloud Services Government Apps Center
Data aggregation Interchange - Service Catalogue
Data distribution - Provider listings

Government Application
Service

Hosted application software

@pe
REPOSITORY

Monitoring
Service (24x7)

~  SENSORIoT.

- ogm, e
3 3“13

Border routers/Firewalls &
Data Center Mechanical &

Data Center / G — Cloud



G - Cloud maturity model

HE =
[
el O
m B
—
I J ]
[—
=y B
[ Legacy IT
‘ASIs’ Rationalisation

Discrete
G-Clouds

Community Shared
G-Clouds

Increasing marketplace benefits of cloud services

G-Clouds

I Service Consumer

KEY :
B Service Provider

(Public or Private)

Scope of G-Cloud
Governance and
Management

>

»

Service Provision

Service Portability
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(Control Area)

Application and Interface Security

Audit Assurance and Compliance

Business Continuity Management

and Operational Resilience

Change Control and Configuration

Management

BCR

CCC

A195U18 (Description)
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ﬂ@:ﬂ%@ﬁuﬂﬂiﬂqiﬂqiﬂ’JUﬂﬁJ
(Control Area)

Change Control and Configuration
Management

Data Security and Information Life

cycle Management

Datacenter Security

Encryption and Key Management

CCC

DSI

DCS

EKM

A195U18 (Description)
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(Control Area)

Governance and Risk Management

Human Resources

Identity and Access Management

Infrastructure and Virtualization S
ecurity

Interoperability and Portability APIs

GRM

HRS

IAM

VS

IPY

A195U18 (Description)
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(Control Area)

Mobile Security MOS

Security Incident Management, E- SEF
Discovery and Cloud Forensics

Supply Chain Management, Trans STA

parency and Accountability

Threat and Vulnerability Manage TVM

ment

A195U18 (Description)
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