


การปิดจุดอ่อนวินโดวส์ 

(Windows Hardening) 



วัตถุประสงค์การปิดจุดอ่อน 

(Harden Objectives) 

 

 เพ่ือเป็นแนวทางในการก าหนดค่าความปลอดภยัให้กบัระบบท่ี
ก าลงัจะติดตัง้ใช้งานจริง  หรือการปรับปรุงแก้ไขเคร่ืองให้บริการท่ีเกิดมี
จดุออ่นให้มีการป้องกนัท่ีเข้มแข็งขึน้ 

  



ท าไมต้องปิดช่องโหว่ 

http://map.norsecorp.com/


Hardening 
 

  

  

 Systems (MS Windows, Linux, Network Devices) 

  

  

 Application (Mysql, SQL Server, Web Application …) 



Microsoft Windows Server 2012 Hardening 

•  Account Policies 

•  Audit Policy 

•  Security Options 

•  Windows Components 

•  Web Server 

•  Microsoft Baseline Security Analyzer 

 

 

 



MS Windows Server 



Microsoft Corporation  

The National Institute of  
Standards and Technology (NIST)  

Center for Internet Security (CIS)  

http://www.cisecurity.org/ 



Member Server  

• AD Certificate Services  
• DHCP Server  
• DNS Server  
• File Server  
• Hyper-V  
• Network Policy and Access Services  
• Print Server  
• Remote Access Services  
• Remote Desktop Services  
• Web Server  



OS 

establishing a secure configuration 

OS 

Production 

Harden 





Default 

Username password 

Computer name 

SNMP Community name 



Windows Update 



Windows Update 



Download updates but let me choose whether to install them 



Security Settings  

Account Policies  



Local Security 
Policies

Account 
Policies 

Administrator



Local Security Policy 



Account Policy 



Password Policy 



Set 'Minimum password length' to '14 or more character(s)‘ 

Set 'Enforce password history' to '24 or more password(s)‘ 

Set 'Password must meet complexity requirements' to 'Enabled‘ 

Set 'Store passwords using reversible encryption' to 'Disabled‘ 

Set 'Minimum password age' to '1 or more day(s)‘ 

Set 'Maximum password age' to '60 or fewer days' 

Account Policies  
Password Policies  



Password Policies  



Password Policies 
 Set 'Enforce password history' to '24 or more password(s)’ 



1zaq1wsxcde34rfv 
2qwerty!@#$1234 
3.loik,mjuy093455 
4sdlkjoijdcpwokpo 
5lkjsdcijijpowek[[; 

. 

. 

. 

. 

. 
23/.’k[pk[pxl[p[qp 
24..wefi0k[pk[ke[= 

25zaq12wsxcde34rfv 
zaq12wsxcde34rfv 

zaq12wsxcde34rfv 

Password Policies 
 Set 'Enforce password history' to '24 or more password(s)’ 



Password Policies 
 Set 'Enforce password history' to '24 or more password(s)’ 



Password Policies 

Set 'Minimum password age' to '1 or more day(s)' 

Set 'Maximum password age' to '60 or fewer days' 

Not 
Change 

Change 

1 day 59 day 60 day 



Set 'Maximum password age' to '60 or fewer days' 

Password Policies 



Set 'Minimum password age' to '1 or more day(s)' 

Password Policies 



Set 'Minimum password length' to '14 or more character(s)'  

Password Policies 



Set 'Minimum password length' to '14 or more character(s)'  

Password Policies 



EX : Set 'Minimum password length' to '14 or more character(s)'  

https://howsecureismypassword.net/ 

Password Policies 

https://howsecureismypassword.net/


Set 'Password must meet complexity requirements' to 'Enabled’  

Password Policies 



Set 'Password must meet complexity requirements' to 'Enabled’  

English uppercase characters (A through Z) 
English lowercase characters (a through z)  
Base 10 digits (0 through 9) 
Non-alphabetic characters (for example, !, $, #, %)  

‘kov[I,soj;p’ko4k8iy{ 
งานอบรมหน่วยงานภาครัฐ 

Password Policies 



Set 'Store passwords using reversible encryption' to 'Disabled'  

Password Policies 



Set 'Store passwords using reversible encryption' to 'Disabled'  

Password Policies 



Account Lockout Policy 

Set 'Account lockout threshold' to '5 invalid logon attempt(s)' 

Set 'Account lockout duration' to '15 or more minute(s)' 

Set 'Reset account lockout counter after' to '15 minute(s)' 



Account Lockout Policy 



Set 'Account lockout threshold' to '5 invalid logon attempt(s)'  

3 

Brute Force Attack 

Account Lockout Policy 



Set 'Account lockout threshold' to '5 invalid logon attempt(s)'  

Account Lockout Policy 



http://www.cisecurity.org/ 

Set 'Account lockout duration' to '15 or more minute(s)'  

Login 5 attempt 

5 Failed 
Lock Account  

15 Minute 

* ‘0’ Administrator unlock manually 

Account Lockout Policy 



Set 'Account lockout duration' to '15 or more minute(s)'  

* ‘0’ Administrator unlock manually 

Account Lockout Policy 



Set 'Reset account lockout counter after' to '15 minute(s)'  

Lock 

Unlock 

Account Lockout Policy 



Advanced Audit Policy Configuration 



Advanced Audit Policy Configuration 

Set 'Audit Policy: Account Logon: Credential Validation' to 'Success and Failure' 

Set 'Audit Policy: Account Logon: Kerberos Authentication Service' to 'No Auditing' 

Set 'Audit Policy: Account Logon: Kerberos Service Ticket Operations' to 'No Auditing' 

Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing' 

Set 'Audit Policy: Account Management: Application Group Management' to 'No 
Auditing' 

Configure 'Audit Policy: Account Management: Computer Account Management‘ 
Success 

Set 'Audit Policy: Account Management: Distribution Group Management' to 'No 
Auditing' 

Set 'Audit Policy: Account Management: Other Account Management Events' to 
'Success and Failure' 

Set 'Audit Policy: Account Management: Security Group Management' to 'Success 
and Failure' 



Advanced Audit Policy Configuration 

Set 'Audit Policy: Account Management: User Account Management' to 'Success and 
Failure' 

Set 'Audit Policy: Detailed Tracking: DPAPI Activity' to 'No Auditing' 

Set 'Audit Policy: Detailed Tracking: Process Creation' to 'Success' 

Set 'Audit Policy: Detailed Tracking: Process Termination' to 'No Auditing' 

Set 'Audit Policy: Detailed Tracking: RPC Events' to 'No Auditing' 

Set 'Audit Policy: Logon-Logoff: Account Lockout' to 'No Auditing' 

Set 'Audit Policy: Logon-Logoff: IPsec Extended Mode' to 'No Auditing' 

Set 'Audit Policy: Logon-Logoff: IPsec Main Mode' to 'No Auditing' 

Set 'Audit Policy: Logon-Logoff: IPsec Quick Mode' to 'No Auditing' 



Advanced Audit Policy Configuration 

Set 'Audit Policy: Logon-Logoff: Logoff' to 'Success'  

Set 'Audit Policy: Logon-Logoff: Logon' to 'Success and Failure ‘ 

Set 'Audit Policy: Logon-Logoff: Network Policy Server' to 'No Auditing'  

Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing' 

Set 'Audit Policy: Logon-Logoff: Other Logon/Logoff Events' to 'No Auditing'  

Set 'Audit Policy: Logon-Logoff: Special Logon' to 'Success'  

Set 'Audit Policy: Object Access: Application Generated' to 'No Auditing'  

Set 'Audit Policy: Object Access: Central Access Policy Staging' to 'No Auditing'  

Set 'Audit Policy: Object Access: Certification Services' to 'No Auditing'  



Advanced Audit Policy Configuration 

Set 'Audit Policy: Privilege Use: Other Privilege Use Events' to 'No Auditing'  

Set 'Audit Policy: Privilege Use: Sensitive Privilege Use' to 'Success and Failure'  

Set 'Audit Policy: Policy Change: Audit Policy Change' to 'Success and Failure'  

Set 'Audit Policy: System: IPsec Driver' to 'Success and Failure'  

Set 'Audit Policy: System: Other System Events' to 'No Auditing'  

Set 'Audit Policy: System: Security State Change' to 'Success and Failure'   

Set 'Audit Policy: System: Security System Extension' to 'Success and Failure'  

Set 'Audit Policy: System: System Integrity' to 'Success and Failure'  



Advanced Audit Policy Configuration 

Control Panel\System and Security\Administrative Tools\Local Security Policy 



Event Log (Event Viewer) 

Control Panel\System and Security\Administrative Tools 



Event Log (Event Viewer) 

Set  Maximum Log Size (KB) 



Event Log (Event Viewer) 

Set 'Security: Maximum Log Size (KB)' to 'Enabled:196608 or greater' (Scored) 



Event Log (Event Viewer) 

Set 'System: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored) 



Event Log (Event Viewer) 

Set 'Application: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored) 



Event Log (Event Viewer) 

Summery 

Event Log Size (KB) 

Security Log 196,608  

System Log 32,768 

Application Log 32,768 

Minimum log file size 1 MB 

Maximum log file size 2 TB (2147483647 KB) 



MS Windows Server 2012 
Security Options  

Control Panel\System and Security\Administrative Tools\Local Security Policy 



MS Windows Server 2012 
Security Options  

Configure 'Accounts: Rename administrator account'  



MS Windows Server 2012 
Security Options  

Configure 'Accounts: Rename administrator account'  



MS Windows Server 2012 
Security Options  

Configure 'Accounts: Rename Guest account'  



MS Windows Server 2012 
Security Options  

Set 'Accounts: Limit local account use of blank passwords to console logon 
only' to 'Enabled' 



MS Windows Server 2012 
Security Options  

Shut down system immediately if unable to log security audits 



MS Windows Server 2012 
Security Options  

Shut down system immediately if unable to log security audits 

1. Trusted Computer System Evaluation Criteria (TCSEC)-C2 
  

https://en.wikipedia.org/wiki/Trusted_Computer_System_Ev
aluation_Criteria  

2. Common Criteria certification 
 
   https://www.commoncriteriaportal.org/  

https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://www.commoncriteriaportal.org/


MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Display user information when the session is locked 



MS Windows Server 2012 
Security Options  

Interactive logon: Do not display last user name  



MS Windows Server 2012 
Security Options  

Interactive logon: Do not display last user name 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled' 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds' 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Number of previous logons to cache (in case domain 
controller is not available)' to '4 or fewer logon(s)' 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Number of previous logons to cache (in case domain 
controller is not available)' to '4 or fewer logon(s)' 

Domain Controller 
Member Server 

Local cache 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Number of previous logons to cache (in case domain 
controller is not available)' to '4 or fewer logon(s)' 

Domain Controller 
Member Server 

Local cache 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Number of previous logons to cache (in case domain 
controller is not available)' to '4 or fewer logon(s)' 

Domain Controller 
Member Server 

Local cache 



MS Windows Server 2012 
Security Options  

Set 'Interactive logon: Prompt user to change password before expiration' 
to '14 or more day(s)' 



MS Windows Server 2012 
Security Options  

Interactive logon: Message text for users attempting to log on 



MS Windows Server 2012 
Security Options  

Interactive logon: Message text for users attempting to log on 

===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. ===== 
,You must have explicit permission to access or configure this device., 

“All activities performed on this device may be logged"," and violations, 
of this policy may result in disciplinary action"," and may be reported, 

       to law enforcement. There is no right to privacy on this device. 
 

 
===== เข้าถึงอปุกรณ์เครือข่ายนีเ้ป็นสิ่งต้องห้าม ===== 

คณุต้องได้รับอนญุาตอย่างชดัเจนในการเข้าถึงหรือการก าหนดคา่ของอปุกรณ์นี.้ 
“กิจกรรมที่ด าเนินการทัง้หมดในอปุกรณ์นีอ้าจถกูบนัทกึไว้”," และการละเมิด 
นโยบายนีอ้าจสง่ผลมีการด าเนินการทางวินยั "," และอาจมีการแจ้งความให้มี 

        การด าเนินคดีตามกฎหมาย มีสิทธิท่ีจะไม่มีความเป็นสว่นตวับนอปุกรณ์นี ้
 



MS Windows Server 2012 
Security Options  

Interactive logon: Message text for users attempting to log on 



MS Windows Server 2012 
Security Options  

Interactive logon: Message title for users attempting to log on (Warning) 



MS Windows Server 2012 
Security Options  

Interactive logon: Message title for users attempting to log on 

Interactive logon: Message text for users attempting to log on 



MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  



MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  



MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  

MS Windows Server OS  



MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  



MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  

CVE-2015-2790 
Monday, March 30, 2015 7:00 AM 
CVE-2015-2789 
Monday, March 30, 2015 7:00 AM 
CVE-2015-2701 
Wednesday, March 25, 2015 7:00 AM 

http://www.cvedetails.com/ 



SAM 

MS Windows Server 2012 
Security Options  

Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  



MS Windows Server 2012 
Security Options  

Set 'Network security: Allow Local System to use computer identity for 
NTLM' to 'Enabled‘ (Domain Controller) 



MS Windows Server 2012 
Security Options  

Set 'Network security: Allow LocalSystem NULL session fallback' to 
'Disabled' 



MS Windows Server 2012 
Security Options  

Set 'Network security: LAN Manager authentication level' to 'Send NTLMv2 
response only. Refuse LM & NTLM' 



MS Windows Server 2012 
Security Options  

Set 'Network security: Minimum session security for NTLM SSP based 
(including secure RPC) clients' to 'Require NTLMv2 session security,Require 
128-bit encryption 



MS Windows Server 2012 
Security Options  

Set 'Network security: Minimum session security for NTLM SSP based 
(including secure RPC) servers' to 'Require NTLMv2 session security,Require 
128-bit encryption' 



MS Windows Server 2012 
Security Options  

Set 'System cryptography: Use FIPS compliant algorithms for encryption, 
hashing, and signing' to 'Enabled' 



MS Windows Server 2012 
Security Options  

Set 'User Account Control: Admin Approval Mode for the Built-in 
Administrator account' to 'Enabled' 



MS Windows Server 2012 
Windows Components 
AutoPlay Policies 

Set 'Turn off Autoplay on:' to 'Enabled:All drives' 



MS Windows Server 2012 

Microsoft Baseline Security Analyzer 

https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558 

https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558
https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558
https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558
https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558


MS Windows Server 2012 

Microsoft Baseline Security Analyzer 



MS Windows Server 2012 

Microsoft Baseline Security Analyzer 



MS Windows Server 2012 

Microsoft Baseline Security Analyzer 



MS Windows Server 2012 

Microsoft Baseline Security Analyzer 



MS Windows Server 2012 

Microsoft Baseline Security Analyzer 



MS Windows Server 2012 
Summery 

•  install OS โดยไมเ่ช่ือมต่อ network 

•  Update Patch 
•  Set 'Minimum password length' to '14 or more character(s)‘ 
•  Set 'Enforce password history' to '24 or more password(s)‘ 
•  Set 'Password must meet complexity requirements' to 'Enabled‘ 
•  Set 'Store passwords using reversible encryption' to 'Disabled‘ 
•  Set 'Minimum password age' to '1 or more day(s)‘ 
•  Set 'Maximum password age' to '60 or fewer days' 
•  Set 'Account lockout threshold' to '5 invalid logon attempt(s)' 
•  Set 'Account lockout duration' to '15 or more minute(s)' 
•  Set 'Reset account lockout counter after' to '15 minute(s)' 
•  Set 'Audit Policy' to 'Success and Failure' 



MS Windows Server 2012 
Summery 

•  Security Log 196,608  
•  System Log 32,768 
•  Application Log 32,768 
•  Configure 'Accounts: Rename administrator account'  
•  Configure 'Accounts: Rename Guest account'  
•  Set 'Accounts: Limit local account use of blank passwords to console logon 
only' to 'Enabled' 
•  Set Shut down system immediately if unable to log security audits to 
'Disable' 
•  Set 'Interactive logon: Display user information when the session is locked 
'Enable' 
•  Interactive logon: Do not display last user name 'Enable' 
•  Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled' 
•  Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds' 



MS Windows Server 2012 
Summery 

•  Set 'Interactive logon: Number of previous logons to cache (in case 
domain controller is not available)' to '4 or fewer logon(s)' 
•  Set 'Interactive logon: Prompt user to change password before expiration' 
to '14 or more day(s)' 
•  Interactive logon: Message text for users attempting to log on 

===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. ===== 
,You must have explicit permission to access or configure this device., 

“All activities performed on this device may be logged"," and violations, 
of this policy may result in disciplinary action"," and may be reported, 

       to law enforcement. There is no right to privacy on this device. 

 
•Interactive logon: Message title for users attempting to log on (Warning) 



MS Windows Server 2012 
Summery 

•  Set 'Network access: Do not allow anonymous enumeration of SAM 
accounts and shares' to 'Enabled'  
•  Set 'Network security: Allow Local System to use computer identity for 
NTLM' to 'Enabled‘ (Domain Controller) 
•  Set 'Network security: Allow LocalSystem NULL session fallback' to 
'Disabled' 
•  Set 'Network security: LAN Manager authentication level' to 'Send 
NTLMv2 response only. Refuse LM & NTLM' 
•  Set 'Network security: Minimum session security for NTLM SSP based 
(including secure RPC) clients' to 'Require NTLMv2 session security,Require 
128-bit encryption 



MS Windows Server 2012 
Summery 

•  Set 'Network security: Minimum session security for NTLM SSP based 
(including secure RPC) servers' to 'Require NTLMv2 session security,Require 
128-bit encryption' 
•  Set 'System cryptography: Use FIPS compliant algorithms for encryption, 
hashing, and signing' to 'Enabled' 
•  Set 'User Account Control: Admin Approval Mode for the Built-in 
Administrator account' to 'Enabled' 
•  Set 'Turn off Autoplay on:' to 'Enabled:All drives' 
•  Microsoft Baseline Security Analyzer (Scan System) 



MS Windows Server 2012 

Secure FTP Server  
on Windows Using IIS 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
IIS Server 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Add Roles and Features 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Installation Type 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Installation Type 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Installation Type 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Installation Type 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
IIS Start Services 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Server Certificates 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create Certificates 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create Self-signed Certificate 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create Self-signed Certificate 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create FTP site 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create FTP site 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create FTP site 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Create FTP site 



MS Windows Server 2012 
Installing Secure FTP Server on Windows Using IIS 
Login FTP site 



MS Windows Server 2012 



MS Windows Server 2012 

Account 

User 



MS Windows Server 2012 
Vulnerability Assessment Software 

Microsoft Baseline  
Security Analyzer 
 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 
Nexpose: System Requirements 
Officially Supported Systems 
Minimum Hardware 
2 GHz+ processor (Dual-core processor 
recommended) 
8 GB RAM (16 GB recommended) 
80 GB+ available disk space (10 GB for 
Community Edition) 
10 GB+ available disk space for Scan engines 
English operating system with English/United 
States regional settings 
100 Mbps network interface card (1 Gbps NIC 
recommended)  

Browsers 
Google Chrome (latest) (RECOMMENDED) 
Mozilla Firefox (latest) 
Mozilla Firefox ESR (latest) 
Microsoft Internet Explorer 9*, 10, 11 
 



MS Windows Server 2012 

Rapid7 Nexpose 
Operating Systems 
64-bit versions of the following platforms are supported.  
 
Ubuntu Linux 12.04 LTS (RECOMMENDED)  
Ubuntu Linux 14.04 LTS  
Ubuntu Linux 10.04 LTS* 
Microsoft Windows Server 2008 R2  
Microsoft Windows Server 2012 R2  
Microsoft Windows 8.1  
Microsoft Windows 7 SP1+  
Red Hat Enterprise Linux Server 6.5 or later  
Red Hat Enterprise Linux Server 5.10 or later  
Kali Linux 1.0.x  
Virtual Machines on VMware ESXi 5.x, VMware vCenter Server 5.x 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 



MS Windows Server 2012 

Rapid7 Nexpose 

ทดสอบ Scan ช่องโหว ่



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 



MS Windows Server 2012 

Tip Directory traversal 



MS Windows Server 2012 

OS 

Web Server 

windows 

Inetpub 

systems32 

wwwroot 

http://../../../../../../windows\systems32\cmd.exe 

http://../../../../../../windows\systems32\cmd.exe 



Web 

MS Windows Server 2012 

OS 

Web Server 

windows 

Inetpub 

systems32 

wwwroot 

http://../../../../../../windows\systems32\cmd.exe 

https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/ 

https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/


Name พงศ์ระพ ี  นาคมณ ี  [Information Security Engineer] 
e-mail : pongrapee@ega.or.th   tel. : 02-612-6000(4303) 
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