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Hardening

Systems (MS Windows, Linux, Network Devices)

Application (Mysql, SQL Server, Web Application ...)




Microsoft Windows Server 2012 Hardening

e Account Policies

* Audit Policy

Security Options

Windows Components

Web Server

Microsoft Baseline Security Analyzer
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Microsoft Corporation

Microsoft U

Windows

ler The National Institute of

National Institute of

Standards and Technology Standards and Technology (NIST)

U.S. Department of Commerce

CENTER FOR
INTERNET SECURITY
http://www.cisecurity.org/

Center for Internet Security (CIS)
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Member Server

* AD Certificate Services

* DHCP Server

* DNS Server

* File Server

* Hyper-V

* Network Policy and Access Services
* Print Server

* Remote Access Services

* Remote Desktop Services

* Web Server
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Production




== WindowsServer 2012
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Username password

Computer name




THAILAND
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Windows Update
e Windows Update M

T |%% » Control Panel » System and Security » Windows Update v (:;‘ ‘ Search Control Panel e |

0

Control Panel Home

Windows Update

Check for updates
Change settings
. . Checking for updates..
View update history r
J@ ' I

Restore hidden updates

Muost recent check for updates:  Today at £:31 PM
Updates were installed: 5/20/2015 at 11:51 AM.
You receive updates: Managed by your systerm administrator

Check enline for updates from Windows Update

Seealzo

Installed Updates
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Windows Update

i Windows Update -0
(—)‘ - 1t |E} v Control Panel » System and Security » Windows Update v & | | Search Control Panel R ‘
e
Control Panel Home .
Windows Update
Check for updates
Change settings ’ .
View update history ’._ You're set to automatically download updates
Mo updates are available,
Restore hidden updates
Mast recent check for updates:  Today at 6:32 PM
Updates were installed: 5/20/2015 at 11:51 AM.
You receive updates: Managed by your system administrater

Check online for updates from Windows Update

See also

Installed Updates
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Download updates but let me choose whether to install them

sy

Change settings

BE=

©

p

* T ‘E}« Systern and Security » Windows Update » Change settings

] C,-| | Search Control Panel o |

Choose your Windows Update settings

) Some settings are managed by your system administrator, More information.

When your PC is onling, Windows can automatically check for important updates and install them using these
settings, When new updates are available, you can also choose to install thern when you shut down your PC,

Important updates

Download updates but let me choose whether to install themn

L

Install updates automatically (recommended)
Download updates but let me choose whether to install them a metered
Check for updates but let me choose whether to download and install themn

Recommended updates
Give me recommended updates the same way | receive important updates
Microsoft Update
[] Give me updates for ather Microsoft products when | update Windows

Mote: Windows Update might update itself automatically first when checking for other updates. Read our -

L)

0K

| | Cancel
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Security Settings

Account Policies
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Local Security Account

Administrator .. ..
Policies Policies
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Home

View

THAILLAND

+ - b Control Panel » Systern and Security » Administrative Tools »

v O

Search Administrative Tools

"1':2' Favorites

B Desktop
4 Downloads

(E_-\] Recent places
1M This PC

'?! Metwork

Fs
Mame

1. Terminal Services
@- Component Services

@ Computer Management

Eﬁ Defragment and Optimize Drives

@ Event Viewer
[PE, i

@ Local Security Policy

s T ServICE

ODBC Data Sources (32-b
ODBC Data Sources (64-bit)
@ Performance Monitor

@ Resource Monitor

|fg Security Configuration Wizard
@ Server Manager

Eb Services

@ System Cenfiguration

Date modified

/2272013 8:39 AM
8/21/2013 11:57 PM
8/21/2013 11:54 PM
8/21/2013 11:47 PM
8/21/2013 11:55 PM

/2172013 11:57 PM

S21/2013 11:54 PM
7/23/2014 9:02 PM
2/21/2013 4:56 PM
8/21/2013 11:59 PM
8/21/2013 11:52 PM
8/21/2013 11:52 PM

/2172013 11:45 PM
3/21/2013 11:55 PM

SN/2013 11:34 PM
8/21/2803 11:53 PM

Type

File folder
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Size

Local Security Policy
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H Local Security Policy - |la x|

File Action Wiew | Help

as [ X= HE

=imatale Marme Description
& Account Policies Password and account lockout policies
a4 Local Policies Auditing, user rights and security options polici..
. dvanced Sec|| 7| Windows Firewall with Advanced Security  Windows Firewall with Advanced Security
| Network List Manager Politi | Network List Manager Policies Metweork name, icon and location group pelicies,

= [ | Public Key Policies

B | Software Restriction Policies
B [ | Application Control Policies
[+ g IP Security Pelicies on Local Compute
B[] Advanced fAudit Policy Configuration

| Public Key Policies
|| Software Restriction Policies
| Application Control Policies Application Control Pelicies
Internet Protocol Security (IPsec) Administratio...
Advanced Audit Policy Coenfiguration

Account Policy
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File Action View Help

THAILLAND

o« #E X HE

é Security Settings
a[@ A ot

Password Puliq.rl

[+ ,j Local Policies

| Metwork List Manager Policies
B 1 Public Key Policies
B || Software Restriction Policies
[ Application Control Policies
[ ,g IP Security Policies on Lecal Compute
b || Advanced Audit Policy Configuration

Policy
] Enforce password history

15| Maximum password age
%] Minimum password age

1] Minimum password length

Security Setting

0 passwords remembered
42 days

0 days

0 characters

1| Password must meet complexity requirements Enabled

1| Store passwords using reversible encryption Disabled

Password Policy
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Account Policies —

—> Password Policies

Set 'Minimum password length' to '14 or more character(s)’

Set 'Enforce password history' to '24 or more password(s)’

Set 'Password must meet complexity requirements' to 'Enabled’

Set 'Store passwords using reversible encryption' to 'Disabled’

Set 'Minimum password age' to '1 or more day(s)

Set 'Maximum password age' to '60 or fewer days'
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Password Policies

3 Local Security Policy - [ax]

File Action View Help
e nlE X2 Bm T~ /_\
fg Security Settings /Puliq,r * Security Setting

4| EI._ Account Policies <4 Enforce password history 0 passwords remembered

4 Password Policy 2 Maximum password age 42 days
R 5 Account Lockout Policy <z Minimum password age 0 days
b :‘i Local Policies | Minimum password length 0 characters
b —' ndows I:'irewall Wi Adi.ra_n il 5e0) 21, Password must meet complexity requirements Enabled
- — Network List Manager Policies <4 Store passwords using reversible encryption Disabled

b | Public Key Policies {

b | Software Restriction Policies

b | Application Control Policies

b 8, 1P Security Policies on Local Compute

b | Advanced Audit Policy Configuration
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Password Policies

Set 'Enforce password history' to '24 or more password(s)’

Local Security Policy

File Action View Help

e« 2T Xz B

-a Secunty Settings | Policy— ! .
4 g Account Policies < < Enforce password history 0 passwords remember
& Password Policy L Masimum pasewort-age—

:'a Account Lockout Policy | Minimum password age 0 days
b -a Local Policies *:| Minimum password length 0 characters
b ;| Windows Firewall with Advanced Seci 7} Password must meet complexity requirements Enabled
~ Network List Manager Policies 24| Store passwords using reversible encryption Disabled

b | Public Key Policies

b | Software Restriction Policies

b | Application Control Policies

b 8, 1P Security Policies on Local Compute
b | Advanced Audit Policy Configuration
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Password Policies
Set 'Enforce password history' to '24 or more password(s)’

1

2qwerty! @#51234
3.loik,mjuy093455
4sdlkjoijdcpwokpo
Slkjsdcijijpowek][;

23/ k[pk[pxI[p[ap
24. wefiOk[pk[ke[=
25
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Password Policies

Set 'Enforce password history' to '24 or more password(s)’

& Local Security Policy =N IC I
File Action View Help

e HE XE =

T Security Settings Policy “ Security Setting
4 [ Account Policies ['i] Enforce password history 0 passwords remembered
5 Password Palicy 1| Maximurn passwerd age 42 days - -
= . ' Enforce password history Properties
L& Account Lockout Policy 5] Minimum password age 0 days pa v pe
Plg Lo.cal PD|ICI.ES _ i Minirnurn password length Ocharacters| | | Local Securty Setting | Bxplain
b - Windows lj'|rewall with Ad\..ra.nced sect 17s) Password must meet complexty requirements Enabled _
- N@ork List I'M.’Ia.nager Policies 1iz| Store passwoerds using reversible encryption Disabled I Enfarce passward histary
[» || Public Key Policies =He
b || Software Restriction Policies
|| Application Control Policies
> g IP Security Policies on Local Compute )
i . . . ) Keep password history for:
I+ || Advanced Audit Policy Cenfiguration =
24 + | passwords remembered
\\

oK || Cancel || Aty |
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Password Policies

Set 'Minimum password age'to '1 or more day(s)’

Set 'Maximum password age' to '60 or fewer days'

‘ 1 day ‘ 59 day ‘ 60 day ‘
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Password Policies

Set 'Maximum password age' to '60 or fewer days'

B Local Security Policy = | B
Action View Help
s &
T Security Settings Policy - Security Setting
4 [[4 Account Policies | EnfereepraesToOTT AIstory fdepassyords remember...
4, Password Policy < Lo| Maximurmn password age 4&13;5/ - -
= ' T Maximum password age Properties
L2 ACCDL-II'Tt Lockout Policy my Udays - 2 ==
P lg Lo.cal Polm.es _ %) Minirnurn password length 0 characters Local Securty Setting | Explain
4 ~ Windows F|revva|l with Ad.\ra.nced secl 1oz Password must meet complexity requirements Enabled _
2| Network List Manager Policies lils| Store passwords using reversible encryption Dizabled L Mzdmum password age

I || Public Key Policies

I || Software Restriction Pelicies
- || Application Control Policies
I g IP Security Policies en Local Compute
b || Advanced Audit Policy Configuration

OK || cancel || Apply |




WindowsServer 2012

Password Policies

Set 'Minimum password age'to '1 or more day(s)’

& Local Security Policy = &) 2
File Action View Help

| HE XEE

T Security Settings -

4 [ 4 Account Policies

1 Password Policy

7 Account Lockout Policy
I g Local Policies
I [ Windows Firewall with Advanced Sec

| Network List Manager Policies

I || Public Key Policies
I | Software Restriction Policies
I [ | Application Control Policies
[ g IP Security Policies on Local Compute
I [ ] Advanced Audit Policy Cenfiguration

Policy

17| Enforce password history

Security Settin

24 passwords remember...

sword age

uutn:j!\
0 days

U Minirmurn password age
Wr dlengih
75| Password must meet complexity requirements

171s| Store passwords using reversible encryption

fraTsclers
Enabled
Disabled

9

2 —EGA

PN
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Local Security Setting | Explain

Minimum password age Properties

Mirimum password age

Password can be changed after:

1 . days

0K

[ Concd || Aoy |
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Password

Policies

Set 'Minimum password length'to '14 or more character(s)’

=
| File | Action View Help
= 7

Local Security Policy

T Security Settings
4 [ 4 Account Policies

4 Password Policy

& Account Lockout Policy
I [ 4 Local Palicies
B || Windows Firewall with Advanced Sec

| Metwork List Manager Policies

[+ || Public Key Policies
- || Software Restriction Policies
[+ || Application Centrol Pelicies
I @ IP Security Policies on Local Compute
I || Advanced Audit Palicy Configuration

Policy -
1+is) Enforce password history

15s) Maximum password age

Security Setting

24 passwords remember...

60 days

ge
| Minimum password length

E

0 character;

I ;
/5] PasswoTe Trreeres iyl

l1z| Store passwords using reversible encryption

£ n >

Enabled
Disabled

Minimum password length Properties

Local Security Setting | Explain

Minimum passwaord length

Password must be at least:

14 - characters

0K

| | Cancel

Apply
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Password Policies

Set 'Minimum password length'to '14 or more character(s)’

CHANGE PASSWORD

Old password

New password  password should have less than
15 characters

Repeat new password

SUBMIT ©)
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Password Policies

EX : Set 'Minimum password length'to '14 or more character(s)’

https://howsecureismypassword.net/

HOW SECURE IS MY PASSWORD?

[t would take a desktop PC about
6 million years

to crack your password

[Tweet Resuli]



https://howsecureismypassword.net/
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Password Policies

Set 'Password must meet complexity requirements' to 'Enabled’

& Local Security Policy -[8] X
File Action View Help

o« 2E XE =
3 Security Settings Policy “ Security Setting
4 [ Account Policies 1| Enforce password history 24 passwords remember..,
5 Password Policy 1s) Maximum password age 60 days - -
= : ' Password must meet complexity requirements Pro...
42 Account Leckout Policy [ Minimum password age 1 days plexity req
b = Local Policies 151 Minimuun passesdlenak 14 characters Local Security Setting | Explain
b — Windows Fireuvall with Ad‘_@”md Password must meet complexity requirements Enabled _P _
~| Metwork List Manager Policies [£:] Store passwords LEMg TEVEETE eI PION Dicabled Password must mest complexity requirements

- || Public Key Policies =7
I+ || Software Restriction Policies
I || Application Control Pelicies
[+ .g IP Security Policies on Local Compute (®) Enabled

p || Advanced Audit Policy Configuration () Disabled

oK || Cancel Apply
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Password Policies

Set 'Password must meet complexity requirements' to 'Enabled’

English uppercase characters (A through Z)
English lowercase characters (a through z)

Base 10 digits (0 through 9)

Non-alphabetic characters (for example, |, S, #, %)

‘kov]l,soj;p’kodk8iy{

mu@mwmmmmmﬁj

()
-7 )
J . el
- N -y
g/ A\' o\ 4
Jhwr i

n Y
o

%1
‘f ;
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Password Policies

Set 'Store passwords using reversible encryption' to 'Disabled’

P

B || Software Restriction Policies
|| Application Control Policies

[ @ IP Security Policies on Local Compute
p | Advanced Audit Policy Configuration

& Local Security Policy = [ =B 2
File Action View Help
s & XE[=
Th Security Settings Policy - Security Setting
E g. Account Policies 1] Enforce password history 24 passwords remember...
‘4 Password Policy %] Maximum password age 60 days - : :
= ' X Store passwords using reversible encryption Prop...
& Account Lackout Policy 15| Minimum password age 1 days s = LI -
B = Local Policies 152 Minimum password length 14 characters Local Security Setting | Explain
B Windows Firewall with Advanced Sec Passw . " . . Enabled
- ) - ‘g L A ) ' )
-l Neh-\_:ork List Ma.nager Policies < | T s T e T R a A Dm, i Store passwords using reversible encryption
| Public Key Policies N P S

() Enabled

(@) Disabled

oK || cancel

Apply




[ e-Government Agency |

THAILAND

B \NindowsServer 2012 NS g’rL EGA
Password Policies

Set 'Store passwords using reversible encryption' to 'Disabled’
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Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)'
Set 'Account lockout duration' to '15 or more minute(s)’

Set 'Reset account lockout counter after' to '15 minute(s)'
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== WindowsServer 2012 ;A

Account Lockout Policy

S Local Security Policy BRI

File Action View Help

o= 2= = H L —
B Ev._acurlt_',-' Settlngs_ _ ‘}sh‘( Security Setting
4 g Account Policies 17| Account lockout duration Mot Applicable

—T_ii. Password Poli 1o Account lockout threshold Oinvalid logon attempts
9 a
8 Account Lockout Policy | i Reset account lockout counter after Mot Applicable
;ﬂ Locar Pt \

1 Windows Firewall with Advanced Sec
[ 1 Metwork List Manager Policies

[ Public Key Policies

| Software Restriction Policies

[ Application Control Policies

g IP Security Policies on Local Compute
[ Advanced Audit Policy Configuration

e

R R v
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Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)’

Administrator

a Brute Force Attack
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Account Lockout Policy

Set 'Account lockout threshold' to '5 invalid logon attempt(s)’

& Local Security Policy =

File Action View Help

e« nE XEE

Account lockout threshold Properties

- Seciity Seffing Local Security Setting | Explain

jg, Security Settings Policy

4 8 Account Polices —7._!,Accour|t Lyckaut rusafice, Lzt icable = Account lockout threshold
5 Password Pelicy . <[ Account lockeut thresheld Dinvalid logon attern H |
5 Account Lockout Policy 1) Reset account lockout counter atter Mot Applicable

b 4 Local Policies

B | Windows Firewall with Advanced Secr
| Metwaork List Manager Policies

b || Public Key Policies

| Software Restriction Policies

b [ | Application Control Policies

b g IP Security Policies on Local Compute

b || Advanced Audit Policy Configuration

Account will lock out after:

5 : invalid logon attempts

0k || Cancel || Aopy |




== WindowsServer 2012 — 9/; EGA

NNNNNNNN

Account Lockout Policy

Set 'Account lockout duration'to '15 or more minute(s)’

Login 5 attempt

Administrator

* ‘0’ Administrator unlock manually
http://www.cisecurity.org/
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Account Lockout Policy

Set 'Account lockout duration'to '15 or more minute(s)’

& Local Security Policy =
File Action View Help

@ valla = H 5
s LI a— — |
a Security Settings ATy * Security Setting cal Securty Setting | Explain

Account lockout duration Properties

4[5 Account Pelicies ['i| Account lockout duration 30 minutes Arcount lockout duration
‘a Password Policy 125 Account lockout threshold 5invalid logon atternpts ERF
2 Account Lockout Policy 1 Reset account lockout counter after 30 minutes
b [ 4 Local Policies '\
B Windows Firewall with Advanced Sec
| Metwork List Manager Policies Aecourt is locked out for:
[ Public Key Policies 14 o+ minutes

B | Software Restriction Policies
I || Application Control Policies
[+ g IP Security Policies on Local Compute
b ] Advanced Audit Policy Configuration

oK || Cancel || Mply |

* 0’ Administrator unlock manually
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Account Lockout Policy

Set 'Reset account lockout counter after' to '15 minute(s)’

l Unlock

Administrator
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Advanced Audit Policy Configuration

Y Local Security Policy -l x|

File | Action  View Help
a5 #[E X2

T Security Settings | Name— - Bsscription
4 [ Account Policies (C& Audit Policy Audit Polic
5 Password Poelicy o User TP e TEer Rights Assignment
Lockout Policy ‘A Security Options Security Options

. Lm:al Policu?_s

= EUserﬂlghtsAsslgnment
t- 4 Security Opticns
| Windows Firewall with Advanced Sea
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local Compute
-

R e A A

Advanced Audit Policy Configuration
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Advanced Audit Policy Configuration

Set 'Audit Policy: Account Logon: Credential Validation' to 'Success and Failure’
Set 'Audit Policy: Account Logon: Kerberos Authentication Service' to 'No Auditing’

Set 'Audit Policy: Account Logon: Kerberos Service Ticket Operations' to 'No Auditing'
Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing’

Set 'Audit Policy: Account Management: Application Group Management' to 'No
Auditing'
Configure 'Audit Policy: Account Management: Computer Account Management’
Success
Set 'Audit Policy: Account Management: Distribution Group Management' to 'No
Auditing'
Set 'Audit Policy: Account Management: Other Account Management Events' to
'Success and Failure'

Set 'Audit Policy: Account Management: Security Group Management' to 'Success
and Failure’



Bm Windowsserver 2012 o~ —EGA
Advanced Audit Policy Configuration

Set 'Audit Policy: Account Management: User Account Management' to 'Success and
Failure'

Set 'Audit Policy: Detailed Tracking: DPAPI Activity' to 'No Auditing'
Set 'Audit Policy: Detailed Tracking: Process Creation' to 'Success'
Set 'Audit Policy: Detailed Tracking: Process Termination' to 'No Auditing’

Set 'Audit Policy: Detailed Tracking: RPC Events' to 'No Auditing’
Set 'Audit Policy: Logon-Logoff: Account Lockout' to 'No Auditing'

Set 'Audit Policy: Logon-Logoff: IPsec Extended Mode' to 'No Auditing’
Set 'Audit Policy: Logon-Logoff: IPsec Main Mode' to 'No Auditing’

Set 'Audit Policy: Logon-Logoff: IPsec Quick Mode' to 'No Auditing’




Bm Windowsserver 2012 o~ —EGA
Advanced Audit Policy Configuration

Set 'Audit Policy: Logon-Logoff: Logoff' to 'Success’
Set 'Audit Policy: Logon-Logoff: Logon' to 'Success and Failure *

Set 'Audit Policy: Logon-Logoff: Network Policy Server' to 'No Auditing'

Set 'Audit Policy: Account Logon: Other Account Logon Events' to 'No Auditing'

Set 'Audit Policy: Logon-Logoff: Other Logon/Logoff Events' to 'No Auditing'
Set 'Audit Policy: Logon-Logoff: Special Logon' to 'Success'
Set 'Audit Policy: Object Access: Application Generated' to 'No Auditing'

Set 'Audit Policy: Object Access: Central Access Policy Staging' to 'No Auditing'

Set 'Audit Policy: Object Access: Certification Services' to 'No Auditing'




Bm Windowsserver 2012 o~ EGA
Advanced Audit Policy Configuration

Set 'Audit Policy: Privilege Use: Other Privilege Use Events' to 'No Auditing'
Set 'Audit Policy: Privilege Use: Sensitive Privilege Use' to 'Success and Failure'
Set 'Audit Policy: Policy Change: Audit Policy Change' to 'Success and Failure’

Set 'Audit Policy: System: IPsec Driver' to 'Success and Failure’
Set 'Audit Policy: System: Other System Events' to 'No Auditing’
Set 'Audit Policy: System: Security State Change' to 'Success and Failure’

Set 'Audit Policy: System: Security System Extension' to 'Success and Failure'

Set 'Audit Policy: System: System Integrity' to 'Success and Failure'




Bm WindowsServer 2012 o~ —EGA
Advanced Audit Policy Configuration

Control Panel\System and Security\Administrative Tools\Local Security Policy

H Local Security Policy -0 -

File Action View Help

L I / \

5]_:_.I Security Settings }d{}r “ Security Setting
b [ g Account Policies ] Audit account logon events Success, Failure

4 g LocalBolicie | Audit account management Success, Failure
5 Audit Policy [5o] Audit directory service access Success, Failure
b 5 - £ 55|gr1rr'|v.=_-r1t [e] Audit logon events Success, Failure
[}_ g Security Options 1o Audit object access Success, Failure
o Windows Firewall with Advarced Seo . . .
; ] o 1o Audit pelicy change Success, Failure
| Metwork List Manager Policies L i
= Bublic Kev Polici o] Audit privilege use Success, Failure
b L Public Rey Folicies 5o Audit process tracking Success, Failure

B || Software Restriction Policies )
Success, Failure

. N . N Audit syst t
| Application Control Policies Halt system events

[ ,g IP Security Policies on Local Compute
b | Advanced Audit Policy Configuration




WindowsServer 2012 NS ;,L EGA

Event Log (Event Viewer)

Control Panel\System and Security\Administrative Tools

= W Shortcut Tools Administrative Tools -0 -
Home Share View Manage
T # Control Panel » Systern and Security » Administrative Tools v O Search Administrative Tools 2 |
> Favori Mame Date modified Type Size -
w0 Favorites :

B Desktop , Terminal Services 8/22/2013 8:39AM  Filefolder

ﬂ. Downloads (#l- Component Services 8/21/2013 11:57 PM  Shortcut ZKB

=l Recent places (2 Computer Management B/21/2013 11:54 PM Shortcut ZKB

7l Defragment and Optimize Drives 82172013 11:47 PM  Shortcut 2KB

1M This PC {#t] Event Viewer 8/21/2013 11:55 PM  Shorteut 2KB =
B/21/2013 11:57 PM Shorteut 2KE
€l Network E'g, Local Security Policy 8/21/2013 11:54 PM Shorteut 2KB
[# Microsoft Azure Services 7/23/2014 %02 PM  Shortcut 2KE
ODBC Data Sources (32-bit) 8/21/2013 456 PM  Shorteut 2KE
ODBC Data Sources (64-bit) B/21/2013 11:39 PM Shorteut 2KE
|E|_:' Performance Monitor 8/21/201311:52 PM - Shortcut 2 KB
|E|_:' Resource Maonitor 8/21/201311:52 PM - Shortcut 2 KB
@g Security Configuration Wizard 8/21/201311:45 PM - Shortcut 2KE
@k Server Manager 8/21/201311:55 PM  Shortcut 2KE
[ Services B/21/2013 11:34 PM Shortecut 2KB
[#d Systern Configuration 82172013 11:53 PM  Shortcut 2 KB i

24iterns 1 item selected 1.14 KB aez (=]
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Event Log (Event Viewer)

B

Set Maximum Log Size (KB)

ﬁg. 164.115.35.246 - Remote Deskiop Connection .

il

File Action View Help

« = 7[E=]

@ Event Viewer (Local)

Security

Mumber of events: 35,276 (1) New events available

A # Custom Views

A _‘b Windows Logs

[ [ Server Roles
W Administrative Events

Keywords
4, Audit Success

'a\;hudit Success

Date and Time
6/3/2015 11:21:42 PM
6/3/2015 11:21:42 PM

i Application '%\.‘Audit Success 6/3/2015 11:21:42 PM

] Secur 5 ¢ ' 6/3/2015 11:21:42 PM

] Setup pELiTie s 6/3/2015 11:21:41 PM

& Syste Create Custom View... B/3/2015 11:21:40 PM

5] Forws Import Custom View... 6/3/2015 11:21:39 PM

[+ _|::'| Applic?ti Tl 6/3/2015 11:21:3% PM
Lz4 Subscript _ £/3/2015 11:21:39 PM
BiltecCyrrent Leg... 6/3/2015 11:21:38 PM

Properties £/3/2015 11:21:37 PM

Find...
Save All Events As...
Attach a Task To this Log...

63/2015 11:21:36 PM
6/3/2015 11:21:36 PM
6/3/2015 11:21:36 PM
6/3/2015 11:21:35 PM

e g 6/3/2015 11:21:35 PM
Refresh 6/3/2015 11:21:35 PM
Help » AA/2015 11:21-35 PR

LWETTL FTFu TV UsUTL

Windows security auditing.

T
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Event Log (Event Viewer)

Set 'Security: Maximum Log Size (KB)' to 'Enabled:196608 or greater' (Scored)

Log Properties - Security (Type: Administrative) -
Full Mame: Security
Log path: %SystemRoot %\ System32\Winevt\Logs\ Security.evix
Log size: 20,00 MB(20,975,616 bytes)
Created: Wednesday, May 20, 2015 3:41:47 PM
Modified: Wednesday, June 3, 2015 10:34:05 PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging

Maximum log size(KBj:< 19@
When maximum event log size 15 Tesshaack

() Owerwrite events as needed (oldest events first)

q}irchive the log when full, do not overwrite events

) Do not overwrite events [ Clear logs manually )

| Clear Log |

Ok | | Cancel | | Apply |
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Event Log (Event Viewer)

Set 'System: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored)

Log Properties - System (Type: Administrative) -
Full Mame: System
Leg path: |%5ystemRoot %\ System32\ Winevt\Logs\System. evtx
Log size: 1.07 MB(1,118,208 bytes)
Created: Wednesday, May 20, 2015 3:41:47 PM
Maodified: Tuesday, June 2, 2015 &:08:5% PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging
Maxirmum log size ( KB }: g 32?D
When maximum event log size gd:

() Owerwrite events as needed (oldest events first)

‘mrchive the log when full, do not overwrite events

gs manually )

| Clear Log |

OK | | Cancel | | Apply |
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Event Log (Event Viewer)

Set 'Application: Maximum Log Size (KB)' to 'Enabled:32768 or greater' (Scored)

Log Properties - Application (Type: Administrative) -
Full Mame: Application
Log path: |%S}rstem Root%\System32\WinevtiLogs\Application.evtx
Log size: 1.07 MEB(1,118,208 bytes)
Created: Wednesday, May 20, 2015 2:41:47 PM
Modified: Tuesday, June 2, 2015 8:08:59 PM
Accessed: Wednesday, May 20, 2015 3:41:47 PM

Enable logging
Maximum log size(KBj:( 3;@
When maximum event log siZes ed:

() Owerwrite events gs needed (gldest events first)

® Archive the log when full, do not overwrite events

gs manually )

| Clear Log |

OK | | Cancel | | Apply |




== WindowsServer 2012 (»%/_ EGA

g
Event Log (Event Viewer)
Summery
et | Logsie (ko)
Security Log 196,608
System Log 32,768
Application Log 32,768

Minimum log file size 1 MB

Maximum log file size 2 TB (2147483647 KB)
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Security Options

Control Panel\System and Security\Administrative Tools\Local Security Policy

3 Local Security Policy
File Action View Help

o 25 X

T Security Settings Policy - Security Setting
[ g, Account Policies | Accounts: Administrator account status Enabled
4 [ g Local Policies | Accounts: Block Microsoft accounts Mot Defined
b 5 Audit Policy | Accounts: Guest account status Disabled
: . . | Accounts: Limit local account use of blank passwords to co..  Enabled
| Accounts: Rename administrator account Admin_Cloud
| Accounts: Rename guest account Guest_Cloud

| Metwork List Manager Policies

fril Andid Hlie arrace AF aladal cvecbarn Aabliacte Micahl=d
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Security Options

Configure 'Accounts: Rename administrator account'

P

Administrator

T
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Security Options

Configure 'Accounts: Rename administrator account'

1 Local Security Policy ==
File Action View Help Accounts: Re dministrat £p i
& $ ;'_. x D B un name administrator acCount Fropertr..
T Security Settings Policy - Security Setting Local Securty Setting | Bxplain
4[4 Account Policies 1) Accounts: Administrator account status — Enabled Accounts: Rename administrator account
4 Password Policy 12 Accounts: Block Microsoft accounts Mot Defined H |,
. 2 Account Lockout Policy 1] Accounts: Guest account status Disabled
4 |4 Local Policies [ -
5 Audit If’olicy <: 1) Accounts: Rename administrator accou.. admin_cloud |
AL 1| Accounts: Re TTEST aLCouT Guest
1| Audit: Audit the access of global syste...  Disabled
I+ q aficed Sec . . .
. . . 1| Audit: Audit the use of Backup and Res... Disabled
- Netu\.:ork it Nl'lalnager Policies 1| Audit: Force audit policy subcategory 5. Mot Defined
I- || Public Key Policies o i : o
b 7 Software Restriction Policies 17| Audit: Shut down system immediately i... Disabled
b | Application Control Policies 1o DCOM: Machine Access Restrictions in ... Mot Defined
b g IP Security Policies on Local Compute| DCOM: Machine Launch Restrictions in... Mot Defined
b ] Advanced Audit Policy Configuration 11| Devices: Allow undock without having ...  Enabled
17| Devices: Allowed to format and eject re... Mot Defined
11y| Devices: Prevent users from installing p... Enabled
12s| Devices: Restrict CD-ROM access to loc... Mot Defined
17y| Devices: Restrict floppy access to locall... Mot Defined
1) Dornain controller: Allow server operat... Mot Defined
1) Dornain controller: LDAP server signing.. Mot Defined
12 Domain controller; Refuse machine acc... Mot Defined
17y Dommain member: Digitally encrypt or si.. Enabled
1) Domain member: Digitally encrypt sec..  Enabled N\
< m + ||| [ Domain member: Digitally sign secure .. Enabled w)ﬁincd | Apply
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MS Windows Server 2012

Security Options

Configure 'Accounts: Rename Guest account'

A Local Security Policy =
File Action View Help ]
PR XE Accounts: Rename guest account Properties
T Security Settings Policy B Security Setting Local Security Setting | Bxplain
4[4 Account Policies 1) Accounts: Administrator account status  Enabled Arcounts: Rename guest accourt
a Password Policy 12y Accounts: Block Microsoft accounts Mot Defined H |
. 4 Account Lockout Policy s Accounts: Guest account status Disabled
418 L?CEIPDHCiES 5| Accounts: Limit local account use of bl., Enabled
2. Audit?olicy ) 1) Accoupts Bename administeatar accon . admin cloud |Guest_c|o|_|d| \
b g, User Blghts Assignment 1| Accounts: Rename guest account Guest}
D_ g, Security Opt 1) Audit: Audit the access of global syste..  Disabled
b - i th Ad, a.nced Sect 1] Audit: Audit the use of Backup and Res... Disabled
| Netwark List Manager Palicies ) o i
b ) Public Key Policies __,,Aud?t: Force audit policy sluI:Jcate.gnry sl... N.ot Defined
b [ Software Restriction Policies 1] Audit: Shut down system immediately i, Disabled
b [ Application Control Policies 12:| DCOM: Machine Access Restrictions in ... Not Defined
b g IP Security Policies on Local Compute|| DCOM: Machine Launch Restrictions in... Mot Defined
b (] Advanced Audit Palicy Configuration 12| Devices: Allow undock without having ... Enabled
1y Devices: Allowed to format and eject re.. Not Defined
1| Devices: Prevent users from installing p..  Enabled
1| Devices: Restrict CD-ROM access to loc.. Mot Defined
1| Devices: Restrict floppy access to locall.,  Not Defined
1y Domain controller: Allow server operat.. Not Defined
15| Domain controller: LDAP server signing.. Mot Defined
lis| Domain controller: Refuse machine acc... Not Defined
12y Domain member: Digitally encrypt orsi., Enabled
12y Domain member: Digitally encrypt sec...  Enabled N
< i ¥ || i Domain member: Digitally sign secure... Enabled QK | | %ncel | | Apply |
_
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Set 'Accounts: Limit local account use of blank passwords to console logon

only' to 'Enabled’

= Local Security Policy
File Action View Help
e« nE XE
igl Security Settings Policy “ Security Setting
4 [ 4 Account Policies 15| Accounts: Administrator account status Enabled
2 Password Policy 15| Accounts: Block Microsoft accounts Mot Defined
5 Account Lockout Policy 12| Accounts; Guest account statys Dizabled
4[4 Local Po.licies. [ Accounts: Limit local account use of bl... Enabled
5 Audit Policy s Accounts: Rename administrator accou... admin_cloud
b [og User P.\ights.fl\ssignment 1) Accounts: Rename guest account Guest_cloud
- . - 5ecurlt},.' Optlonsl ) Audit: Audit the access of global syste..  Disabled
b - Windows FIrEWE” with Ad‘l.ra.nced sed! 1| Audit: Audit the use of Backup and Res... Disabled
- Network List Manager Policies Audit: Force audit pelicy subcategory 5. Mot Defined
t+ || Public Key Policies o ) : i ]
b [ Software Restriction Policies 15| Audit: Shut down system immediately i... Disabled
b ] Application Control Policies o) DCOM: Machine Access Restrickions in ... Mot Defined
b 'g IP Security Policies on Local Compute|| DCOM: Machine Launch Restrictions in... Mot Defined
b [ Advanced Audit Policy Configuration|| Devices: Allow undock without having ... Enabled
1) Devices: Allowed to format and eject re.. Mot Defined
1) Devices: Prevent users from installing p... Enabled
1| Devices: Restrict CD-ROM access to loc... Mot Defined
1o Devices: Restrict floppy access to locall.. Mot Defined
1) Domain controller: Allow server operat.. Mot Defined
15| Domain controller: LDAP server signing... Mot Defined
12z Domain controller: Refuse machine acc... Mot Defined
125 Domain member: Digitally encrypt or si... Enabled
15 Domain member: Digitally encrypt sec...  Enabled
< n > ||| i Domain member: Digitally sign secure ...  Enabled

Accounts: Limit local account use of blank passwo...

Local Security Sefting | Explain

Accounts: Limit local account use of blank passwords to console
g | logon only

1 (®) Enabled
(") Disabled

(] \ﬂ Cancel Apply
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Shut down system immediately if unable to log security audits

2 Local Security Policy - |2
File Action View Help

- Audit; Shut down system immediately if unable to..
e tE XE =

= 5 - = - - Local Security Settin i
T Security Settings Policy Securty Setting ity Setting | Explain

4[4 Account Policies 1 Accounts: Administrator account status Enabled j' Hodit; Shut down system immediately £ unable to log securty
H |

4 Password Policy 1] Accounts: Block Microsoft accounts Mot Defined auds
4 Account Lockout Policy

1o Accounts: Guest account status Disahled

4 Local Policies ) Accounts: Limit local account use of blank passwords to co...  Enabled

4 Audit Policy

= _ _ s| Accounts: Rename administrator account admin_cloud
b8 ;Jserl?lg}:;sﬁl\mgnment 1] Accounts: Rename guest account Guest_cloud
1 Securty Options S . .
> ) Windows Frewallwith Advancil Sec ._\,Audft.Audfttheaccessofglobal system objecltsl Dfsabled oo this setind\ray affect compatiity with lerts, senvices.
- 1] Audit: Audit the use of Backup and Restore privilege Disabled i and applications.

~| Metwark List Manager Policies
b [ | Public Key Policies : . M
b | Software Restriction Policies Audit: Shut down system immediately if unable to log secur...

b [ Application Control Policies e/ DCOM:
b &, IP Security Policies on Local Compute| ** DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined

o] Audit: B Mot Defined

acning Tt JcLuliL}' LELCliptor LL.. Mot Defined

b (] Advanced Audit Policy Configuration|| Devices: Allow undock without having to log on Enabled
1] Devices: Allowed to format and eject removable media Mot Defined
1u| Devices: Prevent users from installing printer drivers Enabled

1s| Devices: Restrict CD-ROM access to locally logged-on user .. Mot Defined
1u| Devices: Restrict floppy access to locally logged-on useronly Mot Defined
i Domain controller: Allow server operators to schedule tasks Mot Defined
1 Domain controller: LDAP server signing requirements Mot Defined
12 Demain controller: Refuse machine account password chan... Mot Defined

12 Domain member: Digitally encrypt or sign secure channel d...  Enabled

12| Domain member: Digitally encrypt secure channel data (wh... Enabled N

¢ m # || s Domain member: Digitally sign secure channel data (when ... Enabled L i Poply
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Security Options

Shut down system immediately if unable to log security audits

1. Trusted Computer System Evaluation Criteria (TCSEC)-C2

https://en.wikipedia.org/wiki/Trusted Computer System Ev
aluation Criteria

2. Common Criteria certification

https://www.commoncriteriaportal.org/



https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
https://www.commoncriteriaportal.org/

MS Windows Server 2012

Security Options

Set 'Interactive logon: Display user information when the session is locked

&

File Action View Help

&9 nEXEE HE

Local Security Policy

T Security Settings
4[4 Account Policies

# Password Policy

7 Account Lockout Policy
4 [ 4 Local Policies
# Audit Policy
- Rigvbelissignment

curity Options
oo ElsualTTh AdvaNced Sec
"\ Metwork List Manager Policies
“| Public Key Policies
| Software Restriction Policies

g IP Security Policies on Local Compute

I
I
I [ | Application Control Policies
I
i [ ] Advanced Audit Policy Configuration

Policy

| Domain member: Reguire strong SE,..

-

| Devices: Restrict floppy access to locally logged-on user only
| Domain controller: Allow server operators to schedule tasks

| Domain controller: LDAP server signing requirements

| Domain controller: Refuse machine account password chan..,
| Domain member: Digitally encrypt or sign secure channel d...
| Domain member: Digitally encrypt secure channel data (wh...
| Domain member: Digitally sign secure channel data (when ...

| Domain member: Disable machine account password chan..

| Domain member: Maximum machine account password age

L Interactive | :
L. Interactive logen:

Display user information when the session...

| Interactive logon

| Interactive logon

| Interactive logon:
| Interactive logon:

| Interactive logen:

| Interactive logon:
| Interactive logen:
| Interactive logen:
| Interactive logon:
| Interactive logon:

| Interactive logen:

Security Setting
Not Defined
Not Defined
Mot Defined
Mot Defined
Enabled
Enabled
Enabled
Disabled

30 days
Enabled
Mot Defined

Do not display 1ast User name
Do not require CTRL+ALT+DEL

: Machine account lockout threshold

Machine inactivity limit

: Message text for users attempting to log on

Message title for users atternpting to log on
Mumber of previous logons to cache (in c..
Prompt user to change password before e...
Require Domain Controller authentication..,
Require smart card

Smart card removal behavior

| Microsoft network client: Digitally sign communications (al...

Disabled
Disabled
Not Defined
Mot Defined

10 logons
5 days
Disabled
Disabled
No Action
Disabled

Interactive logon: Display user information whe...

Local Security Setting

07—
A

EGA

THAILAND

jl Interactive logon: Display user information when the session is
locked

7 | Do not display user information
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Security Options

Interactive logon: Do not display last user name

A Local Security Policy = |
File Action View Help Interactive | Do not disolav last b
- nieractive logon: NOL aisplay last user name r...
"EEEEE
= Local Security Setti i
 Security Seftings Policy * Security Setting ety Ay |
4 (4 Account Policies 2| Devices: Restrict floppy access to locally logged-on user only - Not Defined =W Interactive logon: Do not display last user name
5 Password Policy 12| Domain controller: Allow server operators to schedule tasks Mot Defined S b
. 4 Account Lockout Policy 2] Domain controller: LDAP server signing requirements Mot Defined
4l8 L9caIPcl|I|C|esl is| Domain controller: Refuse machine account passward chan... Mot Defined -
5 Audlt?ollcy 12| Dorain member: Digitally encrypt or sign secure channel d... Enabled 7 (®) Enabled
s 1) Domain member. Digitally encrypt secure channel data (wh... Enabled () Disabled
g, Security Options . . .
% - - 1| Domain member: Digitally sign secure channel data (when ... Enabled
b - e A .. 125 Domain member: Disable machine account password chan..,  Disabled
Network List Manager Pol P
ork List Manager Policies
, . Public KeyPoIiciesg 12| Domain member. Maximum machine account password age 30 days
b - Software Restriction Policies 1) Domain member. Require streng (Windows 2000 or later) se... Enabled
b = Application Control Policies s/ Interactive legon: Display user information when the session... Do not display user iffg
b g IP Security Policies on Local Compats nteractive legon: Do not display last user name Disabled
b ] Advanced Audit Policy Configuration| Interactive legon: Do not require CTRL+ALT+DEL Disabled
12| Interactive legon: Machine account lockout threshold Not Defined
1| Interactive legon: Machine inactivity limit Not Defined
s/ Interactive legon: Message text for users atternpting to log on
s/ Interactive logon: Message title for users attempting te log on
1| Interactive legon: Numnber of previous logons to cache (inc.. 10 logens
Lo/ Interactive legon: Prompt user to change password before e, 5 days
lis| Interactive logon: Require Domain Controller authentication.., Disabled
12| Interactive legon: Require smart card Disabled
s/ Interactive logon: Smart card removal behavior No Action —N
< n 7 || s Microsoft network client: Digitally sign communications (al... Disabled oK Cance | | Aoy |




MS Windows Server 2012

Security Options

Interactive logon: Do not display last user name

Windows Securty

Enter your credentials

| Password |

Use another account

|| Remember my credentials

These credentials will be used to connect to 172.17.12.109,

| ok

] | Cancel
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Security Options
Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled’

= Local Security Policy =|B
File Action View Help

o A5 XE =
= Local Securty Setti i
[ Security Settings Policy * Security Setting cal Secutty 3eting | Explain

4[4 Account Policies i) Devices: Restrict floppy access to locally logged-on user only Mot Defined = Interactive logon: Do not require CTRL+ALT+DEL

& Password Policy 1) Domain controller: Allow server operators to schedule tasks Mot Defined E] |
4 Account Lockout Policy

Interactive logon: Do not require CTRL+ALT+DEL ...

1y Domain controller: LDAP server signing requirements Mot Defined
4 [ Local Policies

- 1y Domain controller: Refuse machine account password chan..,  Not Defined
5 Audit Policy
b 4 Llsac Rightc Acsig
b Windows Firewall with Adva

~| Metwork List Manager Policie

p [ Public Key Policies
I

17y Domain mermber: Digitally encrypt or sign secure channel d...  Enabled O Enabled

(®) Disabled

17y Domain mermber: Digitally encrypt secure channel data (wh... Enabled

45 17y Domain mermnber: Digitally sign secure channel data (when ... Enabled

I
e s 17s) Domain mermber: Disable machine account password chan..,  Disabled
17is) Domain member: Maximum machine account password age 30 days
“| Software Restriction Policies 1y Domain member: Require strong (Windows 2000 or later) se.. Enabled
1) Interactive logon: Display user infermation when the session...

|l Intecackietererr-Brr IO OISy Tast USeT Tarme

L L Interactive logon: Do not require CTRL+ALT+DEL Disabled
ot Defined
1% Interactive logon: Machine inactivity limit Mot Defined

Do not display user inf

b [ Application Contral Policies
I g IP Security Policies on Local Co
b [ Advanced Audit Policy Configurafio

%) Interactive logon: T

17 Interactive logon: Message text for users attempting te log on

1) Interactive logon: Message title for users attempting to log on

1) Interactive logon: Number of previous legons to cache (inc.. 10 legons
1 Interactive logon: Prompt user to change password before e, 5 days
17| Interactive logon: Require Domain Controller authentication.., Disabled

1%y Interactive logon: Require smart card Disabled

17| Interactive logon: Smart card remaoval behavior Ma Acticn
. o - . | ok |]) Cancel Apply
< n > ||| e Microsoft netwaerk client: Digitally sign communications (al.. Disabled
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Security Options
Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds'

& Local Security Policy L Interactive logon: Machine inactivity limit Properti_\_?-

File Action View Help Local Security Setting | Explain
) vallza = HE -
= _ XE= HE Ai' Interactive logon: Maching inactivity lmit
[

_':.é Security Settings Policy - Security Setting = |
4[4 Account Policies 1) Demain member: Maximum machine account password age 30 days
5 Password Palicy 1| Domain member: Require strong (Windows 2000 or later) se..  Enabled
_ 4 Account Lockout Palicy 1) Interactive logon: Display user information when the session... Do not display u
418 Lgcal Policies 1%y Interactive logon: Do not display last user name Enabled
5 Audit Policy 1| Interactive legon: Do not require CTRL+ALT+DEL Disabled
b 5 User Rights Assignment I —— e — ot Defined
[> Advanced Secl:"} Interact?velogc-n: Machine inactivity limit Not Define
15| Interactive logon: TVIESSagE Text TOT USEls SUIEMpLing to [0g on

| MNetwork List Manager Policies
B | Public Key Palicies
I || Software Restriction Policies
I || Application Control Policies

1| Interactive logon: Message title for users attempting to leg on
12| Interactive logon: Number of previous legons to cache (in c.. 10logons
1| Interactive legon: Prompt user to change password before e, 5 days

b g IP Security Policies on Local Compute| Interactive logon: Require Domain Controller authentication.. Disabled
b [] Advanced Audit Palicy Configuration s/ Interactive logon: Require smart card Disabled
1| Interactive logon: Smart card removal behavior No Action

1 Microsoft network client: Digitally sign communications (al..  Disabled

1 Microsoft network client: Digitally sign communications (if .. Enabled

15| Microsoft network client: Send unencrypted password to thi.. Disabled

1 Microsoft network server: Amount of idle time required bef.. 13 minutes
1 Microsoft network server: Atternpt S4U25¢lf to obtain claim .. Not Defined
1 Microsoft network server: Digitally sign communications (al... Disabled

D) Cancal || Aoty

1 Microsoft network server: Digitally sign communications (if .. Disabled

Mirrnenft nehunrl caner Nicrnnnart cliente when lannn hn Frahlad
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Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

& Local Security Policy |_ Interactive logon: Number of previous logons to r_\_?-
File Action View Help Local Securty Seting | Bgplain
o 1|5 =| H = .
$ x B E . o Interactive logon: Number of previous logons to cache {in case
T Security Settings Palicy “ Security Setting =f|  domain controller is not available)

4 [ Account Policies
4 Password Policy
4 Account Leckout Policy
4 [ 4 Local Policies
4 Audit Policy
b [ g UserRights Assignment
£ |4 Security Options

Advahced Sec
| MNetwork List Manager Policie
| Public Key Policies

_| Software Restriction Policies

@ IP Security Policies on Local Compute

I
I
I [ | Application Control Policies
I
b [ | Advanced Audit Policy Configuration

1z Domain member: Maximum machine account password age 30 days
1y Demain member: Require strong (Windows 2000 or later) se.. Enabled

1| Interactive logen: Display user information when the session... Do not display u

1| Interactive logen: Do not display last user name Enabled
12| Interactive logen: Do not require CTRL+ALT+DEL Disabled
17 Interactive logon: Machine account lockout threshold Mot Defined
19| Interactive logen: Machine inactivity limit 900 seconds

1| Interactive logen: Message text for users attempting to log on

sbbemptiactolon on

12s] Interacti Lol

R T ' .

[ Interactive logon: Number of previous logons to cache (in c.. 10 legons
I P ] secto channe nace ks

M = prmay o L Lt s

19| Interactive logen: Require Domain Centroller authentication... Disabled

N~
oK | ]) cancel || ooy |

1| Interactive logen: Require smart card Disabled

12| Interactive logon: Smart card removal behavior Mo Action

17y Microsoft network client: Digitally sign communications (al... Disabled

15z Microsoft netwerk client: Digitally sign communications (if ... Enabled

15| Microsoft netwerk client: Send unencrypted password to thi.. Disabled

12| Microsoft network server: Amount of idle time required bef... 15 minutes

s Microsoft network server: Atternpt 54U25elf to obtain claim .. Mot Defined

[y Microsoft netwerk server: Digitally sign communications (al... Disabled

15| Microsoft netwerk server: Digitally sign communications (if .. Disabled
Mirrnenft netwaork server: Nisconnect clients when lnonn hn... Fnahled
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Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

Member Server s
Domain Controller

—_—

Local cache
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

Member Server s
Domain Controller

—

Local cache
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Security Options

Set 'Interactive logon: Number of previous logons to cache (in case domain
controller is not available)' to '4 or fewer logon(s)'

Member Server{\
(S

Local cache

Domain Controller
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Set 'Interactive logon: Prompt user to change password before expiration'
to '14 or more day(s)’

2

File Action View Help

e« HE|XE =

Local

Security Palicy

Interactive logon: Prompt user to change passwor... \L-

Local Security Setting Explain

Interactive logon: Prompt user to change password before

51_;, Security Settings
4 [ Account Policies
4 Password Policy
4 Account Lockeut Policy
4 [ 5 Local Policies
4 Audit Policy
b [ & User Rig
b 4 Security Options

hts Assignment

Ewan with Advanked Sec
| Network List Manager Palicies

b [ Public Key Policies

b [ ] Software Restriction Policies

b [ Application Control Policies

I g IP Security Policies on Local Compute

b [ Advanced Audit Policy Configuration

Policy
liy Domain member:

liy Domain member:

15| Interactive logon:
15| Interactive logon:
15| Interactive logon:
15| Interactive logon:
15| Interactive logon:
15| Interactive logon:
15| Interactive logon:

1oy Interactive logomg

Fy

: Maximum machine account password age
: Require strong (Windows 2000 or later) se...
Display user information when the session...
Do not display last user name

Do not require CTRL+ALT+DEL

Machine account lockout threshold
Machine inactivity limit

Message text for users attempting to leg on

Message title for users atternpting to log on

Mumberof previguelagonsto cache (in c...

Security Setting H | expiration
30 days
Enabled
Do not display u /

Enabled
Disabled
Mot Detined
500 sdconds

4 logons

I :
Interactive logon:

Prompt user to change password before e...

5 davs)

15| Interactive logon:
15| Interactive logon:

1| Interactive logon:

Require Domain Controller authentication...
Require smart card

Srnart card removal behavior

1 Microsoft network client: Digitally sign communications (al...

1 Microsoft network client: Digitally sign communications {if ...

1 Microsoft network client: Send unencrypted password to thi...

1| Microsoft network server: Amount of idle time required bef...
1| Microsoft network server: Attempt 54U25elf to obtain claim ...
1 Microsoft network server: Digitally sign cormunications (al...

1| Microsoft network server: Digitally sign communications (if ...

i mrmee F mmdiinel ramene Dircsme et slismbe aodsms laman s

Disabled
Disabled
Mo Action
Disabled
Enabled
Disabled

15 minutes
Mot Defined
Disabled
Disabled

Comalulndd

Begin prompting this many days before password expires:

1

N\
w) Cancel || gy |
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Interactive logon: Message text for users attempting to log on

2 Local Security Policy \;l_' Interactive logon: Message text for users attempti.. t-

File Action View Help Local Policy Setting | Explain
e« 2E X

Interactive logon: Message text for users attempting to log on

i Security Settings Palicy “ Security Setting H |
4 [ 4 Account Policies 2z Domain member: Maximum machine account password age 30 days
4 Password Palicy 7s| Domain member: Require strong (Windows 2000 or later) se..  Enabled

4 Account Lockout Policy

_ e| Interactive logon: Display user information when the session... Do not display user inf A D ACH D “
4 |4 Local Policies o) Interactive logon: Do not display last user name Enabled Al LGS E LB e B BN BRI LI, IS UL Lol
= Audltpoll . . . All act 23 DEND =0 0 device mdy 0e 10gded dindad Violgtio
g . o g| Interactive logon: Do not require CTRL+ALT+DEL Disabled oF this o asult in disciplingry actio v
b = g : ' : g| Interactive logon: Machine account lockout threshold Mot Defined RIS T [T RS on Ihis devics /
. - Ecu”t'll,r ptlon;. o] Interactive logon: Machine inactivity limit 400 seconds v /
B | Windows Firewall with Advanced Seci N m »

“| Network List Manager Policies

.@.}. raﬁwe ogon: Message text for users attempting to log on >/ A
g| Interactive logon: Tessage o TG to 1og on \/

b [ Public Key Policies . . _

b [ Software Restriction Policies g| Interactive logon: Number of previous logons to cache (in c.. 4 logons

b [ Application Control Palicies e| Interactive logon: Prompt user to change password before €., 14 days

D'@ IP Security Policies on Local Compute o] Interactive logon: Require Domain Controller authentication... Disabled

b [] Advanced Audit Policy Configuration o) Interactive logon: Require smart card Disabled A
7o) Interactive logon: Smart card removal behavior Mo Action

e Microsoft network client: Digitally sign communications (al.,  Disabled

e Microsoft network client: Digitally sign communications (if .. Enabled

s Microsoft network client: Send unencrypted password te thi.. Disabled
2] Microsoft netwark server: Amount of idle time required bef., 15 minutes
e Microsoft network server: Atterpt $4U25elf to obtain claim .. Not Defined
e Microsoft network server: Digitally sign communications (al., Disabled N\

14| Microsaft network server: Digitally sign communications (if .. Disabled < ‘ oK p Cancel ‘ ‘ Forly |

Micrnsnft netwark server: Disconnect clients when lnann hn... Frahled
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Security Options

Interactive logon: Message text for users attempting to log on

===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. =====
,You must have explicit permission to access or configure this device.,
“All activities performed on this device may be logged"," and violations,

of this policy may result in disciplinary action"," and may be reported,
to law enforcement. There is no right to privacy on this device.

v = N
===== 1"4gUnInliATaN 8] UAIARINN =====
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Interactive logon: Message text for users attempting to log on

L= Remate Desitop Conrechion

Ffarmankn Sec iney [I?hJal MoTice
T St yaid Be SIS e 00 Soosss b ool sethem s gy Jedigned and intended oo e gl
for bunrany purpzem. Thiv ryprism msy only ba sccemed by i who sm esthomed to deao. hosoocmdance
wath begal requirements Al isers of Thes sysiem are remindsd that sesnem ussge is govemsd by publidshed
peichn. Caomphance agarml thews pabcan may e mongzmd By chckng K balow you ara mdicalng ypear
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Interactive logon: Message title for users attempting to log on (Warning)

E

File Action View Help

e #E X

b

Local Security Policy

(=i

T Security Settings
4 4 Account Policies
5 Password Policy
5 Account Lockout Policy
4 4 Local Policies
7 Audit Policy
b [ User Rights Assignment
Security Options
b [ Windows Firewall with Advanc
“| Metwork List Manager Policies
B || Public Key Policies
b || Software Restriction Policies
b [] Application Control Policies
r g IP Security Policies on Local Compute
b [] Advanced Audit Policy Configuration

1l -
12| Interactive logon
.

-

Policy
i) Domain member: Maxirmum machine account password age
¢ Domain member: Require strong (Windows 2000 or later) se..,
15| Interactive logon: Display user information when the session...
1) Interactive legon: Do not display last user name

1| Interactive logon: Do not require CTRL+ALT+DEL

s/ Interactive logon: Machine account lockout threshold

i) Interactive legon: Machine inactivity limit

o] Interg

15| Interactive logon: Prompt user to change password before e...
1| Interactive legon: Require Domain Centroller authentication...
] Interactive legon: Require sart card

15| Interactive logon: Smart card removal behavior

1s| Microsoft network client: Digitally sign communications (al...

i) Microsoft network client: Digitally sign communications (if ...

s Microsoft network client: Send unencrypted password to thi...
s| Microsoft network server: Ameunt of idle time required bef..,

g| Microsoft network server: Atternpt S4U25elf to obtain claim ...
15| Microsoft network server: Digitally sign communications (al...

g| Microsoft network server: Digitally sign communications (if ..

birrnenft netwnrl cerver Nicrnnnert clientewhen lnnnn hn

. 4logons

Security Setting

30 days

Enabled

Do not display user
Enabled
Disabled
Mot Defined
900 seconds
U

UTHORIZ

14 days
Disabled
Disabled
Mo Action
Disabled
Enabled
Disabled

13 minutes
Mot Defined
Disabled

Dizabled
Frahlerd

Interactive logon: Message title for users attempti... \L-

Local Securty Setting | Explain

Interactive logon: Message title for users attempting to log on

[faming

0K

Cancel || foply |
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Security Options

Interactive logon: for users attempting to log on

Interactive logon: Message title for users attempting to log on

==== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED ==
.You must have explicit permission to access or configure this device,,
All activities performed on this device may be logged”," and violations,

of this policy may result in disciplinary action®," and may be reported,
wenforcement. There i1s no nght to privacy on this device.
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

= Local Security Policy I;I_' Network access: Do not allow anonymaous enumer_m

File Action View Help Local Securty Setting | Explain
o9 2E XEE

j' Metwork access: Do not allow anomymous enumeration of SAM
H |

5_1:_., Security Settings Policy - Securit accounts and shares
4[4 Account Policies 1 Interactive logen: Message title for users atternpting te log on Warnir|
4 Password Policy 1 Interactive logen: Mumber of previous logons to cache (in case domain con.. 4 logod

_ 4 Account Lockout Policy ) Interactive logen: Prompt user te change password before expiration 14 day ®) Enabled
418 L9cal Pol||c|es. | Interactive logen: Require Domain Controller authentication to unlock work... Disablg
‘-!l Audit Policy 1s| Interactive logen: Require smart card Dizable L ) N L )
b | UserBigk i . . . Modifying this setting may affect compatibilty with clients, services,
. s/ Interactive logen: Smart card removal behavior Mo Act B nd applicati
& < Security Options o e sepEglons

s Microsoft network client: Digitally sign communications (always) Disable For more information, see Network access: Po not alow anonymous
enumeration of SAM accounts and shares. jQ823659)

b | Windows Firewanl with Advanced\Sec

4 Network List Manager Policies s Microsoft network client: Digitally sign communications (if server agrees) Enable

s Microsoft network client: Send unencrypted password to third-party SMB se...  Disabl
E “| Software Restriction Policies s Microsoft network server: Amount of idle time required before suspending s... 15 mirj
b [ Application Control Policies s Microsoft network server: Atternpt 54U25elf to obtain claim information Mot D
b g IP Security Policies on Local Comphite| Microsoft netwerk server: Digitally sign communications (always) Disabl

" Public Key Policies

b ] Advanced Audit Policy Canfiguratian|| Microsoft netwerk server: Digitally sign comrmunications (if client agrees) Disab
s Microsoft network server: Disconnect clients when logon hours expire Enabl
s Microsoft network server: Server SPN target name validation level

1) Metwork access: Allow anonymous 5ID/Name translation

'-'-|N TOTTy T ST rebrermstebbidaccounts

L Network access: Do not allow anonymous enumeration of SAM accounts a..,_Jisable
1) Network accese entials for netw... Disablg
s Network access: Let Everyone permissions apply to anonymous users Disable N
s Network access: Named Pipes that can be accessed anonymously | oK | ) Cancel | | Aoply |

Blabsinel arrmrm Dannntche arcarcibhla rrnickbne nathe Cuertrnd
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Set 'Network access: Do not allow anonymous enumeration of SAM

accounts and shares' to 'Enabled’

-
@ deows » System32 » config » >.-o, H ¢
N

File Edit View Took Help

L. systemprofile 01-2

semiang -
L TR 26-01-2011 12:38
Setup
A  BCD-Template
ShellNew .
A  components
Software
A default 1-01
system
A security
System3,
A  software
' 2
A _ system
Adobe

-

11 tems

= | E S
L
|
8
|

Organce » Include in library » Share with « Bum New folder
SchCach + | Name ‘ Date modiied lype
schemas

Journal
secunty
V RegBack 5-01-2011 21
ServiceP
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

HIREN’s Boot
(\u" j ‘/ /




MS Windows Server 2012 o~ EGA

NNNNNNN

Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

CVE-2015-2790

Monday, March 30, 2015 7:00 AM
CVE-2015-2789

Monday, March 30, 2015 7:00 AM
CVE-2015-2701

Wednesday, March 25, 2015 7:00 AM

http://www.cvedetails.com/
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Security Options

Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’
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Security Options

Set 'Network security: Allow Local System to use computer identity for
NTLM' to 'Enabled’ (Domain Controller)

3 Local Security Policy = | B Network security: Allow Local System to use comp_li-
File Action View Help m'ml
&9 XE = - , o
Network securty: Allow Local System to use computer identity for
T Security Settings Policy “ Security Setting _Ei! NTLM
4 [ g Account Policies 5] Microsoft network server: Digitally sign communications (if client agrees) Disabled
4 Password Policy 11| Microseft network server: Disconnect clients when legon hours expire Enabled
. % Account Lockout Policy | [ Microsoft network server: Server SPN target name validation level Net Defined
4.8 L?“' Policies 15| Netwark access: Allow anonymous SID/Name translation Disabled ) Disabled
g, Audit Folicy 11| Metwork access: Do net allow anenymous enumeration of SAM accounts Enabled .
b : el 1o| Netwerk access: Do not allow anenymeous enumeration of SAM accounts a..  Enabled
b . ecunt).r 1o Metwork access: Do not allow storage of passwords and credentials for netw... Disabled
11| Network access: Let Everyone permissions apply to anenymous users Disabled
b ] Public KeyPolicies 12s| Netwerk access: Named Pipes that can be accessed anonymously
b =] Software Restriction Policie|| Netwaork access: Remotely accessible registry paths Systern\CurrentC
b ] Application §entrol Policie|| Network access: Remotely accessible registry paths and sub-paths Systern\CurrentC
b g IP Security Polcies on Loca|| =4 Netwerk access: Restrict anonymous access to Mamed Pipes and Shares Enabled
b [ ] Advanced Audit\Pelicy Cor|| 24 Metwerk access: Shares that can be accessed anonymously Mot Defined
i) Netw : : threerTT e T T T — Classic - local us
[ Network security: Allow Local System to use computer identity for NTLM D@j
1| Network TeraTte srssrrshena il L eeecion falllbocl— Mot Defined
10| Metwork security: Allew PKU2U authentication requests to this computerto .. Not Defined
25| Netwerk security: Configure encryption types allowed for Kerberos Not Defined
15ly) Netwerk security: Do not store LAN Manager hash value on next password c... Enabled
lig) Netwaerk security: Force logeff when logon hours expire Disabled
| Network security: LAN Manager authentication level Not Defined " Cancel | | Apply
Mahainel cariribie | AD rliant cinnina ramiramantc Manntiste cianind




MS Windows Server 2012 .7 EGA

THAILLAND

Security Options

Set 'Network security: Allow LocalSystem NULL session fallback' to
'‘Disabled’

3 Local Security Policy \;I_': Network security: Allow LocalSystem NULL session_li-

File Action View Help ' Local Securty Setting | Bxplain |
e fE XE =

Network security: Allow LocalSystem NULL session fallback

T Security Settings Policy - Security Setting |
4[4 Account Policies 1) Microsoft network server: Digitally sign communications (if client agrees) Disabled
l_!, Password Policy i) Microsoft network server: Disconnect clients when logon hours expire Enabled
. 5 Account Lackout Palicy | 5 Microsoft network server: Server SPN target name validation level Mot Defined O Enabled
a[g L?cal P?Iicies_ i) Metwork access: Allow anenymous SID/Name translation Disabled
'-3! Aud|t?o||cy 1] Network access: Do not allow anonymous enumeration of SAM accounts Enabled

b g User Rights Assignment

= . 12z Network access: Do not allow anonymous enumeration of SAM accounts .. Enabled
K& ecurlt},.' ptions 1| Network access: Do net allow storage of passwoerds and credentials for netw... Disabled
- v et with Adv
st Manager Polic

1) Metwork access: Let Everyone permissions apply to anonymous users Disabled

Metwork ]
b [ Public Key|Policies i) Metwork access: Named Pipes that can be accessed anonymously
b - Software Ristriction Policiel| Metwork access: Remotely accessible registry paths System\CurrentC
b = Application\Control Policie|| Metwork access: Remotely accessible registry paths and sub-paths System’\Current(C
b g IP Security Pdjicies on Loca|| "4 MNetwork access: Restrict anenymous access to MNamed Pipes and Shares Enabled
b [] Advanced Audit Policy Cor|| Metwork access: Shares that can be accessed anonymaously Mot Defined
1) Metwork access: Sharing and security model for local accounts Classic - local uss
12s] Network securi.ti: Allow Local System i use compyter identity for NTLM Enabled
L Network security: Allow LocalSystem NULL session fallback Disabled >/
lis) Network secunty: Allow PRUZT 30thent guests to this computerto .. Mot Defined
1is Network security: Configure encryption types allowed for Kerberos Mot Defined
1is Network security: Do not stere LAN Manager hash value on next password ... Enabled
125 Network security: Force legoff when logon hours expire Disabled
1) Metwork security: LAN Manager authentication level Mot Defined Apply

Bletssmels rmriiribn E AR Almnd mlmmim e oo e e s +r Blemmdiabm rien o el
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Set 'Network security: LAN Manager authentication level' to 'Send NTLMv?2
response only. Refuse LM & NTLM'

S

File Action

T

View Help

Local Security Policy

XE =

At

T Security Settings
4[4 Account Policies
4 Password Policy

4[4 Local Policies
4 Audit Policy
b [ UserRigh

I
I || Public Key
I
I [ Application

Policy
4 Account Lockout Poligy|| |

Assignment
: A Security Options

~letwork security: LAN Manager authentication level

FY

s Network access: Let Everyone permissions apply to anonymous users

s Network access: Named Pipes that can be accessed anenymously

1) Metwork access: Rernotely accessible registry paths

12| Network access: Rerotely accessible registry paths and sub-paths

12| Network access: Restrict anonymous access to Named Pipes and Shares

1) Metwork access: Shares that can be accessed anonymously

1) Metwork access: Sharing and security model for local accounts

1) Metwork security: Allow Local System to use computer identity for NTLM

1) Metwork security: Allow LocalSystem NULL session fallback

s Network security: Allow PKUZU authentication requests to this computerto ...

12| Network security: Configure encryption types allowed for Kerberos

1+ Network security: Do not store LAN Manager hash value on next password c...
o| Metwork security: F ]

Security Setting
Disabled

Syster CurrentC
Syster CurrentC
Enabled

Mot Defined
Classic - local uss
Enabled

Disabled

Mot Defined

Mot Defined
Enabled

Disabled [
Mot Defin

s Metwork security: LDAP client signing requirements
s| Netwark security: Minimum session security for NTLM 55P based (including...
1) Metwork security: Minimurn session security for NTLM 55P based (including...
1) Metwork security: Restrict NTLM: Add remote server exceptions for NTLM a...
12| Network security: Restrict NTLM: Add server exceptions in this domain

12| Network security: Restrict NTLM: Audit Incoming NTLM Traffic

s Network security: Restrict MTLM: Audit NTLM authentication in this domain

Klatismrl ramirine Ractrict BT R [necammina KITHRA $raffi-

Megotiate signing
Require 128-bit ex
Require 128-bit en
Mot Defined
Mot Defined
Mot Defined
Mot Defined

—
~ | Send NTLMv2 response only. Refuse LM & NTLM

Klat Nefimad

Network security: LAN Manager authentication Iev_\i-

Local Securty Setting | Explain

Network security; LAN Manager authentication level

—

D
Modifying this setting may affect compatibilty with clients, services,

& and applications.
For more information, see Networs securty: AN Manager
authertication level. (3823659)

0K Cancel Apply
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Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) clients' to 'Require NTLMv2 session security,Require
128-bit encryption

& Local Security Policy \LL':
File Action View Help

o5 25E XE =

T Security Settings Palicy “ Security Setting

4 [ Account Policies 15s) Metwork access: Let Everyone permissions apply to anonymous users Disabled

7 Password Policy

4 [4 Local Policies
4 Audit Policy

1] Network access: Named Pipes that can be accessed anonymously
4 Account Lockout Policy | (1 Network access: Remotely accessible registry paths
1) Metwork access: Remotely accessible registry paths and sub-paths
1) Metwork access: Restrict anonymous access to Named Pipes and Shares
1) Metwork access: Shares that can be accessed anonymously
;) Metwork access: Sharing and security medel for lecal accounts
e] Network security: Allow Local Syster to use computer identity for NTLM

) Metwork security: Allow LocalSystem NULL session fallback

1) Metwork security: Allow PKU2U authentication requests to this computerto ...
1) Network security: Configure encryption types allowed for Kerberos

) Metwork security: Do not store LAN Manager hash value on next password c...
e] Network security: Force logoff when legon hours expire
1] Metwork security: LAN Manager authentication level
5] Network security: LDAP client signing requirements

o) Metwork securi i i .
Ll Network security: Minimum session security for NTLM 55P based (including...

s Mini

.. Require 128-bit en

System’\CurrentC
~N

System CurrentC
Enabled

Mot Defined
Classic - local Jseg
Enabled

Disabled

Mot Defined

Mot Defined
Enabled

Disabled

Send MTLIWWZ res
Megotiate signing

/

N

Network security: Minimum session security for NT.lL-

Local Security Setting | Explain

/
Require NTLIMv2 session security
Require 128-bit encryption

Metwork security: Minimum session security for NTLM 55P based
including secure RPC) clients

Require 128-bit en

1e] Network security: Restrict NTLM: Add remote server exceptions for NTLM a...
1] Network security: Restrict NTLM: Add server exceptions in this domain

] Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic

1) Network security: Restrict NTLM: Audit NTLM authentication in this domain

Metwnrk cecuritv: Restrict MT1M: Incomina MTI M traffic

Mot Defined
Mot Defined
Mot Defined
Mot Defined

Mot Defined

Cox ) (oot | [
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Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) servers' to 'Require NTLMv2 session security,Require
128-bit encryption'

& Local Security Policy \LL':
File Action View Help

o5 25E XE =

T Security Settings Palicy “ Security Setting

4 [ Account Policies 15s) Metwork access: Let Everyone permissions apply to anonymous users Disabled

7 Password Policy

4 [4 Local Policies
4 Audit Policy

| Network Ljst Manager Polic

i | Public Key|Policies

b [ Software Restriction Policie|| "

i | Application Control Policie

b 8 IP Security Po
i | Advanced Audi Policy Cor

icies on Loca

1] Network access: Named Pipes that can be accessed anonymously
4 Account Lockout Policy | (1 Network access: Remotely accessible registry paths
1) Metwork access: Remotely accessible registry paths and sub-paths
1) Metwork access: Restrict anonymous access to Named Pipes and Shares
1) Metwork access: Shares that can be accessed anonymously
;) Metwork access: Sharing and security medel for lecal accounts
e] Network security: Allow Local Syster to use computer identity for NTLM
) Metwork security: Allow LocalSystem NULL session fallback
Metwork security: Allow PKU2U authentication requests to this computerto ...
1) Network security: Configure encryption types allowed for Kerberos
) Metwork security: Do not store LAN Manager hash value on next password c...
e] Network security: Force logoff when legon hours expire
1] Metwork security: LAN Manager authentication level
o| Network security: LDAP cliept signing requirements

System’\CurrentC 1
System\CurrentC{//]

Enabled

Mot Defined
Classic - local dseg
Enabled
Disabled

Mot Defined \

Mot Defined
Enabled

Disabled

Send MTLIWWZ res
Megotiate signing

Network security: Minimum session security for NT.lL-

Local Security Setting | Explain

/
Require NTLIMv2 session security

Require 128-bit encryption

Metwork security: Minimum session security for NTLM 55P based
including secure RPC) clients

L. Network security: Minimum session security for NTLM 55P based (including...

Require 128-bit en

1) Network security: Minimum session secunty for NTLM 33F based (including..,
1) Metwork security: Restrict NTLIM: Add remote server exceptions for NTLM a...
1] Network security: Restrict NTLM: Add server exceptions in this domain

] Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic

1) Network security: Restrict NTLM: Audit NTLM authentication in this domain

Metwnrk cecuritv: Restrict MT1M: Incomina MTI M traffic

Require 128-bit ef
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Cox ) (oot | [
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MS Windows Server 2012

Security Options

Set 'System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing' to 'Enabled’

A Local Security Policy \Ll_': System cryptography: Use FIPS compliant algorith_li-
File Action View Help m
& $ - x D = System cryptography: Use FIP'S compliant algorithms for
T Security Settings Policy * Security Setting =f|;  encyption, hashing, and signing
4 [ Account Policies s Network security: Force logoff when logen hours expire Disabled
5 Password Policy is| Network security: LAN Manager authentication level Send NTLMw2 res
4 Account Lockout Palicy | 1) Network security: LDAP client signing requirements Megaotiate signing ®) Enabled
4[3 chal Policies ] Network security: Minimum session security for NTLM SSP based (including... Require NTLI2 b () Disabled
5 Audit Policy 1s| Network security: Minirum session security for NTLM S5P based (including.., Require NTLMv2 -
b :. Vet P_‘i hts ﬁl‘«ssignment 1is| Network security: Restrict NTLM: Add remote server exceptions for NTLM a... Mot Defined
> 4 Security Options s Network security: Restrict NTLM: Add server exceptions in this domain Mot Defined
b N;:Wzm tM:na“;':;:“‘; 1 Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
b : Public Key Policies s Network security: Restrict NTLM: Audit NTLM authentication in this domain - Mot Defined /
b ™ Software Rdstriction Policie 1ie| Network security: Restrict NTLM: Incoming MTLM traffic Mot Defined
b ] Application|Control Policie s Network security: Restrick NTLM: NTLM authentication in this domain Mot Defined
b g IP Security Pplicies on Loca)| Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Mot Defined
b [ Advanced Addit Palicy Cor|| Recovery console: Allow automatic administrative logon Disabled
1s| Recovery console: Allow floppy copy and access to all drives and all folders  Disabled
1e| Shutdown: Allow systern to be shut down without having to log on Disabled
1s| Shutdown: Clear virtual memaory pagefile Disabled
1s| Systern cryptography: Force strong key protection for user keys stored on th... Mot Defined
1| systern cryptography: Use FIPS compliant algorithms for encryption, hashin., Disabled *\p
o] System objects: ReqUITE Case MSENSIITy TOT MON-WWnaows subsystems  tnabled
15| Systern ohjects: Strengthen default permissions of internal systern objects (., Enabled _
is| System settings: Optional subsystems ' | Cancel | | Apply |
Sustem zettinns: Lze Certificate Rules on Windows Frecutahles for Snftware ... Nisahled
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Set 'User Account Control: Admin Approval Mode for the Built-in
Administrator account' to 'Enabled’

=1 Local Security Policy \LL:
File Action View Help
e 2E XE =2
T Security Settings Policy “ Security Setting
4 [ Account Policies | Network security: Restrict NTLM: NTLM authentication in this domain Mot Defined
2, Password Policy ils| Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Mot Defined
. 1 Account Lockout Palicy 4] Recovery console: Allow automatic administrative logon Disabled
408 L?cal Policies 1| Recovery censole: Allow floppy copy and access to all drives and all folders  Disabled
5 Audit Fnlicy . 1s| Shutdown: Allow systern to be shut down without having to leg on Disabled
b -_ ) ] nment s| Shutdown: Clear virtual memory pagefile Disabled
8 2' Secunt}.r Options s] System cryptography: Force strong key protection for user keys stored on th... Not Defined
b - Network List Managler lf;:;; ls| System cryptegraphy: Use FIPS compliant algorithms for encryption, hashin.., Disabled
b : Public Key Policies ils| System objects: Require case insensitivity for non-Windows subsystems Enabled
b [ Software ReXtriction Policie]| Systern objects: Strengthen default permissions of internal system objects (e.. Enabled
b (| Application Cgtrol Policie,| System settings: Optional subsystems
b &, IP Security Poliches on Logal L Susts ”
b ] Advanced Audit Pofit L] User Account Contrel: Admin Approval Mede for the Built-in Administrator ... Disabled
12s| User Account Contran Evation ... Uisabled

e User Account Contrel: Behavior of the elevation prompt for administrators i...
s| User Account Contrel: Behavior of the elevation prompt for standard users
1s| User Account Contrel: Detect application installations and prompt for elevat..,
1| User Account Contral: Only elevate executables that are signed and validated
e User Account Contrel: Only elevate UlAccess applications that are installed i...
1s| User Account Contrel: Run all administrators in Admin Approval Mode

1s| User Account Contral: Switch to the secure desktop when prompting for ele.,

leer Arrannt Cnntral Yirknalize file and renictre write failures tnoner-ncer In

Prompt for conse|
Prompt for crede
Enabled
Disabled
Enabled
Enabled
Enabled

Frnahled

User Account Control: Admin Approval Mode for LIL-

Local Security Setting | Explain

User Accourt Cortrol: Admin Approval Made for the Buitt-in
Administrator account

=8y
=1 -

() Enabled

() Disaffled

Co ) o |

Apply
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AutoPlay Policies

Set 'Turn off Autoplay on:' to 'Enabled:All drives'




https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558



https://www.microsoft.com/en-us/download/confirmation.aspx?id=7558
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Security

Microsoft Baseline Security Analyzer Anaivzer

B® Microsoft

Download Center

Shop~  Products « Categories ~ Support « Security «
== Microsoft Baseline Security Analyzer 2.3 (for IT Professionals)

Select -
English - Download
Language - _ Free PC updates
* Security patches
* Software updates

The Microsoft Baseline Security Analyzer provides a streamlined * Service packs
method to identify missing security updates and common security * Hardware drivers
misconfigurations. MBSA 2.3 release adds support for Windows 8.1,
Windows 8, Windows Server 2012 R2, and Windows Server 2012,
Windows 2000 will no longer be supported with this release.

@Run Microsoft Update
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i ‘Baseline

Security

Microsoft Baseline Security Analyzer Anaivzer

g Microsoft Baseline Security Analyzer 2.3 . - - =1/|cF

Microsoft

Y. 2 o Microsoft
£ 2 ¥ Baseline Security Analyzer
Tasks Check computers for common security misconfigurations.
Scan a computer
—mreries The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2012 R2, Windows 8.1, Windows Server 2012, Windows 8, Windows Server 2008 R2,
S R R Windows 7, Windows® Server 2003, Windows Server 2008, Windows Vista, or Windows XP. Scanning computers for security updates utilizes Windows Server Update Services. You must have

_ administrator privileges for each computer you want to scan.
About Microsoft Baseline

Security Analyzer
5&' Scan a computer
Check a copputer using its name or IP Address.

;'. Scan multiph computers
Check multiplg computers using a domain name or a range of IP addresses.

scan reports

E View existing secON
from the previous scans.

View, print and copy tl

mk' Scan a computer
Check a computer using its name or IP Address.

ﬁ.. Scan multiple computers
Check multiple computers using a domain name or a range of IF addresses.

E View existing security scan reports
E View, print and copy the results from the previous scans.
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3 “‘Baseline

Security

Microsoft Baseline Security Analyzer Anaivzer

Microsoft

€ @ ¥ Baseline Security Analyzer

Which computer do you want to scan?

Enter the name of the computer or its IP address.

Computer name: HQ\ITOS-PONGRAPEE2 Bl (s computer]
IF address: . . . El
Security report name: %D % - %C % (6T %)

%D %% = domain, %C% = computer, %T % = date and time, 3%IP%: = IP address
Options:
Chedk for Windows administrative vulnerabilities
Chedk for weak passwords
Chedk for IIS administrative vulnerabilities
Chedk for SQL administrative vulnerabilities
Chedk for security updates
F Configure computers for Microsoft Update and scanning prerequisites
[] Advanced Update Services options:
Scan using assigned Windows Server Update Sen
Scan using Microsoft Update only

SCEn using o ne catalog on

Learn mare about Scanning COptions
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‘Baseline
Security

Microsoft Baseline Security Analyzer Anaivzer

g Microsoft Baseline Security Analyzer 2

Microsoft

A = . -
€ 7 ¥ Baseline Security Analyzer

Report Details for HQ - ITOS-PONGRAPEE?2 (2015-08-06 14:19:00)

“ g Security assessment:
i Potential Risk (One or more non-critical checks failed.)

Computer name: HQWTOS-PONGRAPEEZ

IP address: 172.17.12.111

Security report name: HQ - ITOS-PONGRAPEEZ (8-6-2015 2-19 PM)
Scan date: 3/6/2015 2:13 PM

Scanned with MBSA version: 2.3.2211.0

Catalog synchronization date:

Security update catalog: Microsoft Update

Sort Order: | Score (worst first)

Security Update Scan Results

Score Issue Result

@ Developer Mo security updates are missing,
Tools, What was scanned  Result details
Runtimes, and
Redistributables
Security
Updates

] Office Security Mo security updates are missing.
Updates What was scanned  Result details

@ SGL Server No security updates are missing.
Security What was scanned  Result details
Updates

@ Silverlight No security updates are missing.
Serritv Wbt wae crannad Do il Aetaile

& Print this report Copy to dipboard EJ Previous security repart

Mext security report

i
e
ks
m
a}
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install OS Ine'lsidensia network

* Update Patch

e Set 'Minimum password length' to '14 or more character(s)’

» Set 'Enforce password history' to '24 or more password(s)

* Set 'Password must meet complexity requirements' to 'Enabled’
» Set 'Store passwords using reversible encryption' to 'Disabled’
e Set 'Minimum password age' to '1 or more day(s)

* Set 'Maximum password age' to '60 or fewer days'

* Set 'Account lockout threshold' to '5 invalid logon attempt(s)'
» Set 'Account lockout duration' to '15 or more minute(s)’

» Set 'Reset account lockout counter after' to '15 minute(s)'

* Set 'Audit Policy' to 'Success and Failure'
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Security Log 196,608

System Log 32,768

Application Log 32,768

Configure 'Accounts: Rename administrator account'

Configure 'Accounts: Rename Guest account'

e Set 'Accounts: Limit local account use of blank passwords to console logon
only' to 'Enabled’

* Set Shut down system immediately if unable to log security audits to
'‘Disable’

* Set 'Interactive logon: Display user information when the session is locked
'Enable’

* Interactive logon: Do not display last user name 'Enable’

 Set 'Interactive logon: Do not require CTRL+ALT+DEL' to 'Disabled'

* Set 'Interactive logon: Machine inactivity limit' to '900 or fewer seconds'
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 Set 'Interactive logon: Number of previous logons to cache (in case
domain controller is not available)' to '4 or fewer logon(s)'

» Set 'Interactive logon: Prompt user to change password before expiration'
to '14 or more day(s)'

* Interactive logon: Message text for users attempting to log on
===== UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED. =====
,You must have explicit permission to access or configure this device.,
“All activities performed on this device may be logged"," and violations,

of this policy may result in disciplinary action"," and may be reported,
to law enforcement. There is no right to privacy on this device.

*Interactive logon: Message title for users attempting to log on (Warning)
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» Set 'Network access: Do not allow anonymous enumeration of SAM
accounts and shares' to 'Enabled’

» Set 'Network security: Allow Local System to use computer identity for
NTLM' to 'Enabled’ (Domain Controller)

* Set 'Network security: Allow LocalSystem NULL session fallback' to
'‘Disabled’

* Set 'Network security: LAN Manager authentication level' to 'Send
NTLMv2 response only. Refuse LM & NTLM'

* Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) clients' to 'Require NTLMv2 session security,Require
128-bit encryption
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» Set 'Network security: Minimum session security for NTLM SSP based
(including secure RPC) servers' to 'Require NTLMv2 session security,Require
128-bit encryption'

» Set 'System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing' to 'Enabled’

» Set 'User Account Control: Admin Approval Mode for the Built-in
Administrator account' to 'Enabled’

* Set "Turn off Autoplay on:' to 'Enabled:All drives'

* Microsoft Baseline Security Analyzer (Scan System)
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Installing Secure FTP Server on Windows Using IIS
lIS Server

= Server Manager -

@ v Server Manager * Dashboard & Manage  Tools  View

i Dashboard WELCOME TO SERVER MANAGER

B Locarsernver

ii All Servers

o Configure this local server
B App Server =

WE File and Storage Services [ QUICK START
® IS 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW o .
4 Create a server group

5 Connect this server to cloud services

Hide
LEARM MORE
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Add Roles and Features

= Add Roles and Features W@ - | O -

- . DESTIMATION SERVER
Before you begin waK1257D
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organization, such as sharing documents, or
Insiallation Type hosting a website.

Server Salection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong passwaord
* Metwork settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default
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Installing Secure FTP Server on Windows Using IIS
Installation Type

M= Add Roles and Features Wizard I;Ii-

DESTINATIOM SERVER

Select installation type wak1251D

Select the installation t}rpe You can install reles and features on a running physical computer or virtual
machine, or on an gffline ual hard disk [VHD).

® Role- hased or feature-based installation
e roles, role senNces, and features.

T Remote Desktop Services installation
Install required role services for Virtual Desktop Infradtructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous.

Install Cancel




MS Windows Server 2012 M EGA

Installing Secure FTP Server on Windows Using IIS
Installation Type

I Add Roles and Features Wizard I;li-

=

DESTINATION SERVER

Select destination server e

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

(@) Select a server from the server pocl

IP Address Ogerating System

164.115.35.246... Microsoft Windows Server 2012 B2 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2812, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

caollection is still incomplete are not shown.

< Previous
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Installation Type

E Add Roles and Features Wizard I;li-

=

DESTINATION SERVER

Select server roles e

Select one or more roles to install on the selected server.

Before You Begin

Roles Description

~ FTP Server enables the transfer of
| Fax Server files between a client and server by
Ne and Storage Services (2 of 12 installed) using the FTP protocol. Users can
establish an FTP connection and
. . transfer files by using an FTP client
[] Metwork Policy and Access Services or ETP-enabled Web browser.

CIWFTP Server (1 of 2 installed

[] Windows Server Update Services

< Previous
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Installing Secure FTP Server on Windows Using IIS
Installation Type

fesi Add Roles and Features Wizard =10 -

DESTIMNATION SERVER

Select features o

Select one or more features to install on the selected server,

Before You Begin

Insigllation Tvpe Features Description
Server Selection - 3
b/”TH] .NET Framework 2.5 Features (1 of 3 installed) NET Framework 4.5 provides a
comprehensive and consistent
Q. MNET Framework 4.5 Features (2 of 7 installed) programming model for quickly and
[] Backororessatallinent Trancfamberrite (BT5) easily building and running
. - . licaticns that are built for various
BitLocker Drive Encrypt o
[] I QEKEr LTIVE EncrygEian platforms including desktop PCs,
[] BitLacker Network Unlock Servers, smart phones and the public
[ BranchCache and private cloud.

[] Client for MNFS

[] Data Center Bridging

[] Direct Play

[ Enhanced Storage

[] Failover Clustering

[ Group Policy Management
[] 15 Hostable Web Caore

[] Ink and Handwriting Services

— -

< | i | 3

< Previous Mext = Install Cancel
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|IS Start Services

r
| IS Windows Server

€)8

o Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

£3z# Benvenuto End

“ 3 ‘.. Bienvenido Hos geldiniz | oxan oooa Welkom

Bem-vindo l ]

ﬂ Firefox automatically sends some data to Mozilla so that we can improve your experience, Choose What | Share | x
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Installing Secure FTP Server on Windows Using IIS e
Server Certificates

& Internet Information Services (11S) Manager

CHR) |ii§| b W2KIZSTD »

File View Help

S W2K12STD Home L
&,' ii'l I |& $ Open Feature
-5 Start Page ) —
i Filter: - Go ~ Show All | Group by:  Area - &8~ Manage Server
A..qﬂ W2K125TD (W2K125TDNadmi C l P H & Restart
[} Application Pools FTP i B ) - T; -
4@ Sites 2 ‘,'_b _ i : =
b€ Default Web Site G i) G i G G i B Stop
FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging FTP Logon FTP FTP Request View Application Pools
Authentic.. Authorizat.. Browsing Support  Address a.. AttemptR..  Messages Filtering i )
o View Sites
N 2 :
= &) Change .NET Framework Version
FTP 55L FTP User O Get New Web Platform Components
Setti Isolati
ngs solation @ He|p
15 ~
B i I!$ = -
B d o B 2 g
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP Logging  MIME Types
Document  Browsing Mappings Respon...
o 3
4=t o= Logl €ty
Modules Output Request Server Worker
Caching Filtering  : Certificates cesses 'ﬁ'
Management Default Directory  Error Pages
D ;‘% Docurmnent  Browsing
=
Configurat... Feature Shared = {%
Editor Delegation  Configurat.., o= ¥
Log) Xy
Request Server Worker
Filtering Certificates | Processes
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Installing Secure FTP Server on Windows Using IIS
Create Certificates

iy Internet Information Services (1I5) Manager

@"@ | 85 » wakizsTo »

File View Help

Comedtons 3 |acions |
Q- Lil2 & ;! Server Certificates

------ - Start Page

-85 W2K125TD (W2K125TD\admi

J Application Pools Filter: - ¥ Go -~ % Show All | Group by: Mo Grouping =

4.5 Si Create Domain Certificate...
‘ E Sites . “ Issued To Issued By Expiration Date Certificate
14 Default Web Site

Import...

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Request...
Complete Certificate Request...

MName

Create Self-Signed Certificate...

Enable Autematic Rebind of Renewed

@ Help

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of Renewed Certificate
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Installing Secure FTP Server on Windows Using IIS ‘ FTP\
Create Self-signed Certificate J @

O P P i o o O |z [T

Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate autherity for
signing:

Specify a friendly name for the certificate:

|1‘tpra}ratai|

Select a certificate store for the new certificate:

|Per5|:|nal W

Ok | | Cancel
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Create Self-signed Certificate

#;! Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.

Filter: ~ WGo - % Show All | Group by: No Grouping M
MName - Issued To Issued By Expiration Date Certificate Hash
ftprayatai W2K125TD WZK125TD 6/3/2016 5:00:00 PM  CF438B4COEETFBADG

emmeMAnc
YuAllnuo

Import...

Create Certificate Request..,
Complete Certificate Request..,

Create Domain Certificate...

Create Self-Signed Certificate...

View...
Export...
X Remove

Enable Automatic Rebind of Renewed Certificate

@ Help
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Create FTP site J ‘

ﬂ% Internet Information Services (lIS) Manager

f@ C | 9 W2KI2STD »

File  View Help

_ﬂ), 12 18 @ wak125TD Home
...d5 Start Page
1 165 W2K125TD (W2K12S

Filter: + ¥ Go - (g Show All | Group by: Area - 5~

i3 Refresh T
& Remove Connection i - =
. G i Go
@ AddWebsite.. FTP Directory FTP Firewall ~ FTPIP  FTP Logging FTP Legen
Start f..  Browsing Support Address a... Atternpt R...
B Stop N =T,
M) AddFIF Siie.. -t FTPSSL  FTP User
Settings Isolation
Rename ||
- y
{2 Switch to Content View
= R " I—-ZT—_
B E e H & & <&
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon..
&= m RN fa e Fa e
p; m > |§ Features View |2 Content View
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Installing Secure FTP Server on Windows Using IIS L~ FIP|

Create FTP site J @

Add FTP Site [ » I
q Site Information

FTP =zite name:
||-—I'P_Sern.rer

Content Directory
Physical path:

| chinetpubowwwroot
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Create FTP site

Add FTP Site

q Binding and SSL Settings

Binding
IP Address: Port:

|AII Unassigned v| |2'I |

[ 1 Enable Virtual Host Mames:

Start FTP site autornatically

S5L
) Mo SSL

() Allow S5L
®) Require 55L
551 Certificate:

Mot Selected W Select...

ftprayatai

| Previous || M ext

Cancel




MS Windows Server 2012 o~ EGA

AAAAAAA

Installing Secure FTP Server on Windows Using IIS FTP\

Create FTP site J @

Add FTP Site [z ]

0 Authentication and Authorization Information

Authentication

[ ] Anonymous
[] Basic

Authorization

Allow access to:

|Specified USErs v|

|f'tp_u ser |

Permissions

Read
Write

Previous Finish | | Cancel
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Login FTP site

' — .
2 ftp_user@164.11535.246 - Filezila I —

| File Edit View Transfer Server Bookmarks Help
i . = o e
1 -|[HOCR) 2+ " &&|ITALTN
Host:  164.115.35.246 Username:  ftp_user Password: esesssssssss Port: B

Status: Connecting to 164,115.35.246:2)
Status: Connection established, waitin| Unknown certificate ﬁ
Status: Initializing TL5...
Status: Verifying certificate... Al The server's certificate is unknown, Please carefully examine the certificate
b to make sure the server can be trusted.
Details
Local site: | ChUsers\pongrapeet\Downloads', Valid from: 6/4/2015 8:27:04 PM
— T T O Valid to: 6,/4/2016 7:00:00 AM
[+ g Downloads )
Serial number: 6e:99:93:69:49:dd:8%:ad:44:fe:59:8e:f3:3a: b

i Favorites ) _ i ]
Public key algorithm:  RSA with 2048 bits

P Links ) )
. Signature algorithm:  RSA-5HAL
| Local Settings ) )
U Music Fingerprint (SHA-256): 17:79:2c:23:c6:b0:6b:fe73:65:f8:aa:7 2: 1 cddl:
My D " cf:84:e9:1b:07:b0:91:f2:6c:5f . 2cearba:d40:34:3a
£ Yy Joctments Fingerprint (SHA-1):  ch43:8b:dc:Oe:eT:Fb:al:6c:76:47:3b:01:66:07:78:24:0:35:06
Filename 1 Subject of certificate Certificate issuer I
Common name: W2K125TD Common name: W2K125TD
. anamai_2
) Cloud Critical and Severe Session details
| jdecversionl.2 Host: 164.115.35.246:21
. JPEGsnoop_vl 7 3 Protocol: TLS1.2
| report_cloud Key exchange: ECDHE-R5A
T, Cipher: AES-256-CBC
4 T | MAC: SHA3E4

127 files and 6 directories. Total size: 387,783,493 T

Server/Local file Direction R{ [ Always trust certificate in future sessions.
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@ OpenVAS

‘* Open B Vulnerability Assessment System

Vulnerability Assessment Software

\k{//

Nessus’

" Microsoft Baseline

VULNERABILITY W security Analyzer
ASSESSHENT

Best Practices

X Nexpose  GFlLanGuard

Network security scanner and patch management
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e S ®
W NEXPOSE

SN E O hd O =

€ @ https//localhost 2780/ home.jsp ¢l Qv
@J Most Visited :: Getting Started m Log on to MNexpose D » 5nian - fu The Star... 3= Log on to CCS Vulnera.., :: Course Assignment: p... D Tvaaadlann Youtube.., n MNexpose installers, md...

w nexpose M Assets Vulnerabilities Policies Reports Tickets Administration o = ? ensv
Home ET; Search B
Risk and Assets Over Time View by site or asset group Q v X

= m 400
o
E &I 300
s 1
-
};:2 200 E
M w
100
1M
26. Jan 3. Feb 23. Feb 3. Mar 23. Mar 6. Apr 20. Apr 4. May 18. May 1. Jun 15. Jun 25, Jun 13 Jul 27. Jul
Assets Risk Score Highest-risk Site Highest-risk Asset Group Highest-risk Asset Highest-risk Tag
238 3,110,245 anamai_No2 203.157.64.18
( : . . N/A N/A
was 238 & (Wwas 31 A 487 was 481,772) o
Sites w X
Hame Assets Vulnerabilities Risk Scan Engine Type Scan Status @E Scan Edit Delete
rtp_polis_crimes 2 10 3,455 | Local scan engine Static Scheduled scan finished on Fri Jul 31 2015 @ rf 1
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Rapid7 Nexpose

Nexpose: System Requirements Browsers

Officially Supported Systems Google Chrome (latest) (RECOMMENDED)
Minimum Hardware Mozilla Firefox (latest)

2 GHz+ processor (Dual-core processor Mozilla Firefox ESR (latest)
recommended) Microsoft Internet Explorer 9%, 10, 11

8 GB RAM (16 GB recommended)

80 GB+ available disk space (10 GB for
Community Edition)

10 GB+ available disk space for Scan engines
English operating system with English/United
States regional settings

100 Mbps network interface card (1 Gbps NIC
recommended)
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Rapid7 Nexpose

Operating Systems
64-bit versions of the following platforms are supported.

Ubuntu Linux 12.04 LTS (RECOMMENDED)
Ubuntu Linux 14.04 LTS

Ubuntu Linux 10.04 LTS*

Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012 R2
Microsoft Windows 8.1

Microsoft Windows 7 SP1+

Red Hat Enterprise Linux Server 6.5 or later
Red Hat Enterprise Linux Server 5.10 or later
Kali Linux 1.0.x

Virtual Machines on VMware ESXi 5.x, VMware vCenter Server 5.x
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W NEXPOSE

LIVE WEBCAST
THURS AUGUST 13 @ 2PM ET/11AM PT

RAPIDY)

METASPLOIT

Solutions

APPSPIDER

REQUEST DEMO

£ m Log on to Nexpose B & 5nias - fu The Star... 3= Log onto CCSVulnera., | Course Assignment: p... I3 Tnasadilann Youtube.., ﬂ Mexpo

T 09:53:07 REeGISTE

..... L e
Products & Services Partners Resources
USERINSIGHT SERVICES
REQUEST DEMO Security Awareness
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Rapid7 Nexpose

(- & www.rapid?.com/products/nexpose/compare-downloads jsp Elv¢C| Qw ? ff B |

@] Maost Visited Getting Started| w Log on to Nexpose B » Snuan - U The Star.. & Log on to CCS Vulnera... Course Assignment: p... B Wasralan Youtube.. ﬂ MNexpose installers, md...

RAP’DD Solutions Products & Services Partners Resources About Us Q

Enterprise Consultant Express Community
Edition Edition Edition Edition
Fully Functional 14-Day Free 7-Day Trial Free 7-Day Trial Limited Features - No
Trial Expiration
For IT Security Consulting For Small Organizations Individual Users

Scalable For Medium to L
o Organizations
Large Organizations and

Security Teams

FREE TRIAL FREE TRIAL FREE TRIAL
FREE TRIAL

The Consultant The Express edition The Nexpose
edition includes: includes: Community edition
includes:

The Enterprise
edition includes:
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Community
Edition

Limited Features - No
Expiration

. Ch D load T =
ndividual Users cose Howntead Type

Software Installation
(Windows / Linux)

ViMWare Virtual Appliance

FREE TRIAL

The Nexpose

Community edition
includes:

Scans networks, 05 and
DBs

Deployment option:
software




MS Windows Server 2012
Rapid7 Nexpose

RA‘ ’DD Solutions Products & Services

NEXPOSE COMMUNITY
REGISTRATION

Rapid7 s Mexpose® Community edition is a security risk intelligence sclution designed
forindividual use and small organizations [up to 30 people]. Nexpose is an award winning
vulnerability scanner that allows you to understand the security risk of your entire IT
environment, exposes security threats, and pricritizes them so you can remediate the

vulnerabilities that matter most on your network.
Register now for a free 1-year license of Nexpose Community!

In order for you to successfully install Nexpose, you must meet system

requirements.

O—r—
S
[nexpose

Support @ Login  Careers [SsigcRrelo]ES
Partners Hesources About Us Q
English «
All fields are mandatory

First Mame

Last Mame

Job Title

Job Level

Company Mame

Work Phone
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All fields are mandatory

First Mame

pongrapee
State/ Province
Last Mame
) Captcha
Job Title MSEERADUNIADY LiantasviiiAsas
an WHASAAT n
D SulilrTlsunsu

anlula reCAPTCHS

Job Level P

Read the Terms & Conditions
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Next steps to get started with Nexpose Community

STEP 1: Download

Windows Linux

54-Bit mdSsum &4-Bit mdSsum
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Opening NeXposeSetup-Windowsbd.exe M

Rapid7 Nexpose

You have chosen to open:
8] NeXposeSetup-Windows64.exe

which is: Binary File (487 ME)
from: http://download2.rapid?.com

Would you like to save this file?

STEP 2: Install

Save File ] [ Cancel ]

. A

Once the download is complete, run the installer and follow the step
by step instructions.

STEP 3: Activate

An email containing your license key has been sent to the email
address provided on the previous registration page. Insert your
license key into Nexpose to activate and unlock Nexpose Community.

Hote: t may take up to 15 mins to receive vour license delivery email. Please
check vour spam folder, if vou do not receive the email or cannot find the license
key in the email, contact info@rapid7. com.
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: Swofford, Caitlin < caitlin_swofford @ rapid?.com=
WG adaanng : Your Nexpose License Key — Get Started
fiv : pongrapee narkmanee <pongrapee@ega.or.th>

@aunau : Swofford, Caitlin
<messages.663271.41651790.409e50a784 @rnessages.netsuite.com>

ll@il.ﬁo.th . .
. Your Nexpose Community License Key Rapid7
GH8Y-52PC-HM7P-7QNJ Follow the steps below to get started

Thank you for registering for Nexpose Community. Please follow the steps below to
activate your free software license.

1. If you have not downloaded our software yet, do so here: Download Nexpose

2_ After download is complete, run the installer and enter your product key to activate your
license

Your License Keyy GH8Y-52PC-HM7P-7QNJ

Need Help? If you run into any problems, we will get you up and running
Community: Join the Nexpose Community for Support

Guide: Check out our Nexpose Quickstart Guide for further assistance
Video: Step by Step: Downloading and Activating Nexpose

We hope you enjoy Nexpose
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€& & vwwienable.com/products/nessus/nessus-professional Ed ~ & || Q Search

5 Most Visited :: Getting Started| m Log on to Mexpose B3 » 5niae - U The Star.., 5 Log en to CCS Vulnera.., r: Course Assignment: p... B tvasralann Youtube.., ﬂ Mex

/m%. tenable Try  Buy Partners 5
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Products Product Resources

o All Products
wnloac

er Dashboards

* Nessus ¢ SecurityCenter Report Templates

Vulnerability Scanning and Vulnerability Management

Messus Do

s SocurityCenter
Continuous Metwork Monitoring and Wulnerability Analytics

Secun

vy ent

Assurance Report Cards

e Passive Vulnerability Scannetr
MNessus Sample Report

Identify Serser- and Client-side Vulnerabilities in Mew or Transient Assets

Configuration Audits
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MNessus Home

Nessus

Cloud hosted vulneralility
rmanagement

What it does
Request an Evaluation Request an Evaluation

Designed For Home use only single users, commercial Multiple users, commercial Multiple users, commercial

Vulnerability scanning Vulnerability scanning Vulnerability management

Standard evaluation timeframe Unlimited 7 clays 14 days 14 days

Buy Buy Buy
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Please Select Your Operating System

»  Microsoft Windows
v MacOSX

v Linux

+  FreeB5D

r GPG Keys
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Please Select Your Operating System

~ Microsoft Windows

Windows Server 2008, Server 2008 R2", Server 2012, Server 2012 R2, 7,
and 8 (64-hit)
Fila: MNessus-6.4.3-x64.msi

MO5: b8lcfcadc785cab33dabifadfhallEs

Windows Server 7, and 8 (32-bit)
File: Nessus-6.4.3-Win32Z.msi

MDE: 7bc7e2152d8621e54132423d1abdchas

r MacO5X
» Linux
v FreeBSD

r GPG Keys
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Subscription Agreement

TEMAELE METWORK SECURITY. IMC. |:|
MESSLIS®
SOFTWARE LICEMSE AMD SUBSCRIPTION AGREEMEMT

This is a legal agreement (Agreement”) between Tenable Metwork
Security, Inc., a Delaware corporation having offices at 7021

Columbia Gateway Drive, Suite 200, Columbia. MD 21046

iTenable™, and you {"You”). the party licensing Software and/or
downloading the Plugins through Tenable’s subscription service jas
each capitalized term is defined below) This Agreement covers il

Your permitted use of the Software and/or the Plugins. as applicable

These technology andsor software were ficensed in accordance with the US
Dapartmant of Commearce Export Administration Reguiations (EAR) found at 15 CFR
Parts 730 et seq. Diversion contrary to USs faw is prahibited. No physical or

putational access by nationals of any country listed in Coundry Group Exlin
1o part 70 ofthe EAR {including Cuba, lran, N. Koreaq, Sud

col
Supplameant
Syria)is permitted.
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Opening Nessus-6.4.3-Win32.msi ﬁ

You have chosen to open:

YStEI‘[‘l i Nessus-6.4.3-Win32.msi e

_I which i Windows Installer Package (21.1 MEB) atf
from: https://downloads.nessus.org 1
Save File an

tablets'phones, web servers and crtical infrastructure

Would you like to save this file?

v 2012, Server 2012 R

Key features include
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http://../../../..]../../windows\systems32\cmd.exe
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https://pentestlab.wordpress.com/2012/06/29/directory-traversal-cheat-sheet/
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l QUESTION & ANSWER SESSION

Name wydise uamueil  [Information Security Engineer]
e-mail : pongrapee@ega.or.th tel. : 02-612-6000(4303)
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Electronic Government Agency (Public Organization)

website : www.ega.or.th
e-mail : helpdesk@ega.or.th
Tel. : (+66) 0 2612 6000
Hotline : (+66) 0 2612 6060

| Thank You Ao




