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DNS Concepts
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DNS Types
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Name Space

Name Space - uu Internet a”umsmuﬂumsmﬁamaﬂ
way IP Address @oazdaviiftadilidiAu wivaaniidy 2
LU Aa

Flat Name Space - ns6ivfia Name Space “LifiTasoa519 L2iu
123.testx, asdf.12

Hierarchical Name space - n36edia Name Space wuuil
Taseasoiduadudiu iy .th , .orth , ega.or.th

G-CERT

EGA N2



Domain Name Space

< Domain Name Space - {1as9asvuuuaiautu iy Tree 1nad
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DNS Server and Zone

DNS Server - \a3adnauiiiinas wia TusuasuidugiudiayatisnAu
Domain Name way IP Address way 1iuanisudas Domain Name ‘luilu
IP Address liajinnssavua twaldarvdvdvnatuadtasadnaninitaasnd
IP Address @59y Domain Mjavua

Zone - 13a Domaln fa Fotdendu 1aa DNS Server avmwmuwauam
13810731 Zone file Lwamumauamaomm node Aale domain 1ue ’imﬂ‘m

Primary Server - vinutiniLau Zone file UTuilsa/unla/aua Zone file e

Secondary Server — vinnihianalaudayatnadnu Zone file 1nann DNS
Server auq ('lav9 Primary way Secondary)

Zone file Aa file miﬂjLﬂumauammﬂu Domain 108323 Resource Record tiuénhivuan
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Resource Record (Zone File)

A - Address record @a record MA1%&1¥u map Host name lu
IP Address

<host> IN A <IP-address>

AAAA - Address record @a record M14i&1%¥u map Host name
1w IPv6 Address

<host> IN AAAA <IP-address-IPv6>

CNAME - Canonical name record @a record 14 map 1udndia
<alias-name> IN CNAME <real-name>

MX - Mail Exchange record @a record M ldiaaiAuszuy email
IN MX <preference-value> <email-server-name> @
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Resource Record (Zone File)

< NS - Name Server record @a record fiud9 name server iy
Authorize server 2ad domain 1u¢

IN NS <nameserver-name>

NG

< PTR - Pointer record #ia record Al4i&%¥u map IP Address 11
11lu Host name

<IP-address> IN PTR <host-name>
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Resource Record (Zone File)

SOA - Start Of Authority resource record Aa record AvAu
sneaztdan’n DNS Server m“l,uum‘nmmﬂu Primary server
229 TALNUTUTINIINTELIUNSLALAIMNATUNNS update diaya
AaY Secondary server

@ IN SOA <primary-name-server> <hostmaster-email> (
<serial-number>
<time-to-refresh>
<time-to-retry>
<time-to-expire>
<minimum-TTL> )
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Forward Zone File (Example)

$TTL 86400
@ IN SOA dnsl.example.com. root.example.com. (
2015080301 ; serial

21600 ; refresh after 6 hours
3600 ; retry after 1 hour

604800 ; expire after 1 week
86400 ; minimum TTLof 1 day )

IN NS dnsl.example.com.
IN NS dns2.example.com.
IN MX 10 mail.example.com.
IN MX 20 mail2.example.com.
IN A 10.0.1.5

serverl IN A 10.0.1.5

server2 IN A 10.0.1.7

dnsi1 IN A 10.0.1.2

dns2 IN A 10.0.1.3

ftp IN CNAME serverl

mail IN CNAME serverl

mail2 IN CNAME server2

www IN  CNAME server2 ,@
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Reverse Zone File (Example)

$TTL 86400
@ IN

IN

IN
20 IN
21 IN
22 IN
23 IN
24 IN
25 IN

SOA
201508
21600
3600
604800
86400

NS

NS

PTR

PTR

PTR

PTR

PTR

PTR

dnsl.example.com. hostmaster.example.com. (
0301 ; serial

: refresh after 6 hours

; retry after 1 hour

: expire after 1 week

» minimum TTL of 1 day )
dnsl.example.com.
dns2.example.com.
alice.example.com.
betty.example.com.
charlie.example.com.
doug.example.com.
ernest.example.com.
fanny.example.com.
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http://fanny.example.com

DNS Server Installation (BIND)

“ findg BIND
[root@master ~]# yum install bind bind-utils —y

* Config 19 Service BIND run 1aaada1uiie 11niin1s Restart Server
[root@master ~]# chkconfig named on

+ &9 Service BIND Start
[root@master ~]# service named start

Generating /etc/rndc.key: [ OK ]
Starting named: [ OK ]
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M9IARAU service

< ardvlunisnsradau’n Service vinvuatinaa'li

[root@master ~]# netstat -natup | grep named

tcp 0 0127.0.0.1:53 0.0.0.0:* LISTEN 1284/namec
tcp O 0127.0.0.1:953 0.0.0.0:* LISTEN 1284/namec
tcp O 0::1:53 ik LISTEN 1284/namec
tcp O 0::1:953 ik LISTEN 1284/namec
udp 0 0127.0.0.1:53 0.0.0.0:* 1284/named
udp 0 0::1:53 o 1284/named
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Iptables Configuration

< 1in Policy firewall &1i5ul Service DNS

[root@master ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 53 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p udp --dport 53 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT @
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DNS Configuration

< wi'la Config 1malal text editor 117 /etc/named.conf
[root@master ~]# vi /etc/named.conf
options {
listen-on port 53 { any; };
listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
allow-query  { any; };
recursion yes;

) o~
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DNS Configuration

“*BIND Configuration

options {
dnssec-enable yes;

dnssec-validation yes;

dnssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";

Y N
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Domains Configuration (Create)

< ualai file config
[root@master ~]# vi /etc/named.conf

zone "labs.test" IN {
type master,
file "labs.test.db";
allow-update { none; };
3
zone "250.168.192.in-addr.arpa" IN {
type master,
file "250.168.192.in-addr.arpa.db";
allow-update { none; };

% NS
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&919 Forward Zone File

“ &9 Zone file TmiTaaas19'13% folder /var/named/
[root@master ~]# vi /var/named/labs.test.db

$TTL 86400
@ IN SOA ns.labs.test. root.labs.test. (
2015080301 ; serial
21600 : refresh after 6 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL of 1 day
IN NS ns.labs.test.
IN MX 10 mail.labs.test.
IN MX 20 mail2.labs.test.
IN A 192.168.250.250
serverl IN A 192.168.250.10
server2 IN A 192.168.250.20
ns IN A 192.168.250.250
ftp IN CNAME serverl
mail IN CNAME serverl
mail2 IN CNAME server2
WWW IN CNAME server2
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&919 Reverse Zone File

“*&919 Reverse Zone File

[root@master ~]# vi /var/named/250.168.192.in-addr.arpa.db

$TTL 86400

@ IN SOA ns.labs.test. root.labs.test. (
2015080301 » serial

21600 : refresh after 6 hours
3600 » retry after 1 hour
604800 » expire after 1 week

86400 ) » minimum TTL of 1 day
IN NS ns.labs.test.
10 IN PTR  serverl.labs.test.
20 IN PTR  server2.labs.test.
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Master Server Configuration

< Config vAntinlusgiunay Zone Mauaaliidruisa transfer zone file 14l
(19 Slave 16 (Config 1 Master Server)

[root@master ~]# vi /etc/named.conf
zone "labs.test” IN {

type master;
file "labs.test.db";
allow-update { none; };
allow-transfer { 192.168.250.251; };

o
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Slave Server Configuration

< Config 1% Slave transfer zone ann Master (Config i Slave Server)

[root@master ~]# vi /etc/named.conf
zone "labs.test” IN {
type slave;
masters { 192.168.250.250; };
file "labs.test.db";

allow-update{ none; };

o
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