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www.pfsense.org

@ pfSense® - World's Most... X =

i @  https://www.pfsense.org

Store | Support Portal Partner Login Blog | Partner Locator

Tour Products Services Support Training Community Download

OPEN SOURCE SECURITY

Secure networks start here.™ With thousands of
enterprises using pfSense® software, it is rapidly
becoming the world’s most popular open source

network security solution.

Get Started Now
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www.pfsense.org

Q@ Download pfSense Comm... ¥+

€ & | httpsy//www.pfsense.org/download/ [E I Search TB 9 3 4 ©

Store | Support Portal Partner Login Blog | Partner Locator

Tour Products Services Support Training Community

Download Home | Download

Latest Stable Version (Community Edition)

This is the most recent stable release, and the recommended version for all installations. For upgrade information, see the

Upgrade Guide.
Select Image To Download Subscribe To Our Newsletter

File Type: Install  ~ Enter your email address for our low-volume

Architecture: |AMD64 (64-bit) ~| @ announcements mailing list

Platform: |CD Image (ISO) Installer v‘

(opens new browser window or tab)

Mirror: |Singap0re v|

& DOWNLOAD

SHAZ256 Checksum:
81696cfd3ceb33b1a955a5d19ff3e5elfcc5dbe2100185b0154d30f29314
050
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Installation

elcome to pfSense

Boot Multi User [Enterl
Boot [Slingle User
[Ezclape to loader prompt
Reboot

Options:
5. [RElernel: kernel (1 of 2)
6. Configure Boot [Olptions...

Autoboot in 5 seconds. [Spacel to pause
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Installation

done.

Launching the init system
Initializing

starting device manager (dewd)...done.

[ Preszs R to enter recovery mode or 1
[ press I to launch the installer 1

(Rlecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller wWwill be invoked

Timeout before auto boot continues (seco

Installer Hode selected. .. Z . .
Launching pfSensze Installer... O O

kern.geon. debugflags: B -> 16
UMnare detected. The installer wWwill make changes to tune this host.....
One moMent please...

Launching Installer HCurses frontend...
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Installation

Configure Console Select Taszk

< OQuick-Easy Install >

< Accept these Settings >

Are you SURE?

< Cancel >
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Installation

Install Rernel

¢ Standard Kernel >

Executing Commands

5

¢ Cancel >

< Reboot >
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Installation

pfSense i= now rebooting

After the reboot is complete, open a web browser and
enter https:-~-192.168.1.1 (or the LAN IP Address) in the
location bar.

You Might need to acknowledge the HTTPS certificate if
your browser reports it as untrusted. This i= normal
as a =self-signed certificate is used by default.

: admHin
: pf=sense

Reboot ing zeconds. CTRL-C
Rebooting in zeconds. CTRL-C
Rebooting in zeconds. CTRL-C
Rebooting in seconds. CTRL-C
Rebooting in second.. CTRL-C

pfSense i= now rebooting.

F1 pf3ense

F& PXE
Boot: F1

BTX loader 1.88 BTX wersion is 1.82
Consoles: intermal videoskeyboard
BIOS drive C: is diskd

BIOS 638kB-522176kB available mMemMory

FreeB5D/xB6 bootstrap loader, Revision 1.1
(root@ce23-amd64-builder, Tue May 17 19:28:22 CIT 2816)
Loading ~boot-sdefaults-loader.conf

e-Government Agency
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Installation

Generating RRD graphs...done.
Starting =syslog...done.
Starting CRON... done.
pfSense (pfSense) 2.3.1-RELEASE ardb4 Tue May 17 18:46:53 CDT 2816
Bootup complete

FreeB5D-amdB64d (pfSense.localdomain) (ttyvB)

=xx lelcome to pfSensze 2.3.1-RELEASE (amd64 full-install) on pfSense ===

HAN (wan) -» eMA -» vd/0HCP4: 192.168.146. 14424
LAN (lan) -» emMl -» yd: 192,

gl
1)
2]
3]
4]
=)
6]
7]
8)

Logout (SSH only) 9)
Azsign Interfaces 14)
set interface(s) IP address 111
Reset webLonfigurator password 12)
Reset to factory defaults 13)
Reboot systen 14)
Halt systen 15)
Ping host 16)
shell

Enter an option: [

168.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pf3ense Dewveloper Shell
Update from console

Enable Secure Shell (=s=shd)
Restore recent configuration
Restart PHP-FPM

e-Government Agency
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Network Setup

Generating RRD graphs...done.
Starting syslog...done.
Starting CRON... done.

pfSense (pf3Sense) 2.3.1-RELEASE amdB64 Tue May 17 18:46:53 CDT ZH16

Bootup complete

FreeB5D/amd64 (pfSense. localdomain) (ttyvud)

=== Llelcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on pfSense sewex

HWAN (wan) -> emB -> vids/0HCP4: 192.168.146. 144,24

LAN (lan) -» emMl > wd:

Logout (3SH only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option

192,

9
18)
11)
12)
13)
14)
15)
16)

166.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

*xx Helcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on pfSense sexx

HAN (wan) -> emd -> vis/0HCP4: 192.168. 146. 14424

LAN (lan) -» eml -» wd: 192

Logout (SSH only) )
Assign Interfaces 18)
Set interface(s) IP address 11)
Reset webConfigurator password 12)
Reset to factory defaults 13)
Reboot system 14)
Halt system 15)
Ping host 16)
Shell

Enter an option: 2

Available interfaces:

1 - HAN (emB - dhcp, dhcpB)
2 — LAN (eml - static)

168.1.1-24

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Enter the number of the interface you wish to ccmfigur

e-Government Agency
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Network Setup

WAN (wan) -> emB -» via-/DHCP4: 192.168. 146. 144-24
LAN (lan) -> eml -> wvd: 192.168.1.1-24

Logout (33H only) 9) pfTop

Assign Interfaces 14) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: 2
Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPvd address. Press <ENTER> for none:

> 192.168.89.254] 5) Reboot system 14) Enable Secure 3hell (sshd)
6) Halt system 15) Restore recent configuration
7)Y Ping host 16) Restart PHP-FPM
8) Shell

Enter an option: 2

Available interfaces:

1 - UAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you Wish to confiqure: 2

Enter the new LAN IPwvd4 address. Press <{ENTER> for none:
> 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

e nedw LAN IPv4 subnet bit count (1 to 31):
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Network Setup

Enter an option: 2
Available interfaces:

1 - WUAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press {ENTER> for none:
» 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.08 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
> 1

Available interfaces:

1 - UAN (emB - dhcp, dhcpb)
2 — LAN (eml - static)

Enter the number of the interface you wWish to configure: 2

Enter the new LAN [IPv4 address. Press <{ENTER> for none:
> 192.168.89. 254

Subnet Masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.48 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <{ENTER> for none:
>

Enter the mew LAN IPvbE address. Press <{ENTER> for none:
> 1

G-CERT
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Network Setup

1 - WAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192.168.89. 254

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPw4 subnet bit count (1 to 31):
> 24

For a HAN, enter the new LAN IPvd upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPw6 address. Press <{ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (y~/y

2 - LAN (eml - static)
Enter the number of the interface you wish to configure: 2

Enter the new LAN IPwd address. Press <ENTER> for none:
> 192.168.89.254

Subnet Masks are entered as bit counts C(as in CIDR wnotation) in pfSense.
e.g. 255.255.255.08 24

255.255.8.08 16

255.8.8.8 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
» 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuE address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ps/m) n

Do you want to revert to HTTP as the webConfigurator protocol?

e-Government Agency



Network Setup

Enter the new LAN [Pv4 submnet bit count (1 to 31):
» 24

For a WAM, ewnter the new LAN IPv4 upstrear gateway address.
For a LAM, press <{ENTER> for none:
>

Enter the new LAN IPuvb address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ysn) n

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) n

Please wait while the changes are saved to LAN. ..
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPuv4 LAN address has been set to 192.168.89.254-24
You can noW access the webConfigurator by opening the following URL in your web
browuwser:

https:--192.168.89. 254~

Press <ENTER> to continue. ]

DHCPD. ..

The IPv4 LAN address has been set to 192.168.89.254-24
You can noW access the webConfigurator by opening the following URL in your web
browser:

https:~»~192. 168.89. 254~

Press <ENTER> to continue.
=## llelcome to pfSensze 2.3.1-RELEASE (amdb64 full-install) on pfSense ===

HWAN (wan) -> emd -> vd4s0HCP4: 192.168.146. 14424
LAN (lan) -» eml ->» wi: 192.168.89.254-24

Logout (S55H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable 3Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

shell

Enter an option: [
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Setup Wizard

‘L, Insecure Connection » =+

hitps:,//192.168.89.254

o X
¢ Q Search wBe O3 & & =

\a

(8 Insecure Connection * +

hitps://192.168.69.254

%

wBe 9 3% 4 O

Your (

The owner of
protect your |
website,

Learn mare...

Report 4

192.168.89.]

The certificaf]
The certificad]

Error code: J

Add Excep

Add Security Exception

You are about to override how Firefox identifies this site.

d !_‘} Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | |glaf=rg i mlg ) Get Certificate
Certificate Status

This site attempts to identify itself with invalid information. View...
Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to

impersonate this site,

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using

a secure signature,

Permanenthy store this exception

Confirm Security Exception Cancel

e-Government Agency
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Setup Wizard

@ Login X 4+

€. hitps//192.168.89.254 ¢ Search wBe 9 3 4

Login to pfSense

Username admin

Password sssssee

pfSense Electric Sheep Fencing LLC view license

e-Government Agency



Setup Wizard

@ pfSenselocaldomain - Wi.. X | 4

5://192.168.89.254/wizard.php?xml=setup_wizard.xm c

COMMUNITY EDITION

Wizard / pfSense Setup / (%]

pfSense Setup

This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen

pfSense

Electric Sheep Fencing LLC

view license

@ pfSenselocaldomain - Wi.. X

rs

£ | htt

NITY EDITION

://192.168.89.254 /wizard.php?xml=

Wizard / pfSense Setup / Bling your pfSense with pfSense Gold @

[ ]
Bling your pfSense with pfSense Gold

Feel the power of a pfSense Gold subscription. Receive special benefits while supporting ongoing development of the Open
Source pfSense project.

Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts, pre-publication
access to the updated pfSense: The Definitive Guide book in PDF, fully updated for the pfSense 2.1 release, and a monthly
online MeetUp! Video conference to discuss and demonstrate advanced features and architectures using pfSense.

Go to pfSense Gold Subscriptions to sign up now.

pfSense

Electric Sheep Fencing LLC

view license
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Setup Wizard

@@ pfSenselocaldomain - Wi.. X 4

s
i
<]
-
>
®
[}

€ £ | htt 1//192.168.89.254 /wizard.php?xml=s

COMMUNITY EDITION

Wizard / pfSense Setup / General Information (2]

General Information

On this screen the general pfSense parameters will be set

Hostname pfSense

EXAMPLE: myserver

Domain ega.or.th

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS
servers directly. To use the manually configured DNS servers below for client queries, visit Services > DNS Resolver and
enable DNS Query Forwarding after completing the wizard. _ o »

@ pfSenselocaldomain - Wi.. x4

Primary DNS Server 8.8.44

& £ | https://192.168.89.254 /wizard.php?xml=setup_wizard.xm ¢ Search B 9 ¥+ 4 O

Secondary DNS 3888
Server < - - -
@se“ e System - Inter 8 S S Status Jiac Gold ~ HE||;:- -
COMMUNITY EDITION

Override DNS Allow DNS servers to be overridden by DHCP/PPP on WAN

Wizard / pfSense Setup / Time Server Information )

pfSense Electric Sheep Fencing LLC view license T Serrern e e

Please enter the time, date and time zone.

Time server time.ega.or.th

hostname Enter the hostname (FQDN) of the time server.

Timezone Asia/Bangkok >

pfSense Electric Sheep Fencing LLC view license
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Setup Wizard

@ pfSense.localdomain - Wi, X +

€ @& htps

MUNITY EDITION

/192.168.89.254

izard.php?xml=setup_wi

Wizard / pfSense Setup / Configure WAN Interface (2]

Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType Static -
General configuration
MAC Address

This field can be used to modify ("spoof") the MAC address of the WAN interface (may be required with some cable
connections). Enter a MAC address in the following format: soceaoaoexaxx or leave blank.

MTU

Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other
connection types will be assumed.

MsSS

If a value is entered in this field, then MSS elamping for TCP connecticns to the value entered above minus 40 (TCP/IP
header size) will be in effect. If this field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other
cennection types will be assumed. This should match the above MTU value in most all cases.

Static IP Configuration

IP Address 192.168.146.144
Subnet Mask 24 -

Upstream Gateway 192.168.146.2

@ pfSense.localdomain - Wi, X +

€ O n

//192.168.89.254 /wizard.p

[ ——

wB 9 3 A& O

PPTP Local IP
Address

pptplocalsubnet 32

PPTP Remote IP

Address
PPTP Dial on Enable Dial-On-Demand mode
demand This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is
configured, but the actual connection of the link is delayed until qualifying outgoing traffic is detected.
PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An
idle timeout of zero disables this feature.

RFC1918 Networks

Block RFC1918
Private Networks

[] Block private networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8,
172.16/12,192.168/16) as well as loopback addresses (127/8). This option should generally be left turned on, unless the
WAN network lies in such a private address space, too

Block bogon networks

Block bogon
networks

[] Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA.
Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear as the source
address in any packets received.

pfSense

Electric Sheep Fencing LLC

view license




@@ pfSenselocaldomain - Wi.. X 4

Setup Wizard

€ [ https://192.168.89.254 /wizard.php?xml=setup_wizard.xm

COMMUNITY EDITION

Wizard / pfSense Setup / Configure LAN Interface

Configure LAN Interface

On this screen the Local Area Network information will be configured

LAN IP Address 192.168.89.254
Type dhep if this interface uses DHCP to obtain its IP address

Subnet Mask 24

pfSense Electric Sheep Fencing LLC

view license

G pfSenselocaldomain - Wi, x4

6 [ nit

://192.168.89.254 /wizard.phpfxml=setup_wizard.xm

b
i g
(<]
«
»
®
]

COMMUNITY EDITION

Wizard / pfSense Setup / Set Admin WebGUI Password

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password sssssesssene

Admin Password
AGAIN

pfSense Electric Sheep Fencing LLC

view license
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Setup Wizard

@ pfSenselocaldomain - Wi... X 4

6 “ ntt|

COMMUNITY EDITION

Reload configuration

» Reload

pfSense

://192.168.89.254 /wizard.php?xml=setup_wizard.xm c

Wizard / pfSense Setup / Reload configuration

Click 'Reload" to reload pfSense with new changes.

Electric Sheep Fencing LLC

ey
i g
(<]
-
»
®
[[}

v

view license

@ pfSense.ega.orth - Wizard... X +

€ [ https://192.168.89.254 /wizard.php?xm|=setup_wizard xm|8&stepid=¢ c

COMMUNITY EDITION

Wizard / pfSense Setup / Wizard completed.

(e
Wizard completed.

Congratulations! pfSense is now configured.
Please consider contributing back to the project!

Click here to purchase services offered by the pfSense team and find other ways to contribute.

Click here to continue on to pfSense webConfigurator.

pfSense Electric Sheep Fencing LLC

haes
g
a
.
>
®
]

view license
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Setup Wizard

Q@ pfSenseega.orth - Statust... ¢ 4

€

L%

hitps://192.168.89.254

COMMUNITY EDITIDN:

Status / Dashboard

System Information o0
Name pfSense.ega.orth = WAN
Version 2.3.1-RELEASE (amd64) &3a LAN

Platform

CPU Type

Uptime
Current date/time

DNS server(s)

Last config change

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage (/)

Disk usage ( /var/run )

built on Tue May 17 18:46:53 CDT 2016
FreeBSD 10.3-RELEASEP3

Version 2.3.1_5 is available. £%

pfSense

Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz
2 CPUs: 2 package(s) x 1 core(s)

00 Hour 14 Minutes 49 Seconds
Tue Jul 12 12:21:41 ICT 2016

* 127.0.01

e 192.168.146.2
= 8844

= 3888

Tue Jul 12 19:20:27 ICT 2016

0% (23/47000) Show states

[ |
5% (1526/29666)

0.10, 0.08, 0.08

25% of 477 MiB

% of 1023 MiB

% of 18GIB - ufs

% of 3.4MIB - ufs in RAM

pfSense Electric Sheep Fencing LLC

4
H

1000baseT <full-duplex>

1000baseT <full-duplex>

view license

+ 0

Interfaces o0

192.168.146.144

192.168.89.254

e-Government Agency
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Update Syste




