IT Governance
and IT Service Management

(Related Standards &Best Practices)



Governance

Enterprise Governance

Corporate Governance

I.e. Conformance

Business Governance
I.e. Performance

Accountability
Assurance

Value Creation
Resource Utilization
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Frameworks
COBIT 5

Control Objectives for Information and Related Technology

Best Practices

IT Infrastructure Library




Business view
NOT only IT view

IT does not understand Busmess
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Mastering complexity

Security || Regulatory compliance

Aligning IT with business

Optimizing costs

Keeping IT running

Challenges
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Operational excellence
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Enable business success factors

Do it well and do it once

Continuous improvement targets



Value Creation

Management

Organization
Prospects

Competitors Create
Regulators vaue Business unit
Suppliers Processes
Influence -
Capabilities
b q Goods/ Coordinate nowledge
eman i !
ﬁ Services C— control, and
onsume dep|oy
assets People
Customers
Resources
Supply :
Generate returns Information
(or recover costs)
Applications
Infrastructure

Financial capital

Asset
types



IT AGE
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IT Honeymoon Period

Human Ability
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IT Realit
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Benefits
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Businesses are turning to...
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Adopt and Adapt

* Not just adopt
* Please also adapt



An Introduction to

IT Service Management



Why IT Service Management

ncreased dependency on IT services
Higher visibility of IT service failure
ncreased complexity of IT services
Higher level of customer expectations

External influences due to untied customers
Charging for IT services




ITIL v3

Overview of ITIL Key Concepts
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RACI| Model

R - Responsible

- The person or people responsible for getting the job
done

A - Accountable
- Only 1 person can be accountable for each task
C - Consulted

- Involvement through input of knowledge and
information

| - Informed

- Receiving information about process execution and
quality



Lifecycle: Five phases

» Working with the business to plan appropriately for
Strategy both long- and short- term service needs

» Planning and architecting services that fall within
the business’s strategy

* Moving planned business initiatives to live status
Tra nsition « Retiring old services no longer of value to the business
* Improving services to keep required competitive levels

Operati on * Managing the services currently utilized by the
business

Continual Service
Improvement

» Implemented as part of every process
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Benefits of ITIL

Best Practices
Lifecycle Approach

Better Integration
— Business Services
— |IT Services

— |IT Functions

Focus on Value of Service



Process Model

Triggers

Process
Inputs

Process Control

Process Policy
Process Owner Process Objectives
Process . Process Feedback
Documentation

Process

o Process Metrlc
Process Activities Process Roles

Process
Outputs

Process Process
Procedures Improvements
Process Work
Instructions
Process Enablers
Process
Process Resources "
Capabilities

Including process
reports and reviews
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Service Strategy

* Financial Management
» Service Portfolio Management
 Demand Management



Service Design

Service Catalog Management
Service Level Management
Availability Management

Capacity Management

IT Service Continuity Management
Supplier Management

Information Security Management



Service Transition

Asset and Configuration Management
Change Management

Knowledge Management

Transition Planning and Support
Release and Deployment Management
Validation and Testing

Evaluation



Normal change

Create RFC

>
Record the RFC

Change proposal

(optional)
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Major ]

Changgs

Av 4
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Authorize
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change proposal

Av 4
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implemented
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Evaluation report — Review and close | .




Service Operation

Incident Management
Problem Management
Request Fulfillment
Event Management
Access Management



Incident Life Cycle Map

Repair
Time

Response

Detection Time

Time Recovery
Time
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Incident Resolufion ——» Restoration Incident
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Incident Management Workflow

. ATt Incident Loggin
Incident Identification } 99ing } Incident Categorization -‘

Yes

To Request Fulfilment

Service Request?

Incident Prioritization -‘

Major Incident Procedure

Initial Diagnosis -‘

<
10

Yes Functional (2, 3 level)

Escalation Needed?

—

Management
Escalation

Hierarchic Escalation
Needed

Investigation
& Diagnosis

No

v

Resolution and
Recovery

v
Incident Closure

v

e
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Problem Management

Detection and Logging

Categorization

Prioritization

*

Investigation & Diagnosis

O

Error Record

Change Needed?
% No

— Resolution

Create Known I

_=_( Known Error ()
Database

Yes

Change Management

Closure

Major Problem? Major Problem Review

End



nszuIums Event Management

» Scope focused on specific events vs. general
monitoring

— Early Detection - Preventative
« Basis for key automated operations
— Detect

— Make sense of
— Act on

 Classifications based on significance:
— Informational
— Warnings
— EXxceptions



nszuIums Access Management

* Access Rights
— Verification of legitimacy of requests
— Monitoring Identity Status
— Logging and Tracking Access
— Granting/Removing/Restricting



Continual S_@rvice Improvement

Senr_in:_e
Transition

Service Strategy

Service
Operation

Continual
Service Improvement 33



Related
Standards & Best Practices

SO 20000
SO 27001
SO 22301
TIL
PMBOK
CMMI




Constant Improvement: Deming

Continuous quality control and consolidation

VAN Plan Project Plan
Do Project
Check Audit

Act New Actiong

Q ACT | PLAN
3 Business
> IT
"E Alignment
>
© CHECK| DO
=
<  Effective Quality
Improvement

! Consolidation of the level reached
l.e. Baseline

Time Scale



Do Not Stop Improvement
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